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Tools
About
Exit
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SafeNet Authentication Client
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va3gunsal eToken

2.2. 1y Refresh Tdm3unns refresh iilefumaunsal

2.3. iy About wanalls Version vadlusunsa SafeNet Authentication Client filamuee] au Taqiiu

2.4. 1wy Help Tuugthuaztawaelunsdfindymiannsidaulsunsy SafeNet Authentication Client

2.5. 1y SafeNetHome lddwmiusinamsmdeyaifisifinifedfundnfasives SafeNet viosfosnisaudieivie
mashumaiia 1sauArdnil SafeNetHome Razthildauluds Web Site ves SafeNet
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2.6. uansiovasgunsal eToken fignldnusguuinsesaeuiianes

2.7. iy Rename Token lddwiuiuasuiiegunsal Token

2.8. 1y Change Token Password 1‘8’57%%’ULU§8uiﬁaN1uQUﬂiﬂj Token

£%

2.9. 1111y Unlock Token Mdm$utangongunsni Token Iannsaldauldmuund (mslfnuayiifesedonis
v mfUsEUY SAM Backend i)

2.10. 11y Delete Token Content Mg wiuautioyaloglugunsal Token santesun

2.11. 1y View Token Information ANUT0ATIVADUTIWALLDYARNY 9 ‘U@ﬂqﬂﬂiiﬁ eToken 19u Serial number,
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2.12. 11y Disconnection SafeNet Token eToken virtual Tédmsunsidendeluguiuuvesgunsaiiaiion

(Virtual) e lgaumauimes
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Authentication Client flanmfusINg

© SafeNet Authentication Client Tools

CSJafeNet:
SafeNet Authentication Client @ (i) i ? -
@ B E E N O S B E S E
Token name Administrator
= Safehet Authentication Client Tools  Token category Hardware
= wg Tokens Reatler riame ks iFdh 0
i 8 Serial rumber
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- 3 Settings

i # |3 Data Objects
- {0 Client Settings

& E’ User certificates

Total memory capacity

Free space

Hardware version

Firmyeare version

CardID

Product name

Model
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05 version

Mask version
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Token Password

Token Password retries remaining
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@ 19d5Y Initialize Token

B dwiu Log-on ihgmsvhanwesdld uas Log-on Whgmeahauvasdguaszuuy
F WWdmiums Import Certificates
& T wiudvusiaindiiugunsal Token wasiBeusviashulvifugguassuy

F

T wiuasdsldfugunsal Token
4 13l Disconnect SafeNet Token stoken virtual
Wdwivendnmsiousaluguuvuasaunsal Token taflau
U3l Copy iRnaanseaudending 9 vasgunsal Token
o 13 Unlock Token lddwdutandan Token Tildanildenuund

8 Wdmiy Re-set password Wituflday lnsfauaseuunduaudanis

Bn1svineuvesly d1u13aesuIEn1sineIunTann Il sEnau Al
3.1.1. Ua Initialize TokeriZg dievihnisadniidu agldvthensdsnm galundheeigldnuainse
muuaAn1sldnulaiugunsal Token lensil

© Token Initialization X

@SafeNet. SafeNet Authentication Client

Token Name: |My Token|

Create Token Password

New Token Password: LITITTITTY)

Confirm: LITITTITTY)

Lagon retries befare koken is lacked: nd =

[ create administrator Password

New Adrrinistrator Password:

L ]
Canfirm:
14

Lagon retries before kaoken is lacked:

Mote: Many tokens can be unlacked only F they have an Administratar
Password,
Taken Passwaord rust be changed an first logan
Current Language: EM

Partitioning Settings

- awnsniAsude Token name Tigunsal Token ¢

- amnsasensviashulndlFtugunsalld ssdanmstmunsunlunsldstakiiuiiafud
ndsgunsal Token fva Lock

- amnsasdsvEruresiguassuuiilelidmiulandengunnl Token nsdliigldand
siaruladld
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gunsnl Token w3slil
- Wedsrnaiusuiesuddlil AN Start udina OK.

© Token Initialization %

. SafeNet Authentication Client

Taken Hame: | My Token |

Create Token Password

Token Initializing

@afeNet SafeNet Authentication Client

Initializing. ..

Tl

Logon retries before token is locked: ol
Maote: Many tokens can be unlocked only if they have an Administratar
Password,

Token Password must be changed on first lagon

Current Language: EN
Partitiori L

WUBLAR : NBUYINNT Initial d LG8 “Token Password must be changed on first logon” e
\Aou Token adsroluazil Dialog box TiuAsusathuvesgUnsal Token Samsideu Token
Password 1 $1duavfansaiu Password Policy :MnMsinua1veduy Client Setting Tu
WA Advanced View

3.1.2. Yu B 13y Log-on 1indn1svihaunesils uag Log-on Whgn1sinuvesdauassuy

© SafeNet Authentication Client Toals

@afeNet. M

SafeNet Authentication Client @ © 1 ? 6

|

2 Safelet Authentication Cliert Tools
= o5 Tokens

= W My Token
- Gk Settirigs
- 465 dlient Settings
Enter the Token Password,
Token Hame: [y Toke |
Token Passward | esennsad] |
Current Language, EH il
This is an unlicensed copy for evaluation use only.
e
1
I TORETT €S 1)
B e g b e L
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3.1.3. Uu 1¥dm3un1s Import Certificates Wihunlduiile afin Aesdinislasianuvesgunsal
Token wialdawaintu Adn OK

@ Token| ogon

@afeNet SafeNet Authentication Client

Ertter the Token Paszword.

Token Mame:

Token Paszword:

Current Language: EM
This iz an unlicensed copy for evaluation use only.

- dle Adn OK azUsnguiinsne iidendne1ag Import Certificate 90 CA server 989
A A . A A ad d A A 19 7 a
\WseINden Certificate NiAToBUNIATTNGONINATRIDULNLY 9Nty Afin OK

€ Import Certificate: My Token

) Import a certificate from my personal certificate store

(%) Import a certificate from a file

L oK i[ Cancel ]

- agUnInguinedl Browser e Certificate 1nunldauaintiusesiinisld Password
vo4 Certificate nsdiluwnena P12 w3 PFX wiow Certificate 1sldeu 91ntuli
Aan OK

© PFX or P12 Password

—

Safe SafeMNet Authentication Client

=
Enter the PEX or P12 password.

Password: | eesssses|

Ok Cancel
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324  Uu  1¥dwiun1s Rename Belvidugunsal Wiuridevidanisideu anduaiin OK
€ Token Rename
@afehlet. SafeNet Authentication Client
Hew taken name: _User T_est[ ,
.CL.JI'IEmt Language: EN
Use thiz name to'identify your token.
i Ok i [ Cancel
325 U g wsu Change Password Tiffugguaszuu ile adn 1 Icon Aadldsviariuves gaua

szuuLiteduduinuneu ey

© Token | ogon

@afeNet SafeNet Authentication Client

Token Marne:

Erter the token's Administrator Password,

Erter the &dministrator Pagsword:

This is an unlicensed copy for evaluation use only.

£
L

Current Language: EM

[ ok | [ concel |

- 9 ntuagll Dialog Box Tldmswarinuniagldsiaanululanuainu a1y adn OK

5] Change Administrator Password: My Token

@Iehlet. SafeNet Authentication Client

Current Administrator Password:

Mewvs Admimistrator Password:

Comfiern Passwond:

Current Language: EM

[ ok || cancel |

e : duveeglfanulunis Unlock Token fiviheusaufuszuu SAM lunisuanden Token
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326 U o Unlock Token lddmsudanden Token Tldamilénunni ludwifldfesi Challenge
Code ddllifudauassun ievhnsuanden ndniiufquaszuu asvinsds Response Code
ndusrlsimadld wiethluinisUandengunsal Token arniufivimslasstarlmdlfitugunsel
Token (Msldamumyiifosoifonisausuiussuy SAM Backend i)

- ¥ Challenge code 210 Safenet Authentication Client Tool iiedeve

Response Code IﬂEJLﬁaﬂﬁLmé Uanden Token
5 SafeNet Authentication Client Tools |=i8] % |

e ——

SafeNet Authent

Challongs Code: EEEEEETE |[E2]

iié My Teken Peaorine G | |

[] Taken Password must be changed on first logon

A —
e —

The new Password must comply with the quality seftings defined on the token

A secure Password has at least 8 characters, and contains upper-case letters, lowercase lstters,
numerals, and special characters {such as |, 8, &, %)

Cumert Language: EM

Enter the Response Code provided by your administratar

www.safenet-inc.com

- 1A Response Code 119lu Safenet Authentication Client Tool Tugee Response
Code udwhmsssensviarulvsigunsal Seuiesudilvinatu OK

® reNict Ahartication Cliest ool e 7 [

) L]
Beiaiin Ligald
fo8
@SafeNet.
@!ﬂ\kt SafeNet Authentication Client s

SafeNet Authent

prme—
Ohalergs Code: |snz=m9ﬁFcain~1F4 HE]
ES g My Tol Pl il |sew0mmmaﬂa |
|| Token Password must be changed on first logon
——
——
The new Password must comply with the quality settings defined on the token
A secure Password has at least 8 characters, and contains upper-case letters, lowercase letters,
rumerals, and special characters (such as | 8, &, %)
Curent Language: EM
———
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327 U Set Password lddmsusaansarulvitiudlda Adnsaigladsianulale) wWemdn Icon
93l Dialog box A welwminslasiannuludlaiu Token a1ntiu Adn OK.

€ Set Token Password My Token

@afeﬂet SafeNet Authentication Client
Hew Token Passward: vy
Confim Password: sesesces| -

100%

The new Passwaord must comply with the quality zettings defined on the token.

A zecure Password hag at least 8 characters, and containg upper-cage letters, lower-case
letters, humerals. and special characters [such as 1. . # &)

Current Language: EM

Loox | [ capes ]

328 Uy © Disconnect SafeNet Token eToken virtual Tddmsusnidnnisiwenseluguwuuveasgunsal
Token iailou

A Disconnect Saferet eToken Yirtual
—

329 U E Copy lfinaansneazidensine 9 vesgunsal Token

© SateNet Authentication Client Tools

SafeNet

SafeNet Authentication Client - ] @ i ? o

@ F A E N OB EESE

Token niamne A
& Safehet Authentication Client Token category g
= ‘!: Tokens Reader name
= @ My Token Serial rumber TR, i o
- 1k Settings Tetal memory capacit Tuten name: My Tnkegw
e ¢ : o Token category: Hardware
9 ik e Free space - Reader namé: Aks ifdh 0
Hardware version serial number: Ox003dalfd
Firmisate version Total memory capacity: 73728
Card ID Fr'e[emspace-: 32767
2 Hardware version: 4.29
Bkl neg Firmwara version: 1.0
Model card ID: 003DALF4 3
Card bype Product name: eToken PRO Jawa 72K OF
OS version model: Token 4.29.1.1 1.0.0
e Card type: Java Card
Mgsk_verﬁpn 05 wersion: eToken Java Applet 1.0.3
-CF'!“’f. Mask version: nNia
Supported key size fcolor: Blue ;
Token Password supported key size: 2048 o
Token Password retriel ¢ »
Maxirnum Token - — &

S T e e B e S =

www.safenet-inc.com

My Token: Logged on as administrator

Aen1sl¥ausyuy SAC (Version 1) i 8



nans.

3210 Uy / View Token Information lddmsuuaniseazidenieaiugunsal Token

Token Information: My Token

@afeNet SafeNet Authentication Client

Token name My Token S

Token categary Hardware =

Fieadsr name AKS ifdh 0

Serial number Ox003dalf4

Ti:-'tal'memory capacity 73728

Free space 32;.-"6_;?

Hardware version 4,29

Firmwiare version 1.0

Card ID 003DA1F4

Praduct name eloken PRO Java 72K 05755

Model Token 4.29,1.1 1.0.0

Card type Java Card

OS wersion eToken Java Applet 1.0.37

Mask version TE

Calar Elue

Supported key size 2048

Token Passward Present

Token Password retries remaining 15

Masimum Taken Password retries 15

Token Password expiration Mo expiration =
[ comy [ o |
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Amsasusiiasudlatiaunsal Token aldeuasusn (§redaaniadenisldemdu Initialize Token)

1. dievhmsideugunsal Token lhillTesmoniiunes Weldnuasusn auulevenldmmualii drilnisldnu
gunsalasausn iniswaeuswaiwiui (@1laivhnsdeusiagunsnl Token Aliamsaldanuld aundiaed
mstUagusiarugUnsal Token) nasnideugunsal Token weiaedl Dialog Box USINULAIAIM Wiving
Aan OK.

Password Security: My Token

\ ? ) For security reasons, you must change the Token Password of yvaur new taken,

E (514 ][ﬂarrcai]

2. 91n1uagd Dialog Box Us1nguun Wivihnsldsdannuni wagsianulmdanuaau densldsiannulvgdiu
yesosiisiaulouvemuiglildmmunlii Client Setting wleldsiaruasauds inn1sednii OK

5] Change Password: My Token

LUGSDSYIAL
aUaes0l

@afeNet. SafeNet Authentication Client

Current Token Password: | LTI ] |
Mew Token Password: | sasssnse |
Corfirm Pazsward: | LLLTLLL |

100%

The new Password must comply with the quality settings defined on the token.

A zecure Password has at least 8 characters, and containg upper-case letters, lower-case letters,
numerals, and special characters (such as 1§, #. %]

Current Language: EN

[ Ok, ] [ Cancel
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nsaarnuleuienisldaugunsal Token ludiuves Client setting Usenause 2wy fie Password Quality
wag Advance 31nuuazd Dialog Box Tildaswanunuazldsianiuluniuaisu aantu adn OK

r

© SafeNet Authentication Client Tools

s4uBs sVIder13l
Q‘S}afeNet= " :
SafeNet Authentication Client @ O i ? o
Password Quality Advanced )
Minirnum length (characters) . . : ..
= Safelst Autherkication Client Maximum length (characters) [0 s
= Q; Tokens Minirmum usage period (days) le -
¢ Maximurn usage period {days) o =i
: _& Expiry warning period {days) ;n =\
History size b =
Maximum consecutive repetitions ' @ -
Must meet complexity requirements Ak least types T
-------- Manual Complexity Rules : ‘ |
Murnet als Permitted
Upper-case letkers ;F'ermitted
Lower-case letters ‘}-'ermltter_‘
Special characters | f'el'rrwit_lf(_?t_:l
[ Set to Default Save Discard

www.safenet-inc.com

1. Password Quality Uizﬂauﬁ’mmy
- Minimum length (characters) = mmmw’hqm (F9NW9)
- Maximum length (characters) = AN81GER (ADNYI)
- Maximum usage period (days) = szgzn135l¥augean (u)
- Minimum usage period (days) = ssazt:;a’mﬂ%’mu%uﬁwqﬂ (1)
- Expiry warning period (days) = ﬁzhmmﬁﬁ%ﬁawmmq ()
- History size = Usgifn1snivium Password
- Maximum consecutive repetitions = misgwimﬁmﬁ’uqdqm
- Must meet complexity requirements = Fosmsaiutermusiidudeutu
—-Manual Complexity Rules— = n1sMuuaANgULaUTeY Password Usznaunig
- Numerals = fta%

Upper-case letters = fnuysiinnlg
- Lower —case letters = fnwsAuian

- Special characters = §onYTENLAY

Tudiuwes Password Quality 3gedunglugiuvesnismuunalugiueessianIu 19y Password i
Characters @138 Log-In ldnasa 1Hudu
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© SafeMet Authentication Client Tools

C} I 7
SafeNet Authentication Client @ O i ? o
Password Quality Advanced
Copy user certificates to 3 local store
= SafeMet Authentication Client Copy Ch certificates to a local store
= ‘; Tokens Enable single logon I
P e & My Token Allowe Password quality configuration on token after initialization
£ S Lk Settings
1. W Allow only an administratar to configure Password quality on boken
Show application tray icon Blways v|
Automatic logaff after token inactivity fin minutes); _Nev_er ;_' @ |
[ Enable Logging Save Discard
www.safenet-inc.com

[

Copy user certificates to a local store = Anaenludsasdidnnsedndlusiiivuuaios

Copy CA certificates to a local store = Anaan CA Certificate Tufiuluwedes

Enable single logon = Lﬂmﬂflﬂ%afmgiﬁzwﬂ%y’uﬁm

Allow password quality configuration on token after initialization = @u1samuualanasaInng
w3eulgau

Allow only an administrator to configure password quality on token = mmiaﬁmuﬂﬁﬂﬁﬂﬂﬁ@jua
szuu (Widendmsugdld)

I3

Show application tray icon = uansleasuvaslusunsuUszynd

9

Enable Logging = msiUaflaridunisiiv Log msldeuensiuls SAC Tunsaintywuiniuainaisldau
gunsal Token v3ansldaugenduls SAC
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e-Token SmartCard (SafeNet) *

Winmdmivannznaunts

[
[
(s
[

winmuilgmnnlfiusoy wisseueuBnmigsnsn Aedaldnwedlng 0 2271 0151 - 60 #ia 415 , 416 Winh e-Mail: usognbtcgo.th

suuanraauli Web Browser Gooele Chrome Wi Firefox wia Internet Explorer version 9 usuld

au | Feuny/dleidunisvihau AduY
wyusn1sBanvsedng -
FA - & o u A v o ° ]
o Jupaudl 1 Juwydwsugunuuianssglamhndmindi Uso
I o & o w A 19w Ao 1 i
o dupoudi 2 Juwydwivguiuuiansaildinemhunaaveoud USO
3 dl [ o o ‘ﬂl J !
o Jupaudl 3 Juwydmsuduluuuaninisdminai USO
® LuulenaIsnieuaneLiy Juwydmsusuinanliduuun wiouaredudiisuaeusia
2 | wussnasuteya Juydmiunsinasudeyanisudiszasssuiey USO
3| wyderny Juwydmiugdeanuudaionandmiii Uso
4 | wydoyausem Juaydmsudansdeyarluvesusevgsuluauan (Operator)
5 | wuudslam Duwydmsuwdslymnnsldnussuulddadming uso
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UNT 2 IURBUNIST IFINUTLUU

2.1 msldaunsalduduninuasausn
919BaTURBUNSTUIUNIINNTITD “TBMsiURsusarwlietngunsal Token unlduasausn” vaueonans
AdanslgausEUU SafeNet Authentication Client (SAC) maaaﬂmmauaummu (eToken)

U

2.2 madhgszuuau
1) idsugunsnidudufinu (eToken) ihiuiedasneufines uazilnlusunsu Web Browser wéawihnisnsen
“https://usotelecom.nbtc.go.th/USO/” Tuties URL Address s5UUAZLAASRUNIDNANTDITLUUIU TV
nsadnfiaglaflel szuvazuanmthedssyyluiuses udwhnsaand “anas”

) USO: Avinewansnemin X H - o »
€ - X @ hitps//usotelecom.nbtc.go.th/USO/ w @
et 8 0 15 USOStatf [ » 1
E Drbsoise Eorlh x phees [ v Staff ) nwa. USO-Operator 3 dmantng

e-Token SmartCard (SafeNet) +

Windwdusenszneunts

(> |
S

2) nsensaNuvesaUnIalgudusiinu (eToken)
3) adnUu “duiin”

7 USO: drinnwaniasmie X n -
€ & X @ https//usotelecom.nbtc.go.th/USO/ N N N - - = - — @
et 5 k| - - [7USO:Staft [ USO:Operator ) EXOK0-1 [T} spGraph @ Chacts 4 PHP A Highchars [ naws, :USO.S6aff ) nmws, USO.Opesstor  » (3 dmndné
e-Token SmartCard (SafeNet) +

v Vndwiusennszneuns

n Logon
@d‘tf. SafeNet Authentication Client

Enterthe Token Password

© Token Name: 1234567880123

B || oc—f B

Clrert Uanguage: N

- | 'ni-.-u-lu-—icwhr | S
oY @
:

ssuuamsmhaulivu Web Bro

gle Chvome wia Firefox wls internet Explor

4) Aanyu “OK”
[) USO s ddnrmngnsmer: x H - o x

€ - C @ https//usotelecom.nbtc.go.th/USO/Home/ e - |
0 a O [ USO:Staff ) USO:Operator #) EX.OK20-1 [T JpGraph #® Charts 4PHP A Highcharts | Amwes sUSO-Staff | ) naws. USO-Cpemstor  » (] Joandndun

dhgszuudie
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2.3 BULUUAISTIILTEN USO
1) \Unlusunsu Web Browser wazyiin1snsan “https://usotelecom.nbtc.go.th/USO/” Tuges URL Address
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