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Caller-ID spoofing remedy ordered

50 numbers blocked,
system to be developed

KOMSAN TORTERMVASANA
WASSAYOS NGAMKHAM

Telecom service providers have been told
to block 50 numbers used by call centre
gangs to trick their victims and have been
given two months to develop a system to
counter caller-ID spoofing via Voice over
Internet Protocol (VoIP).

The measures are part of efforts by
law enforcement officials to tackle phone
scammers, the National Broadcasting and
Telecommunications Commission (NBTC)
said.

The move was unveiled yesterday fol-
lowing a meeting between the NBTC, the
Royal Thai Police (RTP), the Anti-Money
Laundering Office (Amlo), commercial
banks and six telecom operators.

NBTC secretary-general Takorn Tanta-
sith said they agreed on a slew of measures

to prevent the public from falling prey to
transnational call centre scam gangs using
VolIP services.

The gangs make calls from VoIP services
such as the popular messaging app Line
and use software to hide the original 1D
while displaying fake numbers, he said.

Most of the numbers used belonged
to police stations, court houses and post
offices, he said, adding they totalled
about 50.

The fraudsters pose as police officers,
state officials or bank employees and make
false accusations about drugs or debts to
scare the victims into handing over their
personal information or valuables.

Six telecom operators have been told to
block the numbers used to make calls via
VolIP to victims since December.

For a long-term solution, the telecom
service providers are required to develop
asystem to keep logs of all calls made from
VoIP platforms to identify the caller’s real
identity over the next two months.

With this, all calls made via VoIP plat-
forms must show the real calling num-
bers to receivers under the local telecom

operators system, Mr Takorn said.

“Incoming calls via the VoIP network
to all destinations in the country can't be
changed to fake numbers like the gangs
want. This will help receivers verify the
calls,” he said.

“The system is expected to be com-
pletely upgraded by March. That will
directly obstruct those gangs which are
using fake numbers.”

The six telecom operators are TOT, CAT
Telecom, Advanced Info Service (AIS), Total
Access Communication (DTAC), True
Move, and Triple T Broadband (3BB).

Mr Takorn said a task force set up to pre-
vent call centre scams was set up last month
and has so far reported 50 VoIP numbers
have been used to rip off victims.

The Royal Thai Police (RTP) have
detected 11 victims since December, saying
they were defrauded out of a combined 8

million baht.

Authorities returned 1.6 million baht
to the victims yesterday that had been
retrieved from the scammers.

Mr Takorn gave an example of how the
scam typically worked.

Masquerading as a police officer or bank
clerk, the caller would inform the intended
victim they were suspected of having
committed a financial crime, for example
money laundering.

The would then request information to
verify the victims’ claims of innocence and
have them perform a so-called “checking
procedure” at an ATM.

They were told this was to avoid having
their account frozen but it would often
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result in the victim unwittingly transfer-
ring money to an accountheld by the gang.

Pol Maj Gen Surachet Hakphan, deputy
chief of the Police Tourism Bureau, said
the swindlers frequently devise new tac-
tics, with the latest involving the use of fake
arrest warrants.

He said police have issued 275 warrants
for people involved in such scams and have
arrested 162.

In a related development, Pol Gen

Thanitsak Thirasawat, a senior adviser
to the RTP, said police are investigat-
ing commercial banks over an iden-
tity theft case involving 24-year-old
Nicha Kiartthanapaiboon.

Ms Nicha has sought help from the
Crime Suppression Division (CSD) to
track down people who used her ID card
to open nine accounts with seven banks,
which were used to handle the proceeds
of a call centre scam.

She has been charged in connection
with the scam but insists she is innocent
and her ID card was stolen last October.

“Isympathise with her but her arrest was
made in line with procedures. Police will
investigate and give her justice,” Pol Gen
Thanitsak said.

Police will look into the role of com-
mercial banks to determine if they were
negligent in failing to follow the proper
authentication process, he added.

Pirapat Ingpongpan, a representative
of the Anti-Money Laundering Office,
said that commercial banks can face a
maximum fine of 1 million baht for flout-
ing the rules.
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B

SET, US AND UK SCALE NEW HEIGHTS, BUT EURO ZONE SAGS

RECAP: The US and UK stock exchanges
continue to soar to fresh records, supported by
strong economic figures. But euro zone equity
sentiment remains weak after disappointing
results from large companies. Signals from the
European Central Bank about winding down
monetary stimulus have further dampened
the mood.

On the domestic front, the SET index moved in
the range of 1,784.75 and 1,816.81 points before
closing yesterday at 1,810.19, up 0.8% from the
previous week, in heavy trade averaging 82.41
billion baht a day.

Foreign investors were net sellers of 6.83 bil-
lion baht, with retail investors selling 1.25 billion
worth of shares. Brokerage firms were net buyers
of 4.86 billion baht and institutional investors
bought 726.84 million.

NEWSMAKERS: The World Bank says global eco-
nomic growth is likely to speed up this year, after
a stronger than expected 2017. It predicts 3.1%
GDP expansion, followed by a slight slowdown.
® South Korea is considering a law to ban cryp-
tocurrencies such as bitcoin being traded on
local exchanges. Justice Minister Park Sang-ki
said virtual currencies were “great concerns”
and that the ministry was preparing a bill to
ban trading. However, the presidential office

Jan5 7 4 n 12

* From the previous week BANGKOK POST GRAPHICS

said nothing was final and a ban was only one
measure being considered.

B The Nikkei 225 index reached a 26-year high
in Tokyo on Tuesday, gaining 0.6% to 23,849.99
after the market reopened following a public
holiday on Monday.

® Euro zone unemployment fell to a nine-year
low of 8.7% in November, from 8.8% a month
earlier, thanks to strong economic growth, but
jobless rates differ widely across the 19-coun-
try single currency bloc.

m Foreign investors have poured 47 billion baht
into Thai bonds in the first two weeks of the
year, contributing to the surge in the baht. The
local currency rose 0.3% yesterday to a nearly
3Y2-year high of 32.02 against the US dollar.

News ID: C-180113001082 (13 Jan 18/07:34)
‘ iQNews
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Itis the best performer in Asia, appreciating
1.75% since the year began.

m Phillip Securities Thailand has allowed Thai
investors to speculate on bitcoin via an inter-
national global derivatives trading service,
with local market regulators voicing no objec-
tions. The service offers bitcoin futures trading
on the Chicago Board Options Exchange and
the Chicago Mercantile Exchange.

® Applications close on Monday for a new
SET president. Market participants say they
want to see a qualified candidate who can
comprehend the changing technological
landscape and crack the whip on corporate
governance.

® The Joint Standing Committee on Commerce,
Industry, and Banking supports a small
increase in the daily minimum wage this year,
but says it should not be the same in all prov-
inces. The national wage committee will meet
on Monday to decide on the first increase in
three years.

® The government plans a supplementary
budget of 150 billion baht for this fiscal year,
which will mean an additional 100 billion baht
in borrowing and bump the deficit up to 550
billion baht. Economic tsar Somkid Jatusrip-
itak says the higher figure is acceptable and
won't imperil the national debt position.

® Energy policymakers plan to end the

two-decade quota regime by opening the
- 1,800 state-controlled power generation business
1,780 to private-sector competition, says Energy
1,760 Minister Siri Jirapongphun. The state will
el | 1,740 remove the special quota (or favoured
.8 1,720 capacity) of the state-owned Electricity
1,700 Generating Authority of Thailand for both

fossil fuels and renewable energy.

m The existing National Broadcasting and
Telecommunications Commission (NBTC)
board, which has had lame-duck status since
October but received an extension from the
military government, will cease making policy
decisions by March. That’s when the National
Legislative Assembly (NLA) is scheduled to
choose seven new members. Applications are
open until Jan 14, said NBTC secretary-general
Takorn Tantasith.

COMING UP: The EU will release November trade

figures on Monday, with South Korea updating

its December trade data. On Tuesday, Japan will

release December producer prices, and Germany

and the UK will announce December inflation

for December.

u The EU will release December inflation figures

on Wednesday, with the US updating indus-
trial production and utilisation rates along
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with the preliminary housing market index for
January.

® On Thursday, China will release closely
watched fourth-quarter GDP, along with
December housing prices, fixed-asset invest-
ments, industrial production and retail sales.
The US will release building and construction
permits for December, the preliminary pro-
duction index for January, and the Beige Book
by the Fed.

® The EU will release November current
account data on Friday, the UK will announce
December retail sales and the US will release
preliminary consumer confidence for January.

STOCKS TO WATCH: Asia Wealth Securities has
buy recommendations for IRPC, ESSO, TISCO,
TCAP, SCB, BBL, KBANK, HMPRO, PTT, PTTEP
and SCC. Krungsri Securities recommends
buying IRPC and BBL.

Asia Plus Securities suggests accumulating
stocks including TCAP, SCC, TASCO, BANPU and
SCB, with laggards identified as STEC, CK, UNIQ
and INTUCH.

TECHNICAL VIEW: Asia Wealth Securities sees
support at 1,800 points and resistance at 1,830.
Krungsri Securities sees support at 1,800 points
and resistance at 1,825.
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