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EDITORIAL

Why we need data protection NOW

WILL PENDING LEGISLATION BE ENOUGH TO HEAD OFF SECURITY BREACHES LIKE THOSE THAT OCCURRED AT TWO THAI BANKS?

national standard on data pro-

tection and data leaks, espe-
cially in the wake of computer hack-
ingincidentsattwomajor Thaibanks,
in which the corporate and personal
information of more than 120,000
customers was compromised.

The European Union’s General
Data Protection Regulation (GDPR)
law, which came into effect in May,
hasset the globalbenchmark forboth
protection and for issues related to
leaks. But Thailand’s version of that
legislation, which the National
Legislative Assembly is expected to
enact later this year, does not specif-

ically address data leak issues, even
though thisis nolessimportant than
protecting data.

Only the National Broadcasting
and Telecom Commission (NBTC)
currently hasrulesand regulationsin
place on data leaks, which are appli-
cabletotelecomoperatorsandrelat-
ed entities.

Earlier this week the Bank of
Thailand reported that Krung Thai
Bank had found its computersystem
compromised, affecting the security
of more than 117,000 customers’ per-
sonal information used in its mobile
application for obtaining and repay-
ing different kinds of loans. Kasikorn

Thailandneedsto meettheinter-

Bank’s computers were also hacked,
affecting the data of about 3,000
corporate customers who use the
bank’s online letter-of-guarantee
service.

These two shocking incidents
should be anurgent wake-up call for
all parties concerned to ramp up
measures to prevent leaksand ensure
the response isas efficientand effec-
tiveastechnically possible. The NBTC,
forexample, requires telecomopera-
tors to report any leaks within 72
hoursand provide timelyinformation
and remedies to owners of the data.
There is, however, no such require-
ment concerning banks and other

financial institutions regulated by
the Bank of Thailand and other
authorities.

The government has to speed up
enactment of the data-protection
bill and add provisions aimed at pre-
venting leaks. It must guide the par-
ties concerned in responding to such
incidents, which are likely to happen
more frequently due to widespread
adoption of onlineandmobile bank-
ing services.

A huge amount of individuals’
personal data now resides in com-
putersystems, giving cyber-criminals
tremendous incentive to break into
thedigital storehouses of banks and
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financial institutions. And yet few
Thaibanks haveinvested adequate-
lytosafeguard theircustomers’infor-
mation even as they rush to move
them onto online and mobile plat-
forms.

While there may never be a 100-
per-cent-assured way to prevent the
theft of financial data, it is impera-
tive that responses to hacks are
timely and effective in addressing
potential damage to customers.
People and private firms put their
faithinbankstostoretheir sensitive
personal and corporate data on
computerservers. Theyshouldnever
have to face the shock of

being financially vulnerable.

Besides the impacts on Thai cus-
tomers, these latest intrusions will
shake theinternational community’s
confidence in the Thai banking sys-
tem in terms of data security. That
doubly makes it the government’s
dutytofast-track legislationondata
protectionanddataleaks that meets
international standards, as set out
by the European Union’s GDPR.

In the meantime, the Bank of
Thailand alsoneeds tocomeupwith
interim measures to prevent further
leaks of sensitive customer dataand
to require timely and effective
responseswhensuchincidentsoccur.
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