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-week lapse for
AIS data breach

‘Non-critical’
exposure for 8bn

KOMSAN TORTERMVASANA

Advanced Info Service (AIS), the top
mobile operator by subscriber num-
bers, has insisted no personal infor-
mation from customers was leaked
during a scheduled test earlier this
month — only non-critical informa-
tion was exposed online as reported
by foreign media.

The website techcrunch.com broke
a story yesterday about AIS's database
of 8 billion internet records that was
left open on the internet without
a password earlier this month. The
website indicated the database was
later secured following an alert to
Thai authorities.

“We can confirm a small amount of
non-personal, non-critical informa-
tion was exposed for a limited period
in May during a scheduled test,” said
Saichon Submakudom, head of public
relations at AIS.

All of the data was related to inter-
net usage patterns and did not con-
tain personal information that could
be used to identify any customer or
cause them any harm, financially or
otherwise, she said.

“We are pleased the incident was

| contacted a
TechCrunch journalist
for assistance, but
we were unable to
contact AlS starting
from May 13. Then |
alerted the Thailand
Computer Emergency
Response Team about
the findings. ThaiCert
then contacted AIS

to have the database
secured.

JUSTIN PAINE
Internet security researcher

quickly contained and no customers
were adversely impacted, financially
or otherwise,” said Ms Saichon.

The company will continue review-
ing its security procedures to ensure
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global best practices, she said.

“We acknowledge our procedures
fell short, for which we sincerely apol-
ogise,” Ms Saichon said.

As the first incident of this kind, AIS
will investigate the cause, she said.

A source at the National Broad-
casting and Telecommunications
Commission (NBTC) who requested
anonymity said AIS executives will
explain the incident to the regula-
tor today.

The NBTC may order AIS to be
more cautious in handling customer
data to ensure there will be no mistake
in the future, the source said.

The incident was disclosed by secu-
rity researcher Justin Paine in a blog
post. He shared the information with
techcrunch.com.

He discovered the database, which
contained DNS queries and Net-
flow data, on the internet without
a password.

This makes it possible for any capa-
ble individual to “quickly paint a pic-
ture” about what an internet user does
in real-time, said Mr Paine.

According to TechCrunch, DNS
queries are a normal side effect of
using the internet. When visiting a
website, the browser converts a web
address into an IP address, which tells
the browser where the web page lives
on the internet.

Although DNS queries do not carry
private messages, emails, or sensitive
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Prlvacy concerns loom as an AlS online database containing information on 8.3 billion internet customers was left

unprotected. REUTERS

data like passwords, they can identify
which websites you access and which
apps users log onto.

According to Mr Paine, the data-
base was likely controlled by AIS sub-
sidiary Advanced Wireless Network
(AWN).

He said he tried to contact AIS to get
the database secured without success.

Mr Paine said he then contacted a
TechCrunch journalist for assistance,
but both of them were unable to con-
tact AIS. He started alerting AIS about
the open database on May 13.

He then alerted Thailand Com-
puter Emergency Response Team
(ThaiCert) under the Digital Economy
and Society Ministry about the find-
ings. ThaiCert then contacted AIS to
have the database secured.

“It is important to note that
ThaiCERT contacted AIS about the
exposed database, then the database
was offline shortly after,” he wrote on
his blog.

“It’s possible AIS promptly notified
AWN, or they may have simply blocked
access to the exposed database to
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quickly address the issue for their
subsidiary company.”

Mr Paine indicated the data-
base was first observed as exposed
and publicly accessible on May 1,
adding he discovered this database
on May 7.

The database was exposed for
around three weeks, he said. Around
8.3 billion documents were stored in
the database as of May 21, when he
alerted ThaiCert, said Mr Paine.

The data was found to be secured
on May 22,

Page: 2/2

InfoQuest Limited | 888/178 Ploenchit Rd., 17 ™ FL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330

Q 02-253-5000, 02-651-4700 E24 help@ignewsclip.com




nuKun

Naew Na
Circulation: 900,000
Ad Rate: 900

Section: First Section/UnNAITH

Fuft: §9A15 26 NQWAIAN 2563
i9: 41 avuf: 14273
Col.Inch: 44.49 Ad Value: 40,041

Wi 2(1JW5'1&J)
PRValue (x3): 120,123

paanu: szwin tanden: nasnywgiennaglain-19

Aad: 217-6n

gl A
naiEEadlaIN-19
Sl Suda liudy s Weaq WnSauiiGau
nulnadmandion souwef soulad wand
founihil agnudnaging mmsiudanahild diae
MansENTIATABIATHgR A A LAz UIBFING
Gunans @nnsnaenssumstemInIzaEe
famsinanmi uaziamsInsnuaunHINA
(nans.) lavadindesdidaanaBisessunmu
2 dundes euanlidszani hifivieauilu
dodlioaag

aingihialaia-1e ded1 nany.dunum
athann Taofeunthil namyaheiduuasiuauih
duwodiuahlugy mnzaahiihviasegrn g adu
a9 Work from Home Thnniasuslu siiongia
Auaniayy 41 a0 aueaiy uasliaweia
mamnussigAadanunisel bidladia-19 9 niu
NINUITBUAsHALININIINIZ 01T e Aung
Tnavien] wazfemslnsaunay win@mdulums
uimalssy

waziitad1 q i uedn NANT.OUNATUUTUY
wﬂﬁzmm“lfi’amuwmmmlaa‘%’gﬁiaﬁﬁuﬁ;ﬂﬂ?ﬂ—lg
dindanThiaonit 2 5n 10 Tsanenna sau 21 Tasams
29K 31 200 ANV

fio 1Ipssmaannuas v o T=UuLII e
wennacinsoaiuamunisel hialalnnasighn]
2019 (COVID-19) vaalsaneninarays 11 fmuum
2 Tassmstiudne s lfuEnsguam meseady
misznalinvoalsanenmadivaiunsuns 13.8
duum 3]s AIR-ICU/OR dmsuiihsdads
COVID-19 ruszuuiasanelios vedlsanmuia
WanszeNsns 11 a1 alnsamsieadu
aoumInimaunsszuiavealia COVID-19 v04
Tsansnnanszalnmar 7.7 dw

5. IARMINAILNIZUULTMINMIEMd RN iRy
upssznumidaaegiiulsaniu vedlsanaina
UMIUASAIEHINIT 9.6 U 6.]asamadan
Negative Room iy fnenmmiguadfihs COVID-19
fifinazingd vodlsanemnannsiuns ivagan
14.3 duum 7.lasmsguainugilielaia-1e
woalsamemnaamu 9.9 anwm slaumsdns
Tnda-19 ¥alsanamNasIHMansmaNNIzIHeIA
22.7 dwwm 9. Tasanaud Tl ymivazussm
HanIzNuIN COVID-19 vaalsamemamymsang
9.6 41N

%d212: C-200526005007 (26 W.A. 63/06:05)

a IQNews

www.ignewsclip.com

1o lasamsianndnsnindeariniagila
Ingé (ICU) woalsameiuiassiingiagysm
5.5 dum 11 lasmaiannszuudeyaquadla
'aJﬂf]ﬁLLﬁzi}ﬂlﬁuaCOV]D— 19 voalsane A aNAe
WINUN@INA 8.8 UL 12105015 No-touch
COVID-19 in-patient Ward VDIANUE VAN AAT
walal uHINgasutaa 7.7 auwm 13.1a3ans
dilgadenl frdmanssduaudmiimaaninmas
Wugﬂiinﬂjﬂﬂ%’ﬂ%%ﬁiﬂhu1 (COVID-19) w84
gudnrsunnd Tayanwuniny vadszmu
8.0 a1uum 14.Jasan1slsawe uan nauIw
yoasgrolaangmagud msuvmdunineas
JagaAnEM 4.4 410N

15 Jnssmaannszuudszfiuanudealin
COVID-19 dawgunialdumnsyiaihildgnandn
TusumoimiuTyglszaug vosanzummarnaas
LAENTAEITNGY INGIAEINEITANIMISUNNE
wiihamasal sdneasamnsal 3.9 d1uum
16.1A59M35 Telemedical monitoring device for
COVID-19 guarantine patient ¥9313aWeN11a05a
2 fuum 17.lasmadndnanniuioniseng
senavpalalsinaeWug vl 2019 (COVID-19)
UOINAULUNNBTIAATAITIEH T WHIING 1Al
uhiaa 10 awwn 1slasamauwnue fatlyon
UszAngifomiquagunmiauasmaiiemaediu
s1swaiuazguniwialuninielszuiavo sl ia
Tnin-19 YBIMAINIANTMENT AZUANSMTNS
Aanrnenna 296U 6.6 anam 1o.lassnann
Aunnuszuudamuilizsruioniuimasans
undrzavosdelafalnia-1e Tuwa . wea
ALZUNNG MAASHITTNE A W INaBIting
6.2 AL

20.TasamIRauINIAn e WIAD 3095y
donunaniniszinalsndadohia voslsananna
andonsahund nammmdénmate 12.4 dnwm
21 Insanmaunm dyniduuazumndnialng $romde
aoumIniuwiszuiaaalain-1e vaalsananna
urinIngasmalulaggsus 13 muwm

ABANAINGTY BFINT AUNANT 104 .
sz Aumsmiveny luaeait 2 Tasvassilomno
dnfiumamivayuni 2 aoaliluds 457 S 6
AR mniueu Sntanas 200 dnwm
miemusiivzdoainandnilszun 6o mue

asunasilumsnafidalunies namy. s
dluneampulivimdweima lagmmg @
g3 dmans Mismuiingahialuaaileda
umas dludedafiazteoudmwansznuain
Tnia-19 Aidaaliamsndisveamamadiu aga
fssumagziithmne mesndnganuiihldhe i
nagaauenuzlldaSgualifindenivile iy
“317 uasuea Innganssulmivanngaladia-10”

nareuaz i s iU 1uza sy

InfoQuest Limited [ 888/178 Ploenchit Rd., 17 ™ EL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330

Q 02-253-5000, 02-651-4700

#= 02-253-5001, 02-651-4701

help@ignewsclip.com

HU 171




Section: U3z718%/N19ANWN-FIEWI-TRINETTN
IJG_'IDI.I IUN: FIAT 26 WOWAIAN 2563
d9: 43 auuNn: 15416 #wu1: 18(nNav)
Matichon Col.Inch: 168.71 Ad Value: 185,581 PRValue (x3): 556,743
Circulation: 950,000 o YO a o < = v o ! o > !
Wa28212: eURLAY: ‘Usziiw dew aavies’ ‘whinlansan-gunsmlane i{eedznauain’ne...

Aad: 217-6n

‘Us:=iuw’douoaunds’
‘ianliwseu-ounsniliwe’
aaoa:nouon wolld-aoau’

i " ¥ i e
N N 1 dlaniud sl maesssdansFeunisdau

ar O aa (Y3

melna v3p aauwed Wuszuy Insimifdva vdesn
fingenswefnuingg (As.) SuflaiuyaiisnmEmemisinarn
A Tuwasmgﬂﬁ’uﬁ FEunaid) wazanznsIuNIsNenIg
ngeaeiies Avmalnaimivazisnislnsanuianuiema
(nan.) Tumslidassenisinsimiluszuudsna 1um
17 9ipe wpsensEsunisaaunielnaulnaiml ffa
Fnganisundszuieaadlidalalsunapiugivi 2019 wia
Tadm-19
ﬁﬂﬁtﬁﬂmﬂqﬂﬂgujuqm maus Bunaangaauuaslufiusn
fiuLaefEen |

Rd217: C-200526020072 (26 W.A. 63/02:58)
a IQNews

www.ignewsclip.com

watl nsBEpunmsasunlng Wisssuuafilu s lékena
Auaaitd deusiszsumnnafisssdiuii 1.3 dumsdounsaou
Tusediudu 2.4-6 Fninaun msm‘mm‘smaﬁnm%ﬁuzm
(awg.) sxifhuiuAnionmanuias uanant dofkindsiidendu
faiaa e uenssHnsnEsaENENE (@0 uazdning
gatasunIsEnEIUensZUY LaznIsEneeNa TNy (nEw.)
Th3uumuaauuasanse

Lo name. oy vundas@pshiumnuaatoesnonts
Wi NHAEN S0 17 Fa9 Euseuditaeiiiaiia 37-53 dtl
isﬁuﬁguaumﬂ 1-3.6 21849 37-51, NALIAN 52 LAY FAA.TN 53

drumssudunineuaiiionen C-Band MyuALAY

Hu®1: 1/3

InfoQuest Limited [ 888/178 Ploenchit Rd., 17 ™ EL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330
Q 02-253-5000, 02-651-4700 #= 02-253-5001, 02-651-4701 help@ignewsclip.com



UG—IDU IUN: FIAT 26 WOWAIAN 2563
dn: 43 aUuUN: 15416
Matichon Col.Inch: 168.71 Ad Value: 185,581

Circulation: 950,000
Ad Rate: 1,100

Section: U52218%/N15ANB1-ANEW - IRIBEITTH

Wi 18(nand)
PRValue (x3): 556,743 AaY: 217-61

W22 euiiAY: Ussiiiw dawaoukas’ thnlansan-gunsnlune ifesaznanainwe...

goil sziaiuauing 1-3.6 299 337-351, nA.as 352 LAY
NaAAag 353 Uy KU-Band fimiuatinasietl ‘szﬁwﬁguaqma
1-3.6 A9 186-200, NAUTAY 201 UAY FAA.TAY 202
nsdnnisEpunisasuadell ssnarosszrieiuil 18
woun1AN-30 Aquiey o dalanaliag §uUnAsas uaz
tniEeu [dsuumum uaniruafiveeauiassanssanisideu
vl sariaifiummegauaumdon tszininmaas
winslle waziagunsalmsBounsany
Toe Ansznuuilygniliistunnnmesesszuuioude
madeuil 1 Tmadnmn 2563 93eq Tutuil 1 nsnmen e
wnuumanilaiunes wariuile winlsedeubiawnsodans
BeunsaaululseSeuld uaninBouszdaeduunauuadan
tinunu Tasaeesiinmadeusinssulaiid@ud fusdiuns
USnsdanisvaelseBauusazuvie
athelafiony dauBimaaeeszunfuusn fifimAnariune
HAD...
iasengunasasuasiniFuunnedau dreiedumds
gunsal Tidezdiu “Tnsdwiiade” wis “ufiuida” Wia
TdigwmiuFaumelna
mlvinanszuaiwinsginsalagteunndn As.iaewan
asElvsemounialsi
wszudazasouailguzmenisBuldviadu ung
asovafimalaifl Susnmweilesfagunsallvignvau Gothins
aS9auAanaedenavida s 27
WatiefuusnvaenismanpesauiusLpauILa S ndl
wuilgynannane 1wy Gulsdvasiueaiiian e
fyanandrensuensdwidatouazufivi@asounin
unuitsldinaimiddviasudaniaaou Foibidulyday
Tagnneasauafaiinsimidsuduonumssaunalng
Taile wsnbifindasfudpann vadlndasfudmann ueld
fwsoUsugudoale
winuidnasie “daw” vseneAmianusiuoauuss
fwun “gaaw” dmviidlannisaauil “Rawann” vdaaauih
Wil suvinEedouanulahiu
sanalvitiniFausasiinases Iwndiemal uasvinle
m3uussulad Jususv 1 Tuninmes Taafizaenininns
esafluvssduiing 3 §wnida v
wipalggwa fivgassa Suuaidonis An. Lisath
FauaaemiiniunwsdlumsGeusaulad h wa.a.lisend
dunflosn wwndzuued 1 asyszaduiuiuasitanu
dhlafemsdamsiBpunmsaauluanumsalmsunssanasas
alada 19 lunsdlanadey hidunswdananawsoali
tniduunazinaseawiniu 9 A fuduiiszde Gouluiui 1
nangnaN uagsalaesians Beaumssauilsadou Taalse G
azﬁaﬁﬂﬁﬁﬁmummmaﬁni:ﬂﬂﬂmﬁﬁmqm (A5.) MvuR
atalAsensdn usvnnanmumsallsassnadliafinaie szdas

Rd217: C-200526020072 (26 W.A. 63/02:58)

thmsEeumsaoupuuuduails A nsseuruaauLaTiTu
uazdauL@aNsupaulal

“Minaseadlen dauafendFoumaousoulaii
Wuanmigleidn as.imioumyiFoumigoussulaiadu
WIS TSy 3.4-6 mm:ﬁﬂ'iuﬁnn@'mﬁm vellguinTal
mriSey uasbudubaatedr Wlbulevnesee anieewdn
mazbiginasevlufiogynsalehey linesihuaanialny win
wiLdn” winalnzwans

fasut apnsineg fiwutiu WIBAIIWATA an.azlfinm
fidod 45 fu Tumsswsauazuilailom @y wnnlsugu
dganulild sclmihd@nnludein aaadnlusomds wie
i labifindessuduanu nsznsrediawie LATHIITILAY
Fomn (AR Fzupunaall @n. 2 Sunaee el asuan
sialy

F wimdwe ABEIR 1eSinsauenTINMSNg
Anunauiugu (wa.) s audemaliidnnemsdine
Lﬂmﬁuﬁm‘sﬁﬂm (awn.) ﬁﬂ 205 [ wanllszing ﬂ\aﬁuﬁ
waquivilopnayassailiiadusninmamaase@msinmslng
TapvesasasiuissiiomfiunalaGou sensd ailown
vo9ginasaenpauihdeiifstuiuszudlanenels mndnda
azlsl¥a U AW,

#9 awgavagumwanilgviduou 3 asa Ao dasii 1
ﬂ’gﬂwﬂéul.ﬁﬂquﬁﬂ'mu Wiaudedannnuuasiisyaneu
wuilaesls uazesuiluetelating tosi 2 ezaUwa
nandeuiiguisy wWagddsiuflalunds esdosidisds
ozlawdolsi uaztoeil 3 ssmpuwaiudouiiqu ey wWaiu
winlusufinaviounn

adlsfinw Sdweaziounninfmmsadn wnaswe
FIseal asdauLATand PnaInsainvAnendl sah
maEmsuelng uazaaulailudlawisiumn wurhsmie
Andanasuvneiinaait fohanusu s1enss arvezdnas
ihe msbhanldlusiaegnazin dwdpddnatnewiledong
suslunsdusaauluuomsbil asdeille mafnuidas
walulad Worstlfluns@eusanlmidafeiuluanan

“gautlgminuds anndndy analsmiuiensures
gunsnBLdyananaenN G A esdpa TN m T ewand
winnn nedddismm e mnediiaoeszlidne
Fomaaousindusaiid [1iSuumnadniid Snverifies
Tudyanuagua udfadedpanaduinirma vewuiiym
Fwnthuliweafe ifindavivdyana visdumeiidnla
@iy iy Sodevmardinaiumm e vihGmann”
U ANWIHN AT

W naMANENT BnlavwileiiwuAs Waul
dinasavazquatiinadwls wwnzagdq Szannuaninld
Wunasaesuwiititueg Sevausdunasaaliliadons was
Lisalwiaoni Selidnlsumumidasnguaiinluriiems

Hu1: 2/3

a iQNews . InfoQuest Limited | 888/178 Ploenchit Rd., 17 ™ EL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330
www.ignewsclip.com Q 02-253-5000, 02-651-4700 9 02-253-5001, 02-651-4701 help@ignewsclip.com




UGabu

Matichon
Circulation: 950,000
Ad Rate: 1,100

Section: U52218%/N15ANB1-ANEW - IRIBEITTH
IUN: HIA1T 26 WOWAIAN 2563

auuNn: 15416 #wu1: 18(nNav)

Col.Inch: 168.71 Ad Value: 185,581 PRValue (x3): 556,743
Wa28212: eURLAY: ‘Usziiw dew aavies’ ‘whinlansan-gunsmlane i{eedznauain’ne...

Aa&ad: 2717-60

unssrueaeaidalaia 19 dalu flapnil Anssdamumo
Aa madnnflmuazauilaseuadniu gndaevdali uaz
W mans Anfuisdefandds anuazanufnusesoeny
wagnumuseaiEatadalng nsdansdninadeilpnsas
amnshiadall

nmsnnHnugdiaauaiuzmevdemmaassidou
Hmuszuueauned wuliui 1 deawd heelusennifuamna
wabuuastuEperasmavh Sand Box rioudamon Sevnusil
anneasslaulddolnaienlbundn wdlidniugunases
suealy

e anaashdaliAa nmaneastluscesd 2 Tawses
naaaedansEsunsaaulussuunanlasldlsedouifmdn Tu
Tsaenmunalvin munanans uaziunaidin Aanmseii wiu
TTsedeu 3 fu Eeoudi 2 u Husiu Aoaeezanlsadeutie
Wz iiinsuiod Taethnstuands wazdeuilavmada
MERaVR 9 La R IR

duszezd 3 Wadlamadnluiuil 1 nsnen anag
FanmEsumsaauaendls sxhuledy anuasiaeivatels
anazanuiiedan erals Taebignineiidousm Hafasiu uay
tinEuu kv mailasenu vdeliamudiiuiudaladio-19
Tiluansznuatneladaindeu udu WaasulwiingEuu

o e =

atlsan wazUfiddagndeadiulseduy fn wazdean
FENRRRIMIN An el LLﬂSqﬂﬂ‘i‘iﬂﬁWU waluszring
manaaaeszuy [eidala
WaldnsdanmAnenludassanunmsainisuwsszuin
saadaladn-19 Tidwesdaedimslafann wundiluls
ufl shaanrumaana wazvnlvdnineldiunisdnen

1 I.I 3
ae9INA6N !

AdgINSENEN

Rd217: C-200526020072 (26 W.A. 63/02:58)

% IQNews

www.ignewsclip.com

Q 02-253-5000, 02-651-4700

InfoQuest Limited | 888/178 Ploenchit Rd., 17 ™ EL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330
#= 02-253-5001, 02-651-4701 help@ignewsclip.com

#Hu1: 3/3




	01
	02
	03
	04
	05
	06
	07
	08

