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SPACE BATTLE

The DES Ministry prepares to enter arbitration
against Thaicom for contractual breach in
connection with satellite Thaicom 5. B3

DES mulls move on Thaicom

Backup satellite
service in question

KOMSAN TORTERMVASANA

The Digital Economy and Society
(DES) Ministry through its legal panel
is set to enter the arbitration process
against SET-listed satellite service pro-
vider Thaicom for contractual breach
in connection with satellite Thaicom 5.

Thaicom 5 had a technical incident
with the status notification system last
December. Thaicom has rented tran-
sponder capacity from foreign satel-
lites to address the problem since early
this year, following approval by the
National Broadcasting and Telecom-
munications Commission (NBTC)
board.

These foreign satellites are KTSat
8, Measat 3, Measat 3A and Apstar 7.

DES Minister Buddhipongse Pun-
nakanta said the ministry set up the
legal panel last month to consider
whether Thaicom’s move to deal with
the problem breaches the company’s
satellite concession contract and a
cabinet resolution.

The panel comprises representa-
tives from various agencies, including
the Council of State and the Office of
the Attorney-General.

The contract stipulates that the con-
cessionaire is obliged to have a pair of

satellites — main and backup — for
satellite services.

Thaicom 5 is the main satellite
and Thaicom 6 is supposed to be the
backup. As Thaicom 5 has been out
of service and Thaicom 6's capacity is
fully used, this has raised questions
about which satellite could serve as
Thaicom 5's backup.

“Can these foreign satellites be
regarded as backup satellites or not?”
Mr Buddhipongse said.

He said the panel must study the
contract, which was drafted almost 30
years ago, to figure out whether Thai-
comviolated the contract and discern
any damage incurred from the pos-
sible breach.

“The conclusion from the
panel is expected in July,” Mr Bud-
dhipongse said.

The minister said the move in the
arbitration proceeding could help
ward off a future legal backlash,
particularly with regard to Section
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The Thaicom 5
satellite is
operated by the

¢ 5 country’s biggest
3 satellite firm.

157 of the Criminal Code, concern-
ing malfeasance.

Thaicom chief executive Anant Kae-
wruamvongs said the company under-
stands the DES Ministry’s move, saying
the authorities may want to ensure
they will not face a legal backlash in
the future.

He declined to discuss details in
connection with the concession,
saying only that the company is willing
to cooperate with the state.

Mr Anant said Thaicom 5 was sent
into orbit to replace satellite Thaicom
3, which had an accident in the past.
Thaicoms 4 and 6 seemed to be the
backups for Thaicom 5.

“The company is ready to discuss
itin the arbitration process,” he said.

In early 2019, Thaicom proposed
installing a power supply extension
system in Thaicom 5 and requested
an extension of another four years for
concession terms due to expire in Sep-
tember 2021.

The cabinet gave the green light to
installation of the power supply but
disagreed with the extension of the
concession terms.
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Continuing our Innovation Series, Life talked with Somkid Jiranuntarat who is in charge
of the Thai Chana platform and IT experts about the platform that the government
wants people to use to prevent a second wave of Covid-19 infections

THE PRICE OF SAFETY

STORY: KARNJANA KARNJANATAWE

hen it comes to the
newnormal, the Thai
Chana application —
which requires
people to scan a Thai
Chana Quick Response (QR) code to
check in and check out of places they
visit, stop by or dine at — is certain to
be familiar for those living in Thailand
as a post-Covid-19 measure.
Endorsed by the government, the
Thai Chana platform was developed
by the IT team of Krung Thai Bank.
It was then introduced by the Centre
for Covid-19 Situation Administration
(CCSA) as a national platform to fight
against Covid-19 before the govern-
ment started the second phase ofeasing
oflockdown measures on March 17.
“We designed Thai Chana as a
tool to help businesses safely resume
operations,” said Somkid Jiranuntarat,
adviser to the president of Krung Thai
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Somkid Jiranuntarat.
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ABOVE
Thai Chana QR code
on a public bus.

IF YOU USE THAI CHANA, YOU
ARE TAKING PART IN A PROCESS
T0 HELP THE COUNTRY STOP
THE SPREAD OF COVID-19
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Bank and a board member of the Digi-
tal Government Development Agency.
Somkid is in charge of the team that
developed Thai Chana and several
other of the government'’s large-scale
technology programmes like Chim,
Shop, Chai (Taste, Shop, Spend) which
has more than 10 million users and Rao
Mai Thing Kan (no one will be left
behind) which handles more than 30
million users.

“If you use Thai Chana, you are
taking part in a process to help the
country stop the spread of Covid-19,’
he said, adding that the more people
check in and check out, the more data
the government will have to mitigate
the spread of the disease.

Thai Chana is available as a plat-
form (www.thaichana.com) and also as
a mobile app for Android and iOS
smartphones (an English version for
iOS will be available soon). The plat-
form was built to provide a voluntary
approach to help otherusers and busi-
nesses as it has a feature which allows
users to evaluate the hygiene of shops or
places. Moreover, users can also check
ifa place they are planning to visit will
be crowded and they can also search
for nearby restaurants or shops via the
website and the app.

As of June 18, the Thai Chana plat-
form has more than 24 million users,
355,000 of which are app users. Across
the country, there have been more
than 110 million check-ins, while the
number of check-outs is about 60% of
check-ins when the webpage platform
is used and about 90% when the app
isused.

During its early stages, the platform
required people to provide a mobile
phone number when they checked in.
This requirement prompted some to
voice their concerns over data privacy,
especially since some users received
spam messages asking them to join
gambling websites after using the Thai
Chana platform.

Although it was later made clear
that advertising messages sent to
smartphone users were not related to

the Thai Chana platform as confirmed
by the National Broadcasting and Tel-
ecommunications Commission and
the five mobile phone operators, the
reputation of Thai Chana had already
become tainted. It led to uncertainty
among people about using the Thai
Chana platform.

BELOW
A visitors uses the
Thai Chana platform
to check in at the
Damnoen Saduak
floating market

in Ratchaburi.
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“I prefer to check in via Thai Chana
platform rather than using the app
because I don’t know the conse-
quence of using it. I don't want to take
a risk,” said Hattaya Maneekaew, an
office worker.

RECORDED DATA

Today, the Thai Chana platform does
not askforyour mobile phone number

News ID: C-200622001063 (22 Jun 20/06:07)

wiQN ewsClip’

www.ignewsclip.com

#= 02-253-5001, 02-651-4701

P T

Etude muniisadnia | | E,,
2 $¥
e

——

1
_¢heck - in

4 Inoou:

rinfayium

TOOAYHLYHYINNOHD NNNYY :0L0Hd

TMAYNIF LIHOIdY :010Hd

Eusinéss resume operations with the Thai Chana QR code.

when you check in. If you use the Thai
Chana app, it will only ask for your
mobile phone as part of the registra-
tion process.

“The app does not even ask for your
name,” said Somkid.

If you use Thai Chana app to scan
a QR code, it will automatically check
in for you and soon a group check-in
function will be available as well. You
may also check out later if you forget to
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do so after leaving the place or else the
system will force check out at midnight,
meaning data will be cleared out daily.
After a user checks in with the app, it
will send an anonymous code to the
server for collection, similar to when
we swap a credit card. The system will
not send our credit card numbers but
itwill send a code for safety reasons.
“The checked-in data will enable
us to know places where people visit
but we will not know who they are,” he
said. The data is used for displaying
customer density at any given location.
The Thai Chana platform also has
security layers to safeguard the data it
collects. The technology includes data
encryption, hash function and anon-
ymous code. The anonymous data of
check-ins and check-outs are stored for
60 days in a backend system. Although
the Covid-19 incubation period is
between two-14 days, academics say
the ideal infection-free period is 28
days. To ensure the safety period, the
data will be kept for two months.
Moreover, the Thai Chana app does
not have a function to record your

whereabouts. It will only use GPS coor-
dinates when you use the search func-
tion to find places near you.

For those who want to keep a
record of where and at what time they
checked in during the past 14 days, they
may consider using the Mor Chana —
meaning Doctors Win — app. Itis also
acontacttracing app thatwas launched
around early April. It features a Covid-
19 self-assessment feature, location
tracking via GPS and Bluetooth Low
Energy technology, and an alert func-
tion if an infected patient is nearby.

The Thai Chana and Mor Chana plat-
form complement one another.

Apart from the two apps, other
Covid-19 tools available include Thai.
Care from the Thai Chamber of Com-
merce, QR Checkin by the Association
of Thai Software Industry (ATSI) and
Skan & Go by Siriraj Hospital.

DATA PRIVACY ISSUE

With the aim to fight Covid-19, govern-
ments in many countries have launched

contact tracing apps including Aus-
tralia, France, Germany, Israel, Kuwait,
United Arab Emirates and Vietnam.

Based on research by Amnesty's
Security Lab, these tracing apps can be
categorised into three groups. The first
group consists of apps that allow users
to voluntarily record and check their
symptoms without any tracing ability.

The second group is made up of apps
that use Bluetooth technology for con-
tact tracing and the data is stored on
the user’s phone. Last but not least, the
third group, which Amnesty believes
poses the most risk towards human
rights, consists of contact tracing apps
that use the phone’s Bluetooth sensor
or via GPS (or both) to track the user’s
locations and upload data to a central-
ised government database.

However, Amnesty’s Security Lab has
not done any research about Thailand’s
Thai Chana app.

“Sometimes people are too worried
about data privacywhen it comes to the
digital format,” said the Association of
Thai Software Industry (ATSI) President
Tinnakorn Laoraovirot.

Data privacy does not mean that per-
sonal datacan’tbe used. It can be used
as agreed in the consent, he said.

Based on the Thai Chana’s consent,
the Public Health Ministry and its agen-
cies are those who can collect, use and
disclose mobile phone numbers, places
and times to prevent and control the
spread of Covid-19 and other con-
tracted diseases.

“Thai Chana states clearly how the
information will be used. Some are
afraid that the data will be misused but
no one wants to do anything thatis not
stated in the agreement because it is
illegal,” he said.

Even though the Thai Chana app
collects only mobile phone numbers
and omits the contact tracing function,
people are still concerned with its trac-
ing ability.

“The Thai Chana app will collect
data onlywhen you checkin and check
out. It is a spot-checking app. It is not a
contact tracing app,” said Prinya Hom-
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anek, a cybersecurity specialist. He is
also a member of a data governance
committee for the Thai Chana platform.
The committee was set up by the gov-
ernment around the end of May to audit
the system’s security and to ensure data
privacy protection for the public.

“I always use Thai Chana app to
check in because it will benefit me. If
there is a new infection and ifT happen
to be at the place, the system will alert
me. It is useful,” he said.

“If people understand this benefit,
they will check in with Thai Chana every
time asI do”

Regarding concerns of data privacy
violation, Prinya said the level of vio-
lations by Thai Chana is next to noth-
ing. People were not confident in using
the platform during its initial launch
but nowadays, the number of people
who are using the platform has gradu-
ally increased.

Even without Thai Chana, the gov-
ernment already has all the personal
information of people. Banks collect
more personal information than Thai
Chana, he said, adding that even some
well known foreign platforms collect
and process more personal data of users
than the Thai Chana, but people still
happily use them.

For him, the real worrying issue has
yetto come.

“For sure hackers will try to attack
the system because data is an asset. It
is money," he said.

So far, the Krung Thai team has man-
aged to keep the information safe and
secure. The committee, which had a
meeting with the IT team of the bank a
couple of weeks ago, has already offered
some security advice. The committee
will also audit the cybersecurity of the
system in the future to preventany pos-
sible cyber attacks.

“We will also make sure that the data
will be erased after the health crisis is
over,” he noted.
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