[ ] k]
u
Khao Hoon

Circulation: 80,000
Ad Rate: 800

dq: 23
Col.Inch: 34.13

Section: First Section/USuNaAnsiiew
IUN: IUNS 7 FINAN 2560

auuN: 5779
Ad Value: 27,304

v
o

AU 11(Nand)
PRValue (x3): 81,912
Wazaa: ToTynusaanusHailaRlnn Audgyyinggnadelaanla

Aad: 217-6n

TOTENUSaA LLLIEYIN LatA Lk
auammmﬁaﬂmm‘lmﬂui@

“fladl” m-sﬂalmmw-saasaaiﬂw
mm‘:tanﬂﬂmﬂwwmu wmﬁuﬁ@mytyw
BTO fiu TRUE Aufi 29 e.ail fu
gnen sl léSunanseny Tl dviasias
aaLﬂaﬂua']ﬂstﬁwwuwu WurSms 1P
Phone wwmmmmumfﬂau
WU aﬂmsm TOINTINNS
m@\mﬂwmwmUﬁiﬂﬂmﬂwwiwm
LATLTEAULUG USEWM Ailaf e
(uvTw) v TOT deauwwed 13Em

2o = 2 @ 2
vl,@lNﬂ’]‘ifLG]‘iEJNG]"J’]NW‘EE]N‘E@Q‘?UT‘IT{LM

mm'ﬁaﬂﬂmmﬁuﬁ@ﬁmmmuﬂmu
mﬂﬁfmﬂwwﬂﬂ'ﬁ mﬂummummma
O UF YN TINMTIIRULALTINGRINY
FTNLAEIITULSEN 13 ﬂaiﬂaﬁ—
Tu e (NvnTw) wie TRUE ELumJ
wuy BTO anedayan 25 1 Zeazasy
e liud 29 6.6, 2560 5

| TaensmazEalfusnisdone s
7 30 a.9. 2560 EuduniSEmaIn
elwmmﬂmamwamm diosan e
mewiamﬁwwgmm TYULMT
MaY FeULmmnTaems (Management)

LLa”ﬂﬁiﬂ‘i"ﬁ’l%ﬁ?%ﬂﬂﬂ’]%ﬂ']%‘ﬂ LﬁEJ’J‘IJa\‘]

: Foms it LLaumemwm‘zmmeami

mmum‘mamm

wanand uwﬂmmwﬁmma
fasananagiNad LA NNEEAIN
mmmanmsﬂﬁmmwmadmiﬁaﬂmm
%a;’gammmsﬂmw TOT Contact Center
1100 T899 Online 1 Facebook Fan
page “@TOTPublic”, http://www.tot.
co.th, e-mail : 1100@tot. co. th LLﬂ‘“'FMEJ
mm‘mnmﬂammLmﬂuwmm:amw"ﬂ
Lmva_l'%s,lmma

“maslmﬂmwaﬂmmmanslﬁmu‘l@
AERRGRIHN T@ﬂﬂmumamwﬂu
1@€1 LLau\lmaaumimaamma\ﬂmq 19
au ieefhuaavnefiisnaanvang
AN Lms‘lmladmam__,lzyﬂwu dwuda
WAIAN M UENI9E IR IR DA N T T
LL@‘luﬁmﬁmwUmmm‘mwwmﬂ.mm
I@ﬂmmua‘lﬁmmLﬂmmaitfﬁamﬂh
maqmﬂmwmiuﬁumimﬂmﬁmu,a
Andila LLﬂuEJﬂTi’JNLLNu‘iﬂd‘i‘U\l’QLLﬁ’l
WEHaYI® Nan

SWa212: C-170807013030(7 &.A. 60/06:31)

a IQNews

www.ignewsclip.com

#= 02-253-5001, 02-651-4701

wait aaaeadyandnaiiu
nan 25 mmima'msw»lmﬁsumm
239,000 auLm  leeuSEn leamuLs
Twld 1e% Aendutszanm 41,000
&Futw dm TRUE &xelé 198,000

R uum

dmSudyandanas TRUE Lo
’ﬁ‘ﬂﬁﬁl‘lﬂUiﬂﬁI‘ﬂ?ﬂW“ﬂﬂ‘i”ﬁnﬂiuw@l
UATUAN WU 2.6 mwawma
Lmuaﬂmﬁaﬂ@am 1.9-2 A HATNME
wﬂaaumﬂwmHTWiﬂwwuwuwmwﬂﬁ
slmmaammu 900,000 L@TANE LLE\"
@ﬂmm audNENIINLITN  Afiuana
7 46 () 1 350,000 LA
AN i’JNﬂUﬁﬂﬂ?“ﬂﬂ\‘lUi‘]ﬂVIWNaHaﬂ
2.3 mmawmm mslmmwuaﬂm
Trewithnaradn 3.55 amtawwa

"1uammmmwm I TRITR
Lawmammumﬂ ADSL {w Fiber
optic Wayhu3ns IP Phone (|nternet
Protocal Phone) fﬁwmma@uuum
waeindlay Tnuadsdusnusonuumd
wariindlent uﬂa‘lmauwﬂ?wm 20,000
SRICIRLY Lmal,ﬁumammu@ 60%
wasindlay 40% VieRLSEMGNLEMS
IP Phone snilseanou 4-5 1 Nﬂﬂ@‘ﬂ
15Eanne 300,000 IVINE” maamw
nan M

HU 171

M Bulviimaam e | 8887178 anAnsumivuwaian 117 auunanian WINANAT LUAUHTU N9y 10330

3
Q 02-253-5000, 02-651-4700 help@ignewsclip.com




us:pavna
ssSno

Circulation: 120,000
Ad Rate: 1,000

Section: First Section/-
TUN: JUN3 7 - o 9 FenAn 2560

d9: 40
Col.Inch: 44.66

aUUN: 4964
Ad Value: 44,660

Wi 4(un)
PRValue (x3): 133,980

#228212: daandnunwdalnauiung TOTSUZ29297.A.2BIUBNINTARHA.

Aad: 217-6n

Uannduumudalisatiuns
TOTSUBV2961.G1.UDIUDIWINSGIsUA.

A

ausn anusmul
99 9

“filafi” wisnguagnAueitin
“N3” 9 UAUTIY NAIFNUNIU
dugn 20 .0, i Buduldiuesianly
sfios uadeuiingBeulalls ush
w99 25 TilAanuuie 41,000 Suum
20 2.39 UEUAIU waNtaRwIn
14 @ yaAWae 3.3 wiludu
WAIENTBILY NaMY. Tas 3 Wuau
swinsalasedneduuloueia
wasthudu 10 nanmaluires
Wpayse gviesmi sa9nsmns
famslng) mhegsialnsdmidsyd
uazusaauuud vnadiled Wawe
7 TfinSoaszuasfineufiogua
wiwdAuuazgnimidsaugadLmul
vimslnsdwiluonuasmanszwing
filefity unang Aedaistu Tuiui
29 .A. 2560 Linl¥ignéndiude 9
wause Mnuldsadas saudeeen
wAninafLAnlve
“anAdvlfwasifula lisav

vhag v Dase q Aviiaulda
Wi uAs s singSoulaile
wé usasnsasszldfeuduing
vaviilefififiey 400 uisvnuszine
wwizluaangemws § 100 uss
uazivdtosnmuieniinefioaiia
Sundiudeing o (¢

saumasuneunngauldfonnis
MMUATRTLUATATIRIELAM W
gunsallvinwfonldoumuidouly
maiaddinansulawiomn 4 Wau
vsawiuaamusmininlaseell
Wiiulwweseatfnmeamalulad
IP phone tital3msgnénldhuls
walmadwiuazdumesiiin Wiade
mulull 2564 rpufignaneiinas
nuaamwigouluil 2568

ﬁww%uw%‘wﬁﬁuﬁ%’uiauﬁgaﬁwswa
86,000 AL M Aasn 25 Vilneld
PndumMuTiMEA 239,000 S
wuvifuduwvieldaoeiilod
41,000 8NULW %39 16% MNFUQN
fimdeiduzawms laviavigningegn
19 dnuasvang lLifefioyidly 2.6
RULATNL

“slendladiiledl smgné
filaft 2.3 dume vaeifuaudi 3
W&Y BE51 8,000 duumeal) 9n
seldm 30,800 shurm swnaneeli
wimsdusaauuuALazAaua ey
fuilafia dviilafifindu 2300 uaz
2100 MHz ag”

SWa212: C-170807023134 (5 d.A. 60/06:59)
a IQNews

3
www.ignewsclip.com Q 02-253-5000, 02-651-4700

#= 02-253-5001, 02-651-4701

vuzifpaiufilefidunsouh
WHUMIAIYUENINIALATNT LAY
SYUUIRaTRIU LNUTIAENTINMS
ansnsznedes Aamslnaiad uas
AfamalnspunaNuiem@ (nams.)
auifininnuavnInsdwiiugu
n 9 wanluifeuliiu 10 wan
wwuslyinIznywAdiaiaiATgie
uazaaaN (A8) Ansan Tneduunu
woiuduaivayuiaz 3,000 aum
uviovaLiisy 10,000 A vie
Fovpduunuswinsaliasaiiu
Al namss. hvuaRe f.6. 2563”

wenipgalam leeysuiads 589
nsNNIEIAMs el aeungving
unaileft nanh agiudoidafnm
pnduumuiagluayanlanains
wazduma 1m 14 Ad wadunsd
filofidudlowngt 10 Al SInyad
fiwm 23,000 & nyduiles
#ilofl 4 Ad yad 10,000 Auum

M Bulviimaam e | 8887178 anAnsumivuwaian 117 auunanian WINANAT LUAUHTU N9y 10330
help@ignewsclip.com

HU 171




nsoINWsSNo | **
d9: 30
Krungthep Turakij Col.Inch: 54.39
Circulation: 200,000

Ad Rate: 2,400

Section: First Section/Unin-un3iAszn
Fudi: §uns 7 RenAN 2560

auudi: 10546

Ad Value: 130,536
AaaNY: Nus: ALfauanienaniw nslandnislaues

Wi 16(’5’1&1), 2
PRValue (x3): 391,608

NIANNGI R

 NIWAN

ansua I‘iﬂu
joon@nationgroup.com
acebook suthichai.yoon
Twitter@suthichai
www.oknation.net/blog/black
www.suthichaiyoon.com

AfloulINocomu
nislhiuanialgwos

Tueiniriau AT
mmwmm%mmm@m
"ﬂ\‘lﬂ'i'laﬂ‘lim&l‘i” AUGY
Richard Clarke a1n
mﬁﬁwmmﬂumﬁmmmmmvmmﬁuﬂ
B 5 euehasoslnuns

Nt ap PR amEtyeats wmﬂmmﬂ,ﬂ
il avsan S nsnysemunsud
ﬂuﬁawmﬁah wnaavatd st

“NNWiﬂNQﬂﬂﬂiﬂMﬂﬂﬂiNﬂ
ﬁazl.l.%zm‘lwmmapnl.ﬁﬂ!"

Dg’ﬁﬂmmﬁuumﬁ%ﬂ@ﬂ N&NT.
dUsenfansdosaui i e
m@a‘uLm"Lusmmﬂ'muwmﬂﬂ@nmu
malmuaSiaaudiudtia

ansndlseSRenanSehusdadhums
ﬂ‘amﬁﬂﬁ“'ﬂmﬁmeﬁw"mmﬁnﬁ’m
D1BUALANINTUUTNTUNTEH 9/11 LAY
daanlanseTawdh gMmInauuwLfira
cﬂa@mﬂﬁmﬂfﬁmawumm“ml,m
st

wnuanddsunauazianaudawival
EI&‘I‘I,&Iﬁ‘1m%ﬂfﬁuﬂ’3‘1&lﬁ1ﬂmﬂlﬂﬂﬁ
1‘1\1mmmi{|aanumﬂaamma"l«muai
wananas e dyrasasding

Fmapuda ULz nosRemiftennh
s ammmsﬁmmmmm%mmm
@muﬂmwﬂnmmmmmaamwumiq
“aemaesmihandusenalauas
L.Lmhvmﬂﬂmmmwmmmiéfumim
iy “ﬁmluiQQﬂsﬂ1q1ﬁmialaaﬂm
Lﬂu‘lﬂi L‘INi'l..L‘II‘]EI'IﬁIQe.L‘iJuﬂumlL‘iJu
29ANSUID Lﬁmsma“l@mmu"
mwwmnmmnm@mﬂw A
lnvaSonaas s lgemaumesiunniiv
nanadles Tallanstlen ¥AUMILD1YD
mmmmﬁuumuvl,m wmmmel,uiﬂ
maammmaummawmmammau 9
ﬂwaam‘lﬂmu"L:umammam:m £I3

SWa212: C-170807011062 (7 &.A. 60/05:41)

‘ iQNews

3
www.ignewsclip.com Q

#= 02-253-5001, 02-651-4701

THE REXT TNREAT
T8 RATIORAL LECHETTY
AND WNKAT TR DO ASSET T

T T e T

RICHARD A.
CLARKE

UBgTLMIUAUAEN
#hege phelandlnuasanavinla
Inhéun3snevans o Frluaveudiuiu
“Laidl T ﬁeﬂunw*ldm'a"ﬁuﬂm
Juneudr” amSnuen
wnfunumande lugusfiusnm
ssadumanamse luvhuiouem
yagtlsentudaeta duday yrdan
am$ninzinsasldi T
Du aneulasdalnenmdsiuflotune
Aewnehihng luasdm unaua ¥
wﬂﬁﬂiwﬁmv@uﬂmviﬁwmmaw
e LLﬂU‘ﬂNELﬁsL‘Q fudaismati
wgldidomumdnguuaziuamy

e
. Wt

Hu 172

duTvian e | 888/178 anAnsnvvuwanan w17 auwmauin WINANAT LUAUHTU N9y 10330
02-

-253-5000, 02-651-4700 help@ignewsclip.com




Section: First Section/UNW1-UNILATIZA
= Yudi: Suns 7 RINIAN 2560
n&‘gomw&sna '”i. L v .
d#: 30 QUUN: 10546 “wu1: 16(%18), 2
Krungthep Turakij Col.Inch: 54.39  Ad Value: 130,536 PRValue (x3): 391,608 Aad:

Circulation: 200,000 a7 1/\] o . o a - v ‘[ o VL -
Ad Rate: 2,400 ADANU: NIUNAT: ALADWITNHDRADATIW NIFLANANIILGLUDT

2D
210
20

e INTesaun
WAEAANIEh 9/11 fnetuasslu
1l 2001
qum ﬂmiﬂ‘l@iwmw,ﬂu“mﬂmi
angd” Lwacﬂ\ﬁuﬂum@mammwmm
7 ﬂ@sluﬂqumm anSany
anvthiimseadumsiams
eLmﬂLmumu AR NILMERaMS
ﬂﬂmuﬂuﬂmﬂiﬁmaiﬁqmwmnu,av
shndnhmmsusniuanuasy T
Tnsilasmdmasmazgnaalas iy
seo lmhussumanianes
wnEufusadauasnmviwila
feinumwlumsvndnmalasussuas
1gEuvhudagednly
“INTIZREMARNNMIMI Y
lavwadann Siedathenhersnnnilas
ﬁanmm’fmﬁ]wmmﬂauﬁ"ls'fehzm‘h
AUBULTWLALNW” AaNSNLBN
gt cyberterrorism fiu
cybersecurity 3sdtasnmeniiuvnseiv
mmuwnﬂivmﬂ
‘lﬂs“lu‘lwm‘mﬁ‘uﬂmn'uaaeﬁam
femnanefiwviamslaudmslawas
mamgm’mﬂ‘mm%‘lﬂl.ﬁml.afa!

SWa212: C-170807011062 (7 &.A. 60/05:41) wuI: 2/2

a iQNews 3un BuTWiaan d1iim | 888/178 aim1suvanuwaisl 117 auunanian WINANAT LUAUHTU N9y 10330
www.ignewsclip.com Q 02-253-5000, 02-651-4700 €= 02-253-5001, 02-651-4701 help@ignewsclip.com



Section: First Section/UNAITH

Fufi: $uns 7 Seman 2560

#7: 21 atufi: 7577 W 4(U)

Col.Inch: 83.34  Ad Value: 81,256.50 PRValue (x3): 243,769.50 A
Wagag1: unAnafy: wlaute Cybersecurity FonnnnedaInTan

Tnalwac

Thai Post
Circulation: 950,000
Ad Rate: 975

2D
=
2.
20

ulavia Cybersecurity dvaudoviidousou

ulamaiufiasnsuviennd wasnimansise Ym

@3 Uszau nave. 16iBaan Richard A. Clarke

afnfiUSnumlsEsunBuAavSTamEMEuAL

sfung muamuﬁﬂusguuam%m Cybersecurity
Lﬁﬁ‘lﬁﬂ‘szLﬂﬁlﬂﬂw%fau%'uﬁaﬁﬂﬂ.nmuma‘lﬁmaﬂuqﬂ
wsugieRavia Taslsilszsumsnifiamizamdnmuaz
Urzmasine WlanlfwdailamsniduumEeulumsdu
waauulenny A Clarke ldagvinlazaauunfniiu 4
flym 6 Fow Gl

Hoymiaanaamslzwesuvialaidu 4 snwae s
Tautafa C.H.EW.

C fa Cybercrime ({uiloyymn1sneaspingsamg
loweslaefiingusssdvmantadu wunsudnindsuints
w3ngsnssnanulaisieg ﬁﬂﬁﬂuﬁjuﬁﬁﬂajﬂauﬁﬂqim‘m
paulml uarAneuesiarllldsunanszny wilugusng
vavijidimng ewgrnisumadindunusiosuy uss
saunfezndnsumuinlrgusTnaneulsiie zeanlativie
aaulﬂﬁl,mﬂ%aﬂuﬁqﬂ i]zymﬁ%‘om:wunﬂﬂuasmﬁﬁﬂLﬁm
Tilé

H fio Hacktivism (unsudndayadulidnmzans
nwnIviaenpuLdnNweELwIRaRENTUE Wadali
Basatneviaaseanuduanpudidsasdoyn siuds
nIuBniumaudeunsdoanasasauadlyTuiumamiu
Lﬁaﬂi:ﬂ'}ﬂqﬂﬁuﬂ%aqﬂunﬁzﬁﬁmq wiisnazdlaiusieg
fuedla udmnifunsfeasiudanen wu S e
Uaemegnudn deyauasisilyeats

E Aa Espionage LﬂumsmanﬁwﬂagaLﬁaﬂﬂlﬂﬁ”
Uszlemisa 1wy mansdayauinnssusngg msiazdoys
yansnng deluafnlasfinenealusenansfifduaan
fuzasmieusing winiudasungnudalyTumitse us
Tugafdia usninasenadausogiilayunilesadan udn
\Hausianseaulail funLANI1ATINTEMN UazA
Weslunsgniusléfianseun

W @B War %38 Cyberwar G9ifnduudd 1y n1s
ey uNanasiuetns laelifaedsiaewaniald
anpmunmusiusifey usiunssdeinasdinlyliesaseus
yaeaues Wisuwsiugnisiuadsemalaudmelauasiie
WiszuufeasuazundendamimasyUfiintsy wialdid
wayndansasiuLauaeldagdbay

Heywionuailt Widuemasdulunsiann
ulsune Cybersecurity ua:ﬁﬁ'\muﬁug'\u 6 Hofifosmay
o muedlneldatnegnias 1éun

1.maRanimnssUUlanA WinesWmwTEu
ilavriu (Offense vs Defense) UavimuAnina1slaiuas

Us=Ind aammsinml

finssannmazvi s ududhems usuiassudas
gasmsanAamslawasAonisgalasd Fefndunaile
Alé mIreszuuilaeiuidnsuazvi s ududeuatine
WA MIRNszuuiufianslanffemsiduieddny
SNALLIN

2.nsunilaslassadreiiuguiisndy (Critical
Infrastructure) Ao5gildinuausipnues aziianulene
w3 IisinsausaduRnauauey viaspsiiuleunediifugua
(Market forces vs Regulation) Iﬂ‘iﬂﬂ%’]xﬁﬁug’m?usmﬁﬁﬁﬂ
fhudausaoaulail uazdusdadvananu 1y Funisudn
wdoommFonszudlin Fumspuseionioun ned me
£IMA AUN13LTUNNTEUIANT Sulssnenuaniauinig
nnsunnd dunnsiaans wiaudnseienanandnning
Fafiruuduafiauddyatneienie winsWRLATTUY
JuflafuananampadiaunU wazluneefoonaufuiung
AILANVIDRARUIUIBIAULDY LARANTENUINABANANGD
Fommnfuflyasgeninnimainwingh wu winszuulnin
Yosszimaan WihduAsegiaRdiavyassdn Jedududo
fimsriugua laun130en Smart Regulation MaGIBNTT
aysauMUHTRmunGn mmesaunislasiinelawes
uazmIUSulseiannszuy

3.nmafuasasauiiusuin iansduaTas
AwLlaaade (Privacy vs Security) faaniaatfiaaiu
msgnazifinanafiudusimszsginezendadnaso
Cybersecurity Wwirnnlaifl Cybersecurity Alsifanaidu
duih wssdayazassezgnuinldnaniia ieaad
Gavialuldgmsedaiu udiuSoeiisoesisluwsantu
dommsansulsvnnisdamedayaiulymaddomalag
BOUAIINVHNE LLﬁiﬁﬂ@nmmﬁ’uﬁa0%’uﬁaTmu%’ﬂﬁﬁu
n13nd Fudaiinsiaussuumatansanlauraawy
Govillimauaunetiamléiiign unuszuumseanmans
FRLUULAN

SWa212: C-170807008083 (7 &.A. 60/06:11) w1 1/2

% IQNews

3
www.ignewsclip.com Q 02-253-5000, 02-651-4700

M Bulviimaam e | 8887178 anAnsumivuwaian 117 auunanian WINANAT LUAUHTU N9y 10330

#= 02-253-5001, 02-651-4701 help@ignewsclip.com



Tnalwac

Thai Post
Circulation: 950,000
Ad Rate: 975

Section: First Section/UNAINH
IUN: IUNS 7 FINAN 2560

dq: 21
Col.Inch: 83.34

auun: 7577
Ad Value: 81,256.50

Wi 4(un)
PRValue (x3): 243,769.50

#I28912: UNANMNRLAY: wleule Cybersecurity d9ANABINFINTIN

A

2D

0.

20

4.mInuUAUTINALIS NN TIRIYUWRILAY
(Software vs People) USHMWRAIUITELLSNEIANNURDALTE
Towasinsjaiuaneszunlifumissnusneg uinsde
gowAwIFldnulimansaiufiafsananaliade win
yaanstifinnfingsaden mermnszmiin wianud
A laludaed Sesadlianusddniuausnnndndy
mﬁ%m%mjﬁﬁmmi:unLLﬁuﬁﬂdﬂﬁLm%ﬂumﬁnﬁaL’%ﬂu%aﬂ
wda wasisdasdumuenineSifafudufauliduy
YARINTHU Cybersecurity BONUIEING Hatfrmauaauiiy
DENNIN

5.uimn3s nIoanaidadie (Innovation vs
Reliability) 1uqﬂ§umaiﬁwnmﬁﬁwﬁ\1 ﬁqﬂn‘:zﬁtﬁamﬁia
aaulmmaieiud gty uszasiudunaemiugnduly
Snsnaitinentih fiiusndniaudnndeseesdatuuaus
ialaud DDoS lufessuurasfiumasdvaney wingunsal
wmwﬁ'uﬁm“ﬁuLﬁ'u\aﬁiaﬁm]nmu puARYEILTI9 LY
peuls ARz INaIUNA L

6.nilasiumsunin iaanubangulunisiudie
m3ynn (Prevention of attack vs Resilience) N3
Dosiunsyninfeamamensulalig Tessidgssuuls
usina@aveiulunissude Aewdagynindnanluszoy ey
SierauwarasiRnslandldlusziula uazmnin
nanssvuudeziuyszuulindugunalasisaléangls
wu mafszuulwihasssmalnduausnluneiu
dutalae Taileifuiu wiadudannt nuneansdudas
Truuspsildpyadsonarszuua1Tas wazFnediniTin
Hounafiszuustreasihiame Taseannnsdeasusadsy
Tueans

uaneMAMMEILEY MIFansAbanAamg
lowed dovduanusiniiossnilsema wsnzflaui
smavdausyTusiioussne uafidduiigafeulauy
Cybersecurity fipalasun1suansuandenn lulgnisimun
ulseihaderngfisuausildidunudony 910
Uszaunsoifiiusndasieandalifinsanfesmansus
DHNN TP UazfpvEINANATERINLAZANNTAIN
dinlauddaauntineaseds wWoliAnniseensuluninsns
Cybersecurity 28913tna u§IN13¥an1siuAnANLEweRY
AANE

nasnlaTuilayunnwing uia inaulvaeeasfiog
sanfumnaesuTudasiipinomanzas nslifiulbunedos
fomeuzsasnligirsuginatiia uimmjslisdulan
MaMsHEUTINAITIUNEUS TaIAANLAT LSS ALTY
.

i : dtingdan

SWa212: C-170807008083 (7 &.A. 60/06:11)

a IQNews

www.ignewsclip.com

5
<

M Bulviimaam e | 8887178 anAnsumivuwaian 117 auunanian WINANAT LUAUHTU N9y 10330
02-253-5000, 02-651-4700 9 02-253-5001, 02-651-4701 help@ignewsclip.com

Hu: 272




Section: Business/First Page

Bangkok Post | Pate: Monday 7 August 2017

Volume: - No: - Page: B1(Center), B2
Bangkok Post Col.Inch: 174.64 Ad Value: 261,960 PRValue (x3): 785,880 Clip: Full Color
Circulation: 70,000 .. .
Ad Rate: 1,500 Headline: ANALYSIS: Shock to the system

TIMELINE: RANSOMWARE CYBERATTACKS IN THAILAND

August 2014 October 2015 —
November 2013 SynoLocker: Afile Armada Collective: ‘ -ﬁ"-
CryptoLocker: a Trojan encrypting ransomware A hacker group
horse that encrypts files on that targets Synology NAS threatens banks May 2017 A
the compromised (network-attached globally, including four WannaCry:
computer. Ransom: storage) devices. in Thailand, with DDoS Ransomware affects
4,000-10,000 baht Ransom: 40,000 baht (distributed denial of 230,000 computers

service) attacks. worldwide.
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=~ Gameover Zeus: CTB Locker: Ransom Locky: Encrypts data on *
Peer-to-peer botnet infects many key public the computer and portable
used by criminals. agencies. Ransom: 20,000 devices. Ransom:
Victims include 3,400 baht 30,000-60,000 baht L
in Thailand.
Source - Flectronic Transactions Develonment Aaencv BANGKOK POST GRAPHICS

he importance of cybersecurity to
Thailand’s economy isno secret. It's
all over the news. The mobile pen-

A N A LYS I S etration rate in the capital is 110%,

and the country already enjoys one

of the highest usage rates in the region.

The staggering pace of adoption in the
sharing economy and the government's
push for economic models along
the lines of Thailand 4.0 will
only deepen the country’s
dependence on inter-
net-related sectors.
Globally, com-
panies spend bil-
lions of dollars

on cybersecu-

With cyberattacks making headlines around the globe, fitg vet the ok

the government is scrambling to set up institutions to il
counter the threat, writes Suchit Leesa-nguansuk LT Gt

is still reducing
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Cyberattacks have ballooned in the last few years. WannaCry hit 400,000 computers in total in 150 countries,

including Thailand. PATTANAPONG HIRUNARD

Data protection
laws are an
indicator of the digital
competitiveness

of a country.

PAIBOON AMONPINYOKEAT
FOUNDER, P&P LAW FIRM

the value ot the
digital economy
by trillions.

Cyberattacks

have surged in the

past few years. Wan-

naCry, which affected

400,000 computers in all from

an initial hit of 230,000 in 150 coun-

tries, and the NotPetya ransomware attacks

were awake-up call for the Thai government.

Attacks are becoming more frequent, and

they are leaving larger financial footprints.

For example, the average pay demanded for

aransomware attack in 2016 was US$1,000

(33,300 baht), up 233% from the previ-
ous year.

The risks of cybersecurity are hard

to quantify, which is why they had

remained, until now, on the back burner

for most C-level executives and govern-
ment officials.

As Thailand gets ready for a digital future,
it’simperative that these players take a more
active and collaborative role in devising
cybersecurity strategies. A fast, efficient and
targeted programme to detect threats across
the private and public sectors is essential to
supportinternet-driven social development.

In 2017, the International Telecommuni-
cation Union's Global Cybersecurity Index
report ranked Thailand 20th out of the UN
agency's 193 member states, classifying the
country as “maturing”.
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CERTIFIED INFORMATION SYSTEMS SECURITY
PROFESSIONALS: NUMBERS COMPARED

2,766

1,877

1,720
1,472

1,457

287 198

109

South Korea India  Japan

Source: Electronic Transactions Development Agency

While Thailand has made progress on
cybersecurity measures in recent years,
much remains to be done. Cybersecurity
laws and a skilled workforce are two impor-
tant areas of opportunity.

A data protection law has been in the
works for 18 years, but implementation has
been delayed at the Digital Economy and
Society (DE) Ministry for close to two years.

Under the cybersecurity law, the National

Cybersecurity Agency (NCA) will work with
other public and private entities on national
cybersecurity policy.

Both laws have passed through the Coun-
cil of State, but they must still be submitted
to the National Legislative Assembly and the
prime minister by the DE minister, accord-
ing to Surangkana Wayuparb, chiefexecutive
ofthe Electronic Transactions Development
Agency (ETDA).

The National Security Council will pro-
pose the national cybersecurity strategy
to the cabinet soon. The piece will serve
as a framework for collaboration between
the public and private sectors on crucial
missions.

The NCA will be set up in early 2018, if
both laws are approved. That body will oper-
ate under the Defence Ministry, while the
ETDA will handle economy-focused attacks.

Continued on Page B2

Hong Kong China

Malaysia Thailand Philippines
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Cyberattacks send
shock to the system

SHORTAGE OF PROFESSIONALS
There are 9,880 Certified Information Sys-
tems Security Professionals (CISSPs) in
Asia. Of the total, just 198 live in Thailand,
13 times fewer than in South Korea. The
extreme shortage of cybersecurity person-
nel could pose a challenge to the country,
even if the laws are passed.

ETDA hopes to increase the number of
CISSPs to 1,000 by 2022. Even this small
number seems out of reach, though.

According to ThaiCert, the Computer
Security Incident Response Team under
ETDA, there were 3,798 security incidents
in 2016. Malware, intrusion and fraud were
the top three threats in the country.

The actual figure is believe to be higher
than that, but many organisations chose
not to declare their actual damages, hoping
to protect their reputation and retain cus-
tomer confidence.

Banks and capital markets are the only
vertically integrated sectors working on
cybersecurity collaboration. But cyber-
security is a critical issue in almost every
sector, including utilities and infrastructure.

Under the new cybersecurity draft, the
National Cybersecurity Committee (NCSC)
will be chaired by the prime minister. The
defence minister and the DE minister will
serve as first and second vice-chairmen.

The NCSC will also cooperate with the
governor of the Bank of Thailand, the sec-
retary of the National Broadcasting and
Telecommunications Commission, the
Royal Thai Police, the National Intelligence
Agency and other ministry heads.

The National Cybersecurity Agency will
be established as a special independent
department under the command of the
prime minister.

LACK OF DATA PROTECTION LAW
Thailand is perceived as having inadequate
protection for data. In the three years of the
current government, a draft data protection
bill has seen two versions, one by the ETDA,
and the other by Sutham Yunaitham, a
former legal adviser to the DE minister.

The two laws have been combined, but
little progress has eventuated. Thailand
joins Myanmar, Laos, Cambodia and Viet-
nam as the only countries in the region
that lack a data protection and cyberse-
curity law.

Paiboon Amonpinyokeat, founder of
P&P law firm, says data protection laws
are an indicator of the digital competitive-
ness of a country. But progress on the legal
framework of data protection and cyber-
security in Thailand has plodded along,
though the central bank and financial
institutions have prepared their systems,
processes and human resources to re spnnd
to cyber incidents.

Budsakorn Teerapunyachai, the Bank
of Thailand’s director of risk management
and information system examination, says
advance preparation of information sys-
tems and processes will lessen the possi-
bility of a huge impact from cyberattacks.

The central bank has mandated an
assessment of cyberrisk incident readiness
based on the Cyber Resilience Assessment
Framework, Mrs Budsakorn says.

In Asia-Pacific, Thailand ranks among
the top 10 countries for the number of mal-
ware attacks. According to the Microsoft
Security Intelligence Report for the first half
of 2017, cyberrisks in Thailand are com-
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parable to conditions in the Philippines,
Bangladesh, Indonesia and Vietnam, while
Hong Kong, Japan and Singapore are at the
least risk of malware attacks.

Daryl Pereira, head of cybersecurity at
KPMG Singapore, says Asean still lacks
cybersecurity investment relative to the
US and Europe. Companies in developed
countries spend some 20% of revenue on
IT, with 10% going to cybersecurity. For
some mission-critical sectors, the cyber-
security budgetis as high as 25-50% of the
total IT budget.

In 2017, healthcare is the top sector for
investment in cybersecurity in Asean, due
to concerns about protection of patient
data, followed by the fintech, telecom and
government sectors.

The nature of cyberattacks has evolved.
Mr Pereira notes that apart from malware,
the primary targets of hackers are Internet
of Things devices, the Android mobile oper-
ating system and end-user devices.

“Spear phishing’, an email or electronic
communications scam targeting a specific

individual or organisation, is found often in
this region. Although hackers often intend
to steal data for malicious purposes, they
may also install malware on the targeted
user’s computer.

INTERNATIONAL COLLABORATION
Cyberrisks and internet security threats are
changing rapidly and becoming severer.
The collaboration of the government and
regulators with other countries is vital.

Dhiraphol Suwanprateep, a partner
in the information technology and com-
munications practice at Baker McKenzie,
says that when a cyberattack takes place at
any entity, the incident should be reported
to regulators.
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When central authorities receive a
report, they can warn the public instantly
(without providing the name of the victim
to the public) and offer preventive guide-
lines to the public. This would help mitigate
the risk of cyberattacks spreading.

“Cyberattacks have now become global
and cross-border, and Thai regulators
should collaborate with other countries’
regulators and work together on investiga-
tions,” Mr Dhiraphol says.

The trend of international collabora-
tion can be seen in other jurisdictions.
For instance, the General Data Protection
Regulation requires data protection officials
in the EU member states to cooperate and
provide each other with mutual assistance.

Such authorities also have formal legal
authority to carry out joint operations
to more efficiently address cross-border
incidents.

In Thailand, general regulations to pre-
vent cyberattacks are already in place. For
example, the Computer Crime Act pro-
hibits hacking, sniffing and unauthor-
ised access to the computer systems or
data of another.

Itremains for the government to shift the
focus away from a defensive policy of regu-
lation to a proactive approach. An incident
plan that covers the backing up of systems
data and includes human resources train-
ing will go along way in dealing with cyber-
attacks when an incident finally occurs.
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UNDERGROUND TAKEOVER
The Bangkok Metropolitan Administration will
take over TOT’s job of pipeline construction to
move overhead cables below the ground.
INFRASTRUCTURE

- o
TOT has lost thi

e job to build underground pipes for overhead cables because of delays. APICHIT JINAKUL

BMA to build pipes for
underground cable move

KOMSAN TORTERMVASANA

The Bangkok Metropolitan Administration
(BMA) will take over TOT'’s job of pipeline
construction for moving overhead telecom
and broadcasting cables underground
in Bangkok.

The decision by a multi-agency meeting
seeks to solve the problem of work being
delayed by TOT, which would affect the
government’s plan to bury all overhead
electricity wires and telecom broadcast-
ing cables on 39 roads in Bangkok, Samut
Prakan and Nonthaburi underground
by 2020.

The decision comes after a recent meet-
ing of the National Broadcasting and Tel-
ecommunications Commission (NBTC)
and the chiefs of state agencies such as the

Metropolitan Electricity Authority (MEA),
TOT, the BMA and the Royal Thai Police.
The NBTC secretary-general will submit
the resolution to the National Digital Econ-
omy committee, chaired by Prime Minister
Gen Prayuth Chan-o-cha, on Sept 1.
According to a source at the meeting, the
BMA is more suited to do the job than TOT.
“The BMA, through its wholly-owned
subsidiary Krungthep Thanakom, will be
able to start work immediately,” the source

said. The committee’s approval is impor-
tant because it follows the government’s
order that all telecom and broadcasting
operatorsrenting the BMA's pipeline should
move overhead cables underground, said
the source.

The BMA will charge telecom and broad-
casting operators a rental pipeline fee of
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18,000 baht a kilometre per month, the
same rate previously set by TOT.

Compared with TOT, the BMA’s
Krungthep Thanakom would be more
efficient in both capital and operations in
doing the job, the source said.

“Moving overhead cables will not only
make the city clean but also serve the devel-
opment of the digital economy ecosystem
in expanding digital network connectivity,”
said the source.

For decades, most telecom operators
and broadcasters rented cement poles
from the MEA and the Provincial Electric-
ity Authority, placing their telecommunica-
tions wires, cables and optical fibre lines on
them, along with the electricity authorities’
power lines.

However, the poles can no longer carry
those cables due to the weight of additional
lines. Moving the cables underground can
prevent the pole collapsing.
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Friend search

® D Phone number

www.nbtc.go.th
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