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EDITORIAL

Telecom operators must put SIM CARDS QUESTIONS to rest

RECENT ARREST OF THREE CHINESE IN ARANYAPRATHET SHOULD RING SECURITY ALARM BELLS

hen hundreds of thousands
WofSIM cardswereseizedfrom

suspects who allegedly used
themto boost the numbers of “likes”
onsocial media pages, it’s natural to
focuscriticismonhuman online van-
ity. What shouldreally alarmpeople,
however, is what if someone with
darkerintentions got hisor herhands
onsuch alarge amount of SIM cards.

Inother words, whatifa terrorist
wasin possession of such amassive
amount of SIM cards? If this case
is any indication, the scary scenario
is not too far from reality. The
National Broadcasting and
Telecommunications (NBTC) is
demanding an answer from the
three big telecom operators — True
Corp, AlS and DTAC - who should
comecleanonwhysuchavastnum-
ber of their products end up in the
suspects’ hands.

A few days ago, police captured
three Chinese suspects who alleged-
ly had over 340,000 SIM cards. The
trioreportedlytoldinterrogators they
used theSIM cards togenerate “likes”
and page views online in exchange
for hefty fees.

The manipulation was aimed at
creating a false impression about
online popularity, which could mis-
lead advertisers orinvestors.
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Boosting “likes” andpage views s
common. What makes people won-
der — and some shiver — is how easy
it apparently was for just a few peo-
pletoholdsuchanenormousamount
of SIM cards. Everyone knows how
dangerous theycanbeifendingupin
thewrong hands,andinmany places,
Thailand excluded, there are strict
rules governing their purchase.

Thisissueisnota corporation pub-
lic relations matter; it's corporate
responsibility. Selling SIM cards is
important to the business bottom
line, but in today’s world, it’s impor-
tant to public safety or security as
well. America allows its citizens to
buygunseasilyandweallknow what
happens. It can be a lot worse with
easily purchasable SIM cards.

Preliminary reports suggest the
three major telecom operators have
been willing to fully cooperate with
the NBTCinquiry. But there has been
speculation that many of the seized
SIM cards could have been boughtin
big lots, meaning irregular purchase
methods may have been used. But
whether the SIM cards were bought
throughnormal orirregularchannels,
the companies must give full coop-
erationandnotbeafraidtoloseface.

Several countries acknowledge
that prepaid SIM cards constitute a

12)
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security concern. Measures intro-
duced include recording customers’
dataandre-registeringcurrent users.
These measures need to be con-
stantly reviewed as, over the years
andduetoanexponential expansion
in the prepaid SIM card market, the
practice of recording customers’
details has eroded. For example,
some retailers had recorded names
like ‘Santa Claus’, while other retail-
erssimply record their own names as
having purchased the prepaid SIM
card, according toa study ina neigh-
bouring country.

A lot of blame can be put on the
retailers, but, nonetheless, the main
telecom service providers certainly
have information on things like
unusual sales jumps or “best-per-
forming”sales outlets. It's this kind of
information that the companies
should lookinto,andsharewhat they
know with the authorities.

At present, the three Chinese
suspects are being detained on
charges of working without a per-
mit and of possessing smuggled
mobile phones. No Thai laws can
prosecute them for manipulating
social media, asthey reportedly tar-
geted only Chinese products.
Boosting “likes” or page views, how-
ever, is the least of our concerns.
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OTT CHALLENGE
Thailand has no legal right to force over-the-
top content service providers to set up local
entities, say experts.
BROADCASTING

NBTC warned over OTT move

"

Legal experts raise
issue of jurisdiction

SUCHIT LEESA-NGUANSUK

Thailand’s move to control foreign over-
the-top content (OTT) service providers by
making them set up local entities is putting
the government on rocky ground as there
are no legal provisions for this, legal experts
said this weel.

No country has regulated its OTT ser-
vices yet. This means Thailand would
become the first to do so if the National
Broadcasting and Telecommunications
Commission (NBTC) goes ahead with
its plan, said Paiboon Amonpinyokeat,
founder of P&P Law Firm.

Many are experimenting. European
countries regulate the electronic commu-
nications services, and the information
society services, whilein the US the Federal
Communications Commission keeps tabs
on online video distribution.

But one of the key challenges in regu-
lating OTT services is that the internet is

borderless, so service providers can set
up their entities anywhere in the world,
said Dhiraphol Suwanprateep of Baker &
McKenzie Ltd.

He said the NBTC lacks jurisdiction to
force foreign players to set up entities in
the country as there is no related law in
Thailand they must comply with.

“Generally, business operators have
a right to operate online services freely.
Whether they set up a local entity or not is
their choice,” he said.

Thai regulators can deal with those who
operate from foreign shores by using exist-
ing frameworks including international
treaties and diplomatic channels, he added.

“Obligating them to establish a local
entity is anewissue. It could raise concern
about extra-territorial jurisdiction, and isin
contradiction with international free trade,”
Mr Dhirapol said.

Setting up local units is financially cum-
bersome and it can take months for a for-
eign company to get the necessary licences
from the Commerce Ministry, he said.

This could deter some players from
entering the Thai market, according to
some critics of the NBTC's plan.

Mr Dhirapol said the move, whichwould
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involve collecting taxes from the OTT ser-
vice providers, may not help level the play-
ing field. If traditional services are strug-
gling to compete the government should
lower their annual fees or deregulate them
instead, he said.

Regulators around the world are strug-
gling to deal with incoming OTT players
with disruptive business models, said
Bunyati Kirdniyom, director of Vriens &
Partners, a Singapore-based advisory firm.
Too-swift regulation could kill innovation
while tardy implementation may put the
OTT service providers beyond the scope
of regulators, he warned.
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