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Thailand ranks No.22 in cyber risk study

WASSANA NANUAM

Thailand was ranked 22nd out of 165
countries in a newly released global
assessment of nations’ vulnerability to
cyber attacks, while its cyber security
standards are below those of neighbour-
ing Malaysia and Singapore.

In an earlier version of the study it
ranked No.15 but due to the number
of countries sharing the same posi-
tions, its updated placement marks
an improvement.

Just above Thailand in 21st place was
Latvia, while belowwas India in 23rd spot.

Comparing two cyber security studies
issuedin 2014 and 2017, National Broad-
casting and Telecommunications Com-
mission (NBTC) chairman ACM Thares
Punsri revealed the results yesterday at
a “cyber warfare” forum, part of NBTC
Expo Thailand 2017 run by the Office of
the Permanent Secretary for Defence.

He cited the Global Cybersecurity
Index (GCl), organised by the UN agency

International Telecommunication Union
(ITU). The survey measures the commit-
ment of member states to cyber security.

In 2014, Thailand shared 15th place
with seven other countries including
Argentina, Cameroon and Mongolia.
Some 52 other countries fared better with
the US, Canada, Australia, Malaysia and
Oman ranking among the top.

Threeyearslater the nation hasslipped
to 22nd spot with Singapore at No.1, fol-
lowed by the US, Malaysia and Oman.

Five measures were taken into consid-
eration including each country’s technical
proficiency, organisational ability, capac-
ity building and cooperation.

Thailand’s weak points were named as
its poor organisational ability and wealk
cooperation. In the 2014 study it “failed”
three of the measures.

The National Reform Steering Assem-
bly (NRSA) has proposed a cyber security
bill but this is still being considered by the
Council of State, ACM Thares said.

This would see a national cyber
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security protection committee set up to
regulate the cyber security and threats to
national defence with the prime minister
at the helm.

Although the organisational structure
of the proposed agency should be known
by the time the bill is passed into law, it
is expected that all three armed forces
would help operate it, the NBTC chair-
man said.

The armed forces have already begun
training so-called “cyber warriors” to
implement measures aimed at protect-
ingthe country from such threats, he said.

Thailand has initiated cooperation on
cyber security with Japan, Norway, Russia
and other countries, he added.

Despite its attempts to improve cyber
security, standards remain below an
acceptable level leaving much room for
improvement, ACM Thares said, quot-
ing the ITU.

Citing figures from the NBTC's centre
for telecommunication economic
research, he said 113 million mobile

phone numbers were registered as being
in use lastyear, reflecting huge growth in
this area. This has raised concerns about
the increased cyber threat for mobile
internet users, he said.

In this respect the country shares
a common concern with the rest of
the international community as cyber
threats can affect all sectors, said Deputy
Prime Minister and Defence Minister
Prawit Wongsuwon.

Thailand is now teaming up with inter-
national security agencies to try and cope
with these threats, he said, adding that
information exchanges should bear fruit.

Richard A Clarke, a cyber security
expert and adviser to several former US
presidents, called on Thailand to ensure
its cyber security policy is extended to
cover the private sector, especially com-
mercial banks and private-run hospitals.

Rights groups worry more cyber secu-
rity bills may pose a threat to privacy pro-
tection as they could mean greater online
monitoring by the government.
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Mr Takorn says he
was surprised by
how few of the
pages were
removed by
Facebook and
YouTube.

Monday is

deadline for

illicit pages

NBTC says remove or
face legal jeopardy

KOMSAN TORTERMVASANA

Internet service providers (ISPs) have
received an ultimatum from the telecom
regulator: either block web pages pro-
hibited by court order by Monday or be
legally prosecuted and potentially lose
the licence to operate.

The National Broadcasting and Tel-
ecommunications Commission (NBTC)
is demanding that local ISPs remove the
last batch of illicit web pages by Aug 7.

The regulator’s call is a thinly veiled
attempt to pressure Facebook and You-
Tube to fall in line. The government,
which failed to rein in those companies
directly, is now seeking to pit the ISPs

against them.

1SPs, faced with the risk of losing their
licences, could be forced to close content
delivery networks, which function as the
local servers for the tech giants.

“We suggest that Facebook and You-
Tube help ISPs remove the web pages,”
said NBTC secretary-general Takorn
Tantasith. “These ISPs are registered in
Thailand and must comply with Thai law
and court orders.”

Illicit pages on Facebook and You-
Tube represent less than 1% of their
total content.

“They should take care of the remain-
ing 99% of the content,” Mr Takorn said.

The NBTC held a meeting yesterday
with representatives of the Thai Internet
Service Provider Association (Tispa) to
follow up on removal of the second batch
of illicit pages.

From May 1 to July 16 there were 3,726
illicit pages, comprising 106 illicit pages
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already removed by the state agencies
and 3,620 that were encrypted with the
HTTPS protocol and must be removed
by the ISPs.

Of the 3,620 pages, 2,556 were on
Facebook, 980 on YouTube and 84 on
other websites.

As of yesterday, just 1,834 of the pages
had been removed, leaving three days for
the remaining 1,786 to be cleared out.

Facebookitselfremoved 41% of pages,
while YouTube and other websites
removed 80% and 19%, respectively.

“The figures surprised me because the
illicit web pages removed by Facebook
and YouTube were fewer than expected,”
Mr Takorn said.

The NBTC will call on Tispa to follow
up again on Monday.

“Tispa must show an appropriate
reason clarifying why if the prohibited
content is still there,” Mr Takorn said.

The NBTC will also hold a meeting
with the Digital Economy and Society
(DE) Ministry and the Technology Crime
Suppression Division (TCSD) on Tues-
day to consider measures to tackle any
remaining illicit web pages.

“It’s too early to say what we will do
after Aug 7, butdefinitely the ISPs cannot
run a business violating the court orders
and Thai law,” Mr Takorn said.

He noted that the DE Ministry holds
direct authority to use the Computer
Crime Act to regulate illicit online
content, through a collaboration with
the TCSD.

The NBTC, meanwhile, is the regulator
overseeing ISPs.

The first batch of serious measures to
pressure Tispa, Facebook and YouTube
to remove illicit web pages took place in
March, with 309 web pages removed.

With 131 web pages left, state agen-
cies gave an ultimatum to ISPs in April
toremove them all by a May 16 deadline.
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