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Stronger digital defences urged

MORE CYBER-SECURITY EXPERTS NEEDED TO FEND
OFF THREATS IN DIGITAL ERA, US ADVISER SAYS

NOPHAKHUN LIMSAMARNPHUN
THE NATION

THAILAND will face a significant
increase in cyber-security challenges
in the next few years as the country
moves towards the digitalisation ofits
economy and society, according to
Richard A Clarke, a former chief
adviser to four United States presi-
dents.

Clarke, now CEO of Good Harbour
LLC, a cyber-security specialist, yes-
terday told an international sympo-
sium on cyber security organised by
the National Broadcasting and
Telecommunications Commission
(NBTC) that Thailand needs to
sharply boost the number of comput-
er security experts in coming years to
manage the risks associated with the
fast-growing digital economy.

During a question-and-answer
sessionwith Suthichai Yoon ofN ation

Multimedia Group, Clarke also urged
Thailand to quickly develop the best
practices on cyber security and relat-
edaudits covering both the publicand
private sectors’ digital networks.

In addition, Clarke said, Thailand
has to increase its spending on com-
puter security, which remains rela-
tively low around the world. At pres-
ent, most countries and major com-
paniesspend only 3-5 percentoftheir
IT budget on cyber security which is
not enough. Clarke suggested that
spending hastoincrease toaround 10
per cent of the I'T budget.

According to the NBTC, the digi-

talisation of the Thai economy and
society has gained a strong momen-
tum over the past few years, with a
nationwide popularity of social media
platforms such as Facebook and Line
whose number of Thaiusers haverisen
to 44 million and 33 million, respec-
tively. In addition, there are now a

6

total of 8 million accounts using the
PromptPay e-payment platform.

As a result, the government and
private sector need to work together
toboosttheircyber-security efforts to
mitigate risks which would be rising
toanew highlevel duetotheincreased
onlineaccess of Thai consumers, com-
panies and public services.

Internet of Things (I0T) devices,
cloud computing, big data and artifi-
cialintelligence will beexpandingrap-
idlyinthe nextfewyears, exposingthe
economy and societytogreater cyber-
risks.

ACM Prachin Jantong, deputy pre-
mier, told the conference that thegov-
ernmentis setting upanational cyber-
security committee to be chaired by
the prime minister. The high-pow-
ered body which will consist of all top
officials responsible for nationalsecu-
rity, economicand social well-being is
expected tobe functional by end ofthis
month.

In addition, the country will for-
mulate a master plan on cyber secu-
rity and work with other countries on

NATION

Richard A Clarke, a former US presidential chief adviser, makes a presentation on cyber-security issues at an international
symposium on cyber-security organised by the National Broadcasting and Telecommunications Commission yesterday.
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cross-border cooperation under the

Asean Cyber-Security Framework.
According to Clarke, who previ-

ously advised four former US presi-

dents, including Barack Obama, Bill
Clinton and George W. Bush, the
cyber-security challenges are expect-
edtoincrease sharplyinthe next three
years when the number of Internet-
connected devices around the world
willlikelyjump six times from thecur-
rent 5 billion to a total of 30 billion.
Clarke also said that most boards

of directors and CEOs around the
world arestillunaware of cyber-secu-
rity threats and that top management
need to realize that cyber security is
now a major element of their corpo-
rate risk management.

Besides insufficient IT security
budgets, Clarkealsosaid thereis abig
shortage of eyber-security personnel

around the world, with the US alone
needing as many as 100,000 people
with cyber-security training. In the
case of Thailand, he said, the country
will need several thousands of cyber-
security personnel in coming years so
the education sector should aim to
produce more graduates with cyber-
security degrees.
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