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Fingerprints fight mobile fraud

Voluntary app spurred
by recent theft case

KOMSAN TORTERMVASANA

The national telecom regulator will intro-
duce a fingerprint verification system for
mobile SIM card registration this year
to ensure security of the mobile bank-
ing channel.

The voluntary fingerprint measure is
aimed at preventing fraudulent mobile
banking activities that are hampering the
industry's growth.,

Mobile banking has become one of the
most popular mobile services in Thailand.

“We urge all mobile banking consum-
ers to register their fingerprints with the
fingerprint verification applicationat their
mobile operators’ authorised service shops
whenregistration is available,” said Takorn
Tantasith, secretary-general of the National
Broadcasting and Telecommunications
Commission (NBTC).

Mobile operators will keep records of
their customers’ fingerprints on their com-
puter servers, which are connected to the
NBTC's main server.

Mr Takorn said the regulator spent 7
million baht developing the fingerprint
app over a period of months. The app is
compatible with all mainstream mobile
operating systems.

The NBTC’s telecom committee last

month approved the use of fingerprint
scanning by the end of this year. The com-
mittee will hold a public consultation meet-
ing in October to gather ideas on the plan.

Mr Takorn said the fingerprint recogni-
tion system is a complement to the existing
SIM card registration system.

“We don't force mobile users to register
using the fingerprint system, but we urge
them to for their own security,” he said.

Last year the NBTC introduced

regulatory controls on prepaid SIM cards,
asking operators to register new prepaid
mobile phone subscribers to regulate the
market and reduce security risks associ-
ated with the anonymous use of prepaid
SIM cards.

Criminals continue to exploit prepaid
SIM cards as an anonymous channel of
communications for their illicit activities.

Mr Takorn said the regulator is forcing
all mobile operators to practise stricter
security measures regarding new SIM card
requests to prevent identity fraud and pro-
tect customers’ personal information.

Last Friday, a family led by Phansuthee
Meeluekij, 28, the owner of an auto accesso-
ries shop in Ayutthaya, soughthelp directly
from the Royal Thai Police headquartersto
process a complaint he filed in July over the
loss of nearly a million baht to an internet
banking scam.

The thief contacted True Move, his vic-
tim's mobile phone operator that he used
for internet banking at Kasikornbanl
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The NBTC believes
it has its thumb on
mobile fraud by
offering a
fingerprint
scanning
application to
enhance mobile
banking security
after a recent case
of internet banking
theft. PATIPAT
JANTHONG

(IBank). The thief fooled a service shop
into issuing a new SIM card without asking
to see an authentic ID card.

After getting the new card, the thiefcon-
tacted KBank’s call centre for a new pass-
code for the internet banking system that
was later used to transfer the money from
Mr Phansuthee's account.

KBank said on Saturday that it would
compensate the account halder in full for
the money stolen. True Move executives
metyesterday with the NBTC and Mr Phan-
suthee to clarify True’s position after the
company was silent since Friday.

Mr Takorn said the case was one of
human error because True staff at the shop
issued a new SIM card to the thief without
asking for an authentic ID.

True Move agreed to give away a new
Apple iPhone 65 Plus to the victim and one
year of free calls.

Mr Takorn said the NBTC will set up a
working panel to scrutinise the case again
and whether True Move should be fined for
failing to comply with the regulation requir-
ing an authentic ID to issue a new SIM card.

Chakkrit Urairat, deputy director for reg-
ulatory issues at True Corporation, said a
True Move employee used her own discre-
tion to issue a new SIM card without asking
for an authentic ID because the thiefsaid he
had lost both his ID and SIM cards.

The employee believed the customer
had an emergency and needed to use a
mobile phone, he said. The customer was
also classified as a high-usage customer.
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Fingerprint scanning to curb mobile-banking fraud

THE NATION

FINGERPRINT scanning will be
introduced by the end of this year to
provide more protection for con-
sumers using mobile phones to con-
duct money transactions, the
National Broadcasting  and
Telecommunica-tions Commission
(NBTC) said yesterday.

NBTC secretary-general
Thakorn Tantasith said a team
would be set up to look into the case
involving True Corp, which has been
asked to compensate a customer
who lost nearly Btl million from
his bank account due to a mix-up

by the cellular operator.

Thakorn said his office would
have an urgentletter sent to warn all
mobile phone operators to strictly
check the identity of customers who
asked for new SIM cards for their
current numbers.

Hesaid fingerprint scanning soft-
ware would be used soon to protect
consumers who use their mobile
phonesto dobank transactions. “We
will have a public forum about this
idea soon so it could be implement-
ed by the end of this year.”

Shop-owner Phansutee
Meeleukij found out on July 31 that
soon after his cellphone service was

News ID: C-160823003010 (23 Aug 16/05:48)
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cutoff, someone used Internet bank-
ing to withdraw Bt986,700 from his
Kasikornbank account.

Aninvestigationrevealed thatthe
person had modified a copy of
Phansutee’s ID card to get another
SIM card from a True branch to
receive the one-time password need-
ed for an online transaction.
Phansutee complained and eventu-
ally received all of his money back
from Kasikornbank.

True Corporation executive
Chakkrit Urairat said that there were
cases of peoplelosing their SIM cards
and asking for new ones on a daily
basis. But the process required the

applicants to present original ID
cards. He said the case of Phansutee
would be used as cautionary tale for
the company to be stricter.

Atchariya Rungrattanapong,
president of the Club for Justice
UnderInvestigation, said therequest
for anew SIM card for mobile phone
numbers in current-use should
require an original copy of a person’s
ID card - not just a photocopy that
the culprit in this case used.

“I also want to warn people that
the barcodes on people’s ID cards
could be scanned by a smartphone
application for the 13-digit numbers,
so people should be careful,” he said.
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LETTERS TO THE EDITOR

WE WELCOME YOUR VIEWS on anything newsworthy. Please include
your name and address on your letters. We reserve the right to edit all letters

for clarity, content and length.

Accusing US of complicity
in bombings is reckless
and ridiculous

Re: “Is regime change a motive behind
the recent bombings?”, Tell It As It s,
August 19.

The United States joins the
international community and the
people of Thailand in expressing
outrage at the bomb and arson
attacks on August 11 and 12, and
condolences to the victims and
their loved ones. In the middle of
an ongoing investigation into the
attacks, we were surprised to see a
conspiracy theory dragged from
the fringes of the Internet to The
Nation’s op-ed pages. Any sugges-
tion that the US in any way sup-
ported these cowardly acts of vio-
lence is both ridiculous and reck-
less.

At the end of the article, the
writer poses questions to which
the answers are obvious: The US
has nothing to gain from a
Thailand in turmoil. It has had
friendly relations with Thailand
for nearly 200 years and been a
treaty ally since 1954. Our soldiers
have fought together in wars, our
police disrupt criminal networks
together on a regular basis, and
our medical scientists continue to
develop life-saving vaccines
together that benefit the entire
world.

Thailand is a close and valued
partner of the US and we desire to
see it return soon to a stable, sus-
tainable democracy. We look for-
ward to its next steps in a process
to achieve that result. In the
meantime, as the Thai govern-
ment pursues its investigation, the
US is prepared to provide, if need-

ed, any assistance we can to help
in identifying and catching those
actually responsible for these
atrocities, as part of our long-
standing alliance with the
Kingdom.

Peter MHaymond

Charge d'Affaires ad interim,

US Embassy, Bangkok

SIM card idea sends wrong
message to tourists

Last week the National
Broadcasting and
Telecommunications Commission
(NBTC) announced that tourists
will have to carry special SIM
cards so that their whereabouts
are traceable.

However, as a matter of nation-
al security, this can only be imple-
mented after approval by the
prime minister and the Cabinet.

In fact, traceable SIM cards for
tourists is not a sensible idea, but
rather a waste of resources. It is an
absolute violation of people’s
rights to privacy and freedom. It
also sends the completely wrong
message to potential visitors and
residents - that, whoever you are,
you are under suspicion.

The government already knows
the whereabouts of visitors, since
hotels, resorts and guesthouses
must promptly report the registra-
tion of every guest to the police.
Foreigners with long-stay visas
must also declare their address to
immigration authorities every 90
days.

So what purpose would the
SIM cards serve? And does the
NBTC really think that any
would-be eriminal, Thai or for-
eigner, would carry a phone with a
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traceable SIM card? The only ben-
efit here would be for the telecom-
munications companies. Little
wonder there was no sign of oppo-
sition from them.

Even before the SIM card
announcement, and for reasons
we all know, Thailand’s image was
not the best. All this idea did was
bring yet another round of nega-
tive publicity in the international
press and social media, something
we could definitely do without -
and we most definitely need to
address.

Dusit Thammaraks

Visa fee increase
won't even be noticed

Re: “Doubling visa fee could kill the
golden goose”, Letters, August 22.

Any increase in visa fees brings
the response that tourism will col-
lapse, but it’s invariably fantasy.
The decision to raise the visa-on-
arrival fee from Bt1,000 to
Bt2,000 affects only a handful of
countries whose nationals receive
a two-week pass at Suvarnabhumi
Airport.

Mostly they are Chinese and
Indian short-term visitors who
travel on zero-sum packages in
which the visa fee is built into the
cost before they set off. Given fluc-
tuations in the exchange rate, the
visa-fee increase is peanuts. Of
course, the visa on arrival is not
required for citizens of Southeast
Asian countries, Australians or
most Westerners, including
Britons and Americans. Their
vacations remain visa-exempt, as
they always have been.

Barry Kenyon

Send us your views
in an instant!
E-mail your opinion, with “Letters

to the Editor” in the subject box,
to: letters@nationgroup.com
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CTH denied
extra time
to issue plan

NANAT SUCHIVA

The broadcasting regulator yesterday
turned downa request by CTH to extend
the deadline for submittingits customer
relief plan by an additional seven days.

CTH said it wanted more time to
work on a proposal and send it to the
broadcasting committee of the National
Broadcastingand Telecommunications
Commission (NBTC) before ending its
pay TV service on Sept 1.

CTH now faces a daily fine of 20,000
baht, retroactive to Aug 17. Ifitacknowl-
edges the fine and still cannot submit
its customer relief plan to the broad-
casting regulator within seven days, it
risks suspension of its pay TV licence,
said NBTC deputy secretary-general
Pakdee Manaves.

On Aug 8, the broadcasting panel
resolved that the NBTC would have to
order CTH to send its customer relief
plan within seven days of being for-
mally informed.

CTH had cutits content supplyto the
C-band satellite system — including PSI
Holdings, GMM Z and Sunbox — on Feb

News ID: C-160823001073 (23 Aug 16/05:49)
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6, angering customers.

It then stopped supplying content
to the KU-band satellite platform on
Aug 1 without approval from the reg-
ulator. This time, 40,000 customers
were affected.

Supinya Klangnarong, a broad-
casting commissioner, said CTH’s
actions were unfair to consumers, who
require compensation.

“I don't see any practical customer
relief plan from CTH,’ she said. “What
CTH did shows that it has no busi-
ness responsibility.”

An end to CTH's pay TV service on
Sept 1 would prevent audiences from
watching free TV and digital TV as well.
The regulator would inform satellite TV
operators to cut the transmission of
digital TV signals to CTH set-top boxes.

More than 200 affected customers
under the networks of GMM Z, RS Plc
and PSI Holdings have lodged com-
plaints with the Consumer Protec-
tion Board.

The broadcasting committee is con-
sidering a penalty for GMM B, a sub-
sidiary of CTH, for cutting its pay TV
content to the C-band satellite system
without approval from the regulator.

GMM B will be fined 1 million
baht plus 50,000 baht a day during
the period in which it violates pay
TV regulations.

“What is vervimportant for CTHis to
prepare the customer relief package for
both customers who have already suf-
fered from its content cutand those who
will soon face the pay TV service cancel-
lation on Sept 1,” Ms Supinya said.
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