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Headline: Campaign aims to educate public on digital data protection as cybercrimes surge

Campaign aims to
educate public

on digital data
protection as
cybercrimes surge

THE NATION

AUTHORITIES are preparing cam-
paigns to educate the public and under-
take other precautionarymeasuresto curb
fast-growing financial cybercrimes amid
increasing digital transactions.

Thailand now has more than 23 mil-
lion digital banking accounts.

Korkij Danchaivichit, deputy secre-
tary-general ofthe National Broadcasting
and Telecom Commission (NBTC), said
the agency will host a high-level confer-
encenextweek withthe BankofThailand,
the Thai Bankers’ Association and the
Telecomunication  Association of
Thailand to discuss measures aimed at
boosting public confidence in digital
bankingservicesfollowingarisein cyber-
crimes. The popularity of digital banking
services has also seen a rise in financial
cybercrimes. These will be used as case
studies to come up with preventive meas-
ures, he said.

Thanasit Subchote-wat, a senior offi-
cial of the Bank of Thailand responsible
forinformation communication technol-
ogy affairs, said the country now has
around 10 million Internet banking
accounts and another 13 million mobile
banking accounts, reflecting the signifi-
cantrole of technologyin overall banking
services.
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Thanasit said the number of digital
banking accounts will continue to rise
hence users will have to be educated so as
tohelp preventfinancial cybercrimesand
theft of money online. Users need to
ensure that they protect their passwords
of mobile phones and digital banking
accounts and they should not open sus-
picious links to avoid being infected with
malware or computer viruses, which
could allow eriminals to hack the mobile
phones and digital banking accounts.

In addition, Thanisitsaid usersshould
avoid using public Wi-Fiservices fortheir
banking transactions, as such facilities
allow hackers to access digital banking
accounts easily. “Though thereisno 100-
per-centsecurity system, we mustensure
we take the best possible actions to pro-
tect ourselves. It’s like your house; you
need to lock the doors and close the win-
dows. Similarly, if we use digital banking
accounts we also need to have multiple
locks to prevent our accounts from get-
ting hacked. The public and private sec-
tor need to increase public understand-
ing on this issue, especially the risks from
using free public Wi-Fi it you have digi-
tal banking accounts,” he said.

NBTCmember Pravit Leestaporn said
the government and commercial banks
have to fully educate the public on the
benefits of the Prompt Pay e-payment sys-
tem as well as the risks, as some people
are still not sure of the system’s security.
So far, details of the agreement to use the
government-sponsored e-payment serv-
icehave notbeen well understood, he said,
adding some people are also concerned
about privacy as their personal informa-
tion is revealed when they register for the
Prompt Pay service. “The number of
online cheats has increased. There are
now more e-commerce transactions
where payment is made but the buyers do
not get their goods. We need to stream-
line and speed up the process to protect
consumer interests in this area,” he said.
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Call for stronger guards against fraud

KOMSAN TORTERMVASANA

Banks and mobile operators have been
urged to strengthen the standards of
their customer authentication system for
transaction verifications to keep up with
increasingly sophisticated fraud attacks.

Banking activities are some ofthe most
popular mobile services, said Prawit Lee-
sathapornwongsa, acommissioner ofthe
National Broadcasting and Telecommu-
nications Commission (NBTC).

As fraudsters get more sophisticated,
the existing one-time password (OTP) via
SMS from a bank to a customer’s mobile
phone is no longer sufficient to authorise
a transaction, he said.

The OTP is a password that is valid for
only one login session or transaction.

Mr Prawit said banks and mobile

operators must implement additional
measures to ensure a greater level of secu-
rity for customers. These would include
a PIN code with the security settings on
phones, the answer to security ques-
tions and other biometric identification
schemes such as fingerprint and retinal
scanning through a secured authentica-
tion mobile app.

Thailand’s mobile banking and pay-
ment market is facing mounting concern
over a recent internet banking scam that
resulted in a customer losing nearly 1 mil-
lion baht from his savings bank account
with Kasikornbank (KBank).

The money had been stolen through
an internet banking application after the
thief managed to gain a new SIM card at
a'True Move shop with a fake ID card.

Mr Prawit said the case proved the
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weaknesses in the verification processes
of both True Move and KBank.

“This case showed a lack of efficient
verification mechanisms for mobile bank-
ing activities,” he said.

According to the Bank of Thailand, the
number of mobile banking accounts in
Thailand stands at 12.9 million.

Mr Prawit said the NBTC will hold a
meeting on Monday to discuss with repre-
sentatives of the central bank and mobile
operators the development of new veri-
fication systems to ensure greater secu-
rity of mobile banking services.

Deunden Nikomborirak, research
director for economic governance at the
Thailand Development Research Institute
(TDRI), urged the Bank of Thailand to
establish a single standard authentica-
tion system for more efficient control over

online banking activities.

Biometric verification technologies
such as fingerprint, facial and retinal
scanning should be used in the transac-
tion verification processes for access to
online banking,

There are currently different kinds of
requirements from banks on transaction
verification processes, leading to different
standards and difficulty in control.

Ms Deunden said banks should limit
the amount that customers should be
responsible for in damages resulting
from fraud.

In the US, she said, customers will be
charged a maximum of $50 if they inform
the bank within two days of a fraudulent
attack, while British banks charge cus-
tomers £50 if they report the attack within
13 months.
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ITU TELECOM WORLD 2016

Accelerating ICT innovation to improve
lives faster. The global event for SMEs,
corporates and governments.

14-17 November 2016
@ IMPACT Exhibition and Convention Center
Bangkok, Thailand

telecomworld.itu.int
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