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anaschuen Kovapirat con-
siders herself the average
user when it comesto online
banking transactions: on a
monthly basis, she uses her
bank’s mobile application
to transfer money to her mother and to donate
money. She does online shopping and prefers to
transfer money online for transactions less than

e

AT YOUR FINGERTIPS: The government has expressed confidence that the launch of new e-payments systems, including PromptPay, will help drive e-commerce and boost domestic trade

100,000 baht. Onsome occasions, when she's out
with her friends and doesn’t have enough cash,
she pays them back via online banking.

And yet she still hasn’t registered her bank
account with PromptPay, a service which allows
people to transfer money using only the number
of the recipients’ ID card or mobile phone
instead of a bank account number. None of her
friends have signed up, either.
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“I don’t think it's safe, especially when
they’re asking for your ID card number,” said
Ms Manaschuen, who works at an international
firm in Bangkok. “Our country’s internet system
doesn’tseemto be very safe in the first place, and
the government has not been able to convince
us that PromptPay is safe”

Some 18 million numbers — which includes
mobile phones and ID cards — have been reg-
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istered with PromptPay after registration kicked
offin Julylastyear, accordingto the Bank of Thai-
land (BoT). The service — formerly called “Any
ID” — was initially planned to be launched last
October, but was rescheduled for launch in the
first quarter of this year to give operators suf-
ficient time to test the system.

What we're aiming for
initially is to increase
the efficiency in
transferring money

SIRITIDA PANOMWON
NA AYUDHYA

BANK OF THAILAND
ASSISTANT GOVERNOR

But even though PromptPay offers lower fees
for sending money than conventional banking
channels, many consumers are still reluctant to
apply for the service because of worries about
privacy and cyberattacks.

PUSHING THE AGENDA

One day in the middle of last year, a message

came up on the ATM screen while Pongpiphat
Banchanont was withdrawing money, urging
him to register his bank account with PromptPay.

“Ifind itannoying, and it’s almost like they're
forcing you in a way, as you might accidentally
hitthe button,” said 33-year-old Pongpiphat Ban-
chanont, who has not yet registered and does not
plan to for the next one or two years.

He didn’t know that the service would allow
him to transfer money to recipients who hold
accounts at different banks, or even the same
banks in cross-clearing zones, free of charge for
all ransfers below 5,000 baht. But despite that,
the freelance writer said he does not feel the
need to sign up, since his employers still require
a copy of his passbook for all money transfers.

Even though PromptPay’s money transfer
service among consumers has been delayed to
the first quarter of next year from the end of last
October, its government-to-consumer services
are already functional and require an ID number
for registration.

Last month, the Revenue Department urged
the public to sign up for PromptPay using

their ID number, saying it will be able to pay
personal income tax refunds in less than three
days to those who file their returns for the 2016
tax year in coming months and have signed up
for PromptPay.

The announcement caused confusion among
the public, with several people interpreting it as
being forced into registering with PromptPay,
or else they would not receive their income tax
refunds. A day later, the department clarified

that PromptPay is one of the options, saying
that those who have not registered with Prompt-
Pay would still receive their taxes by cheque,
although at a later date.

But those who have already filed online tax
returns last week showed screenshots with a
message saying the Revenue Department will
transfer the returns via PromptPay.

“They want to dig into our financial records,
and they lie to us that it's not their intention.
First they say [PromptPay] is voluntary, but
now they’re forcing us,” said a post on the Tax-
Bugnoms Facebook page under the username
Sthapat Thawankitdomrong. “The solution is
to open up a new bank account for PromptPay
registration, which will be closed down upon
receiving the tax returns. This is what we do
when the government is dishonest.”

CASHLESS SOCIETY

PromptPay is part of the larger national e-pay-
ment plan, a digital system that the government
hopes will make Thais use less cash payment,
boosting tax collection efficiency and lower-
ing fees.

The Bank of Thailand Assistant Governor
Siritida Panomwon Na Ayudhya said that it was
part of the plan to turn Thailand’s into a less-
cash payment society. No country in the world
isreally a cashless nation.

The Finance Ministry recently estimated that
the cheaper PromptPay charges will reduce 180
billion bahtin costs in managing cash, printing
banknotesincurred by cashmanagement, while >

ta
=]
" .

THE SCEPTIC: Arthit Suriyawongkul, Thai Netize
Network coordinator.
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»> bank revenue from money transfers will be
cut by 30 billion baht a year.

“What we're aiming for initially is to increase
the efficiency in transferring money. When it's
fast, convenient and cheaper [than the cur-
rent method), people will likely switch to using
PromptPay,” said BoT assistant governor Siritida
Panomwon Na Ayudhya.

Ms Siritida added that the service will help
spur trade, since PromptPay will play a large role
in e-commerce transactions.

Apart from PromptPay, part of the national
e-payment plan is to also increase the use of
debitand credit cards by expanding the amount
of payment terminals. PromptPay trans-
action is said to be lower than traditional
and online channels.

The other three phases entail linking e-pay-
ment and the Revenue Department’s taxation
system to make tax collection more efficient,
allowing the government to subsidise all low-
income earners directly by using only their ID
cards, and creating a campaign offering incen-
tives to encourage people to use the e-pay-
ment system.

Nakrop Niamnamtham, managing director
of nForce Secure, a distributor of IT security
solutions, welcomed PromptPay as being right
on its way towards a cashless society, which
will see even more payment via mobile phone

applications within the next three to five years.

“Our banking system has world-class secu-
rity, but people don’t understand the concept
[of security], and the government has not been
doing enough to inform the public that Prompt-
Pay is safe,” he said.

Others, however, are approaching it in a more
sceptical manner.

“When the BoT or commercial banks talk
about a cashless society, they tend to promote
PromptPay as the only option while ignoring
other modes of payment that are less risky,” said
Arthit Suriyawongkul, coordinator of Thai Neti-
zen Network, which works to support civil rights
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THE ADVOCATE: Siritida Panomwon Na Ayudhya,
Bank of Thailand assistant governor.
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in the digital environment.

Users of the Rabbit Card, for instance, are
not required to register. The Rabbit Card is a
payment tool for travelling on the skytrain and
also allows users to purchase products from food
and beverage retailers.

IDENTITY THEFT
The BoT, which regulates the PromptPay ser-
vice, issued guidelines last June for commercial
banks regarding authentication. This includes
checking the identity of their customers and the
ownership of the mobile phone number prior to
signing up for PromptPay.

Spectrum put this to the test by logging on to
Bangkok Bank’s mobile banking application to

Regardless of whether
the [PromptPay]
security systemis
good, it has all sorts

of loopholes related to
authentication

ARTHIT
SURIYAWONGKUL

THAI NETIZEN NETWORK
COORDINATOR

change the mobile phone number that was used
to sign up for PromptPay last year. The bank
allowed the change, which was registered imme-
diately, despite the number registered under
someone else’s name.

Bangkok Bank has notyet responded to Spec-
trum'’s request for comment.

The BoT says it allows an applicant to use
a mobile phone number that is not registered
under their name only if they provide written
permission from the owner. Spectrum did not
provide any documents whatsoever.

Earlier this year, the BoT signed a memoran-
dum of cooperation with the National Broadcast-
ing and Telecommunications Commission to
tighten the security of mobile banking services
in preparation for the launch of PromptPay.

Among the measures are allowing the NBTC
to alert mobile operators on any mobile phone

News ID: C-170108001112 (8 Jan 17/06:22)
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of potential banking fraud and ensuring that SIM
cards and personal information are processed
strictly according to the watchdog’s regulations.

But the case of a Kasikornbank customer who
lost almost 1 million baht to cybercriminals have
added to fears over the security of the online
money transfer system. Pansuthee Meeluekit,
the owner of a car accessory shop in Ayutthaya,
lost nearly 1 million bahtto a customer who used
his identity information to get a new SIM card,
and later withdraw money from his business
account via internet banking services.

While Mattanee Ngamthammakun is
aware of several campaigns from the govern-
ment and commercial banks promoting the
use of PromptPay, she said the attempts were
largely on the positive side, such as in terms of
the convenience.

“But when news of the banking fraud victim
came out, it showed that there were still loop-
holes for identity theft,” said the 30 year old,
who decided not to sign up for PromptPay after
watching the news. “I want to wait for a while
until I'm confident that it’s safe.”

The BoT says PromptPay is as safe as the cur-
rent system used to transfer money, as it is oper-
ated under the National ITMX Co, the operator
of the country’s ATM system.

“Butregardless of whether the security system
is good, it has all sorts of loopholes related to
authentication, and people fear the risk ofiden-
tity theft,” said Mr Arthit. “For instance, if I lose
my ID card, will someone be able to assume my
identity? Or what will happen if I stop using this
phone number? All this makes people paranoid.”

Unlike bankaccount numbers, which can’t be
used for anything apart from financial purposes,
there is concern that mobile phone numbers
or ID card numbers may be used for other pur-
poses, said Mr Arthit. Many people sign up for
a Facebook or Twitter accounts, for instance, by
using their mobile phone number instead of an
email address. A confirmation code can also be
sent to an email user’s mobile phone number to
reset their email password.

“For those who are uneasy about using the
service,” said Mr Arthit. “I reckon they will only
use PromptPay for government-to-consumer
purposes until it is clear that itis safe” m
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PROMOTION TOUR: Finance Minister Apisak Tantivorawong leads a team of officers to meet I5ﬁme Minister Prayut Chan-o-cha at Government House to encourage the public to register for PromptPay.
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