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Facebook
told to axe
illegal posts

Social media giant
gets 4-day deadline

KOMSAN TORTERMVASANA
SUCHIT LEESA-NGUANSUK
WASSANA NANUAM

Thai authorities have given Facebook four
days to remove the remaining 131 pages
on its site deemed illegal by local courts
or face legal action for violating Thai law.

May 16 at 10am is the deadline for the
US social media giant to remove the pages
ruled illicit or its Thai arm and partners
will face legal action, Takorn Tantasith,
secretary-general of the National Broad-
casting and Telecommunications Com-
mission (NBTC), warmned yesterday.

However, the government may not
necessarily have the authority to take
legal action against the Facebook unit
in Thailand, according to a legal expert.

The order came after a meeting yes-
terday between the Digital Economy and
Society Ministry and the NBTC.

Representatives from the Thai Inter-
net Service Provider Association (Tispa),
which is responsible for 95% of internet
traffic in the country, and the Technology
Crime Suppression Division as well as
the Royal Thai Army also participated in
the meeting.

“Every person [in the country] must
comply with Thai laws, and strictly follow
rulings by local courts,” Mr Takorn said.

Facebook recently told the Bangkok
Post that the company agreed to comply
with the government’s request to restrict
local access to content on its site found
to be in violation of the country’s laws,
particularly the lese majeste law.

A Facebook representative said if the
company finds the content does indeed
violate local laws, it will make it unavail-
able in the relevant country or territory

and notify people who try to access it as
to why it is restricted.

Mr Takorn said on behalf of the Tispa
that Facebook has already removed 178
of the 309 pages on the court’s list.

However, he said 131 pages are still
up on Facebook’s local content delivery
networkand no reason has been provided
for why it is still granting local Facebook
users access to them.

“Facebook must either remove the
remaining 131 pages by Tuesday morm-
ing or face legal action,” Mr Takorn said.

The ministry and the NBTC will meet
with representatives of Tispa at its office
on Tuesday to monitor whether the
remaining pages can still be accessed.

“If even a single illicit page remains,
we will immediately discuss what legal
steps to take against Facebook Thailand,”
Mr Takorn said.

He said the ministry would be the main
state authority to implement such action.
If necessary it will file a complaint with
the police against Facebook Thailand and
related parties for violating Thai court
orders and the Computer Crime Act.

Mr Takorn also said the NBTC would
have to call in representatives from Face-
book Thailand to discuss whether the
company had failed to comply with the

authorities’ order.

Dhiraphol Suwanprateep, partner for
information technology and communica-
tions at the international law firm Baker
& McKenzie, said if the government takes
legal action against Facebook Thailand it
must first establish that Facebook Thai-
land is a full branch office of Facebook.

“If Facebook Thailand was registered
as a representative office, it cannot be
sued as it’s a separate entity from the US
office. It has no power to control the illegal
[Facebook] content,” he said.

The government faces complica-
tions in suing local ISPs as they were not
responsible for the illegal content, he said.

“It can only press charges against
the ISPs ... if it has proof they ignored
the order to remove the illegal content,”
he added.

From a technical perspective, itis very
hard for an ISP to know where those URLs
or pages which contain the illegal content
are located, experts say.

Normally, ISPs do not have control
over data management. They are respon-
sible for traffic flow. They do not own the
content and they are not responsible for
uploading the content whether illegal
or not.

“Forcing local ISPs to handle illegal
contentis not practical as they do nothave
the full capability to monitor and remove
content. Under internationally recognised
principles, ISPs are merely intermediaries
and are exempt from charges in regard to
illegal content under safe-harbour prin-
ciples,” said Mr Dhirapol.

Ifa government needs to block all ille-
gal content, theywill have to use the China
model to shut down the entire Facebook
service. The question is whether they
have any alternatives for users, he said.

“The government plans to visit the
premises of ISPs and international inter-
net gateways [I1Gs] to investigate illegal
content next week. We hope to see due
process during the investigation. An
investigation on private premises must
be conducted carefully and in line with
procedure under Thai law," he said.

Meanwhile, Maj Gen Ritthi Intharawut,
director of the Army Cyber Centre (ACC),
said that abuses of the lese majeste law
online have dropped significantly as a
result of hard work by several agencies
monitoring and suppressing this type
of crime.

Parties cooperating with the ACC in
tackling this are the Office of the National
Broadcasting and Telecommunications
Commission, Ministry of Digital Econ-
omy and Society, Department of Spe-
cial Investigation and the mass media,
he said.

Sinceits inauguration last October, the
centre has identified a total of 820 cases of
activities affecting the monarchy, 365 of
which were committed via Facebook, 450
on YouTube and five on Twitter, he said.

Of these, 435 cases have been blocked,
111 are in the process of being blocked
and the other 274 have only recently been
detected, he said.

In April, 120 more cases were detected,
he said. Seven people were found to be
responsible but they were abroad, he said,
adding that only in 18 cases were those
responsible not identified.
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Headline: Govt gets tough with Facebook over pages with ‘dubious content’

Govt gets tough with
Facebook over pages
with ‘dubious content’

JIRAPAN BOONNOON,
JITTRAPORN SENWONG
THE NATION

THAI AUTHORITIES will summon representatives of social
media giant Facebookifit fails by Tuesday morning toblockaccess
to 131 web pages that are deemed illegal, mainly due to content
aimed at duping people.

The ultimatum by the National Broadcasting and
Telecommunications Commission (NBTC), the Ministryof Digital
Economy and Society and the Technology Crime Suppression
Division (TCDS) came after Google and YouTube blocked hun-
dreds of web pages and URLs that were deemed to feature “dubi-
ous” content.

Facebookwas given until 10am on May 16 toblock all 131 URLs
thatwere deemed illegal, or else local representatives will be sum-
moned to explain the company’s position.

Takorn Tantasith, secretary-general of the NBTC, said yester-
daythatif Facebook failed to heed the request, the authorities would
summon them for discussion but he did not elaborate about any
legal action.

Hesaid Google and YouTube had deleted atleast 469 web pages
or URLs deemed illegal between last week and yesterday after rel-
evantauthorities and local Internetservice providers (ISPs) sought
to block more than 600 URLs with contested content.

However, 131 web pages registered under Facebook accounts
were not blocked even after local ISPs notified Facebook by email
last week.

If Facebook failed to comply with the request by authorities by
the deadline, staff at the company’s Thailand office will be sum-
moned to discuss the problem with authoritiesto ensure that Thai
law and relevant court orders were abided by, Takorn said.

Authoritiesmanaged tosecure a court warrantrequiring 6,900
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URLSs be blocked due to content that was considered illegal. Of
those URLs, about 600 were encoded and hosted by Google,
YouTube and Facebook. Ofthe 309 URLs that it hosted, Facebook
removed 178 but left 131.

“Googleand YouTube haveremovedall theillegal URLsin their
domains. But Facebook has not explained why these 131 URLs
have not been removed,” Takorn said.

NBTC chairman ACM Thares Punsri said social media
providers had not cooperated with authoritiesin dealing with web
pages that were considered illegal. As a result, authorities have
collaborated with local ISPs to block many pages, Thares said.

Last week, 11 local ISPs agreed to send an email to Facebook
asking for the deletion of accounts or web pages that contained
illegal content, but they did not receive a response from Facebook.

Meanwhile, the Royal Thai Army’s cybercrime security centre
has found more than 800 online items deemed to insult the
monarchy over the past seven months, from October last year to
April.

Maj-General Rittee Intravudh, director of the Army Cyber
Centre, said yesterday that of the 820 items found, 365 items were
posted on Facebook, 450 on YouTube, and five on Twitter. He was
speaking on the 16th anniversary of the founding of the so-called
cyberwar centre.

Rittee said the centre, in cooperation with the Ministry of
Digital Economy and Society, Technology Crime Suppression
Division, and the Department of Special Investigation had taken
action and made these items inaccessible.

Hesaid 435itemsweresuccessfullyblocked and 111 items were
in the process of being blocked while 274 items were new posts.
Last month alone, 120 new posts were found.

So far, the authorities have received good cooperation from con-
cerned agenciestoblocktheillegal websites following courtorders
to block around 6,000 websites, he said.

He predicted that the number of content deemed to insult the
monarchy would soon be reduced. On Tuesday, Facebook said it
would consider blocking illegal content in Thailand on a case-by-
case basis after receiving relevant requests.

Asked by The Nation to react to the joint request by Thai ISPs
toblock the 309 URLs deemed illegal by Thai courts and author-
ities, a Facebook spokesperson replied thatitwould scrutinise the
content and consider blocking them.

If Facebook determined that specific content violated local
laws, “then we make it unavailable in the relevant country or ter-
ritory and notify people who try to access it why it is restricted”,
the spokesperson said.
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