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CYBER RULES

Net giants
join govt on
clean-up

KOMSAN TORTERMVASANA

The Asia Internet Coalition (AIC), an indus-
try association made up of eight internet
giants, has agreed in principle to work with
local authorities to tackle webpages and
content that violate the law.

The agreement was reached yesterday
after a meeting among representatives of
the AIC, led by AIC managing director Jeff
Paine; the National Broadcasting and Tel-
ecommunications Commission (NBTC);
and the Thai Internet Service Provider
Association (Tispa) — to discuss policies
and regulatory frameworks necessary for
getting rid of illicit content, including lese
majeste content.

The eight members of AIC consist of
Apple, Facebook, Google, Linkedin, Twit-
ter, Yahoo, Line and Rakuten.

Formed in 2010, the AIC aims to pro-
mote understanding on internet policies
in the Asia-Pacific.

After a brief meeting yesterday, Takorn

News ID: C-170524001017 (24 May 17/05:39)
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Tantasith, secretary-general of the NBTC,
said it was crucial that all illicit webpages be
removed according to court orders issued
in Thailand.

“We asked the AIC if we could work
together and achieve long-term coopera-
tion on this matter,” Mr Takorn said.

He said the AIC agreed to be another
source in helping alert the NBTC to illicit
content and send it details of websites that
break the law.

After being notified by the NBTC, the AIC
said it would inform its members and urge
them to provide details of offensive material
soitcan beremoved from its server, he said.

“The NBTC hopes that cooperation with
the AIC will ensure greater efficiency and
shorten the time it takes to block illegal
content, seeing as social media giants have
their servers in the Asia-Pacific region,”
he said.

In addition, the NBTC believes the mem-
bership structure of the AIC would lead to
self-regulation and self-policing among its
members, Mr Takorn said.

The AIC’s move follows that of Tispa and
internet gateway providers, which last week
sent an email to the managing director of
Facebook Inc and managing director of
Facebook Thailand urging the US social
media company to block all the remain-
ing 131 illicit webpages before the May 16
deadline given by Thai agencies.
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Crackdown
out of control

s was virtually assured from the start, authorities

now have gone unacceptably overboard in their

censorship. Last week, the chief of the police

Central Investigation Bureau said his force will

begin action against internet users who even view
a forbidden web page or social media post. Pol Lt Gen Thitirat
Nongharnpitak seems to want to warn Thai people against
the spread of lese majeste material. Still, he should withdraw
this threat, as it is the wrong way to proceed.

Pol Lt Gen Thitirat’s threat is also rather questionable. He
told this newspaper that the CIB aims to “track down produc-
ers of illegal content”. Even getting involved in online offences
seems like overkill. He will thus join lese majeste “detectives”
who already include the army, the National Broadcasting and
Telecommunications Commission (NBTC), the Ministry of
Digital Economy and Society, the Ministry of Foreign Affairs,
the Ministry of Defence, the National Intelligence Agency,
the CIB’s parent Royal Thai Police Bureau, the CIB's “brother”
technology police, the Thai Internet Service Provider Associa-
tion (Tispa) and others.

This provides some focus to his threats to monitor 50
million or more Thais — the number of computer and
smartphone owners who use the internet. The CIB has long
been tasked with identifying creators of lese majeste mate-
rial, going far back to the days when this was almost always
foreign-published books. But according to Pol Lt Gen Thitirat,

he and his CIB police will
now identify internet users
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The obvious question
is how any person
would know that

who merely view illicit
material online. By this,
he made clear, he means
only web pages and social

media posts with illegal
content of the monarchy.

This puts the CIB and
the police in uncharted
waters, and raises two vital
questions. The first is how
this can be accomplished.
Police and the military government have denied they have
purchased and installed any surveillance software. While few
believed the previous denials in view of reports from foreign
software vendors, Pol Lt Gen Thitirat appears to be confirm-
ing that such software is in place and under control of the
CIB. Similarly, few believe the denials that the government is
working towards opening a single internet gateway to make
such spying on all citizens much easier.

For the millions of Thais who use the internet, there is a
more pertinent question. Pol Lt Gen Thitirat said specifically
his anti-lese majeste investigators plan to target internet users
who only see a web page or post that is illegal. The obvious
question is how any person would know that he is access-
ing forbidden material before he sees it. The list of banned
websites and Facebook posts is top secret and unavailable
outside a tiny circle.

Both the government and the NBTC have bragged that
they have removed access to 6,000 web pages and had
Facebook block dozens or hundreds of posts. It is true that
hundreds of new web pages have sprung up by mostly “click-
bait” sites and the like to mirror the already banned sites. The
thousands of government, military and police employees
trying to monitor and block such sites are hopelessly behind.
And since this banned, anti-monarchy material is now avail -
able on sites even the government doesn’t know about, why
should citizens be held responsible if they only click and look
at such content?

The always questionable campaign to clean the internet of
nasty material now is out of control. Pol Lt Gen Thitirat and
colleagues are simultaneously trying to intimidate all internet
users while demanding they also perform the impossible
task of pre-censoring themselves. The righteous campaign
to enforce the law has got out of hand and the regime must
rethink its tactics.

he is accessing
forbidden material
before he sees it.
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Fears for Web self-censorship aired

HEARING TOLD COMPLAINTS PROCEDURE COULD STIFLE FREE SPEECH

ASINA PORNWASIN, Facebook users, for example, can be  rity should be removed urgently but
JIRAPAN BOONNOON regarded as “service providers” other categories should be subject to
THE NATION According to an appeals court, they  removal within varying deadlines. He

couldbesoregardedinthesensethat  3id a one-size-fit-all measurewould

SELF-CENSORSHIP of social
media and other online content is
feared as a result of new regulations
under the amended computer-relat-
ed crime law, according to critics.

At the first public hearing on the
new rules yesterday, Thitirat
Thipsamritkul, a lecturer at
Thammasat University’s faculty of
law, said Article 14 of the law allowed
the public to file complaints with
police on online content they deem
undesirable so that service providers
couldremovethem withouthavingto
seek a court order.

However, he cautioned that this
could lead to self-censorship on the
Internet in the name of “self-regula-
tion” or could encouragestate othicials
to turn to the public to impose cen-
sorship without having to seek the
court’s ruling on controversial online
materials. He said this kind of mech-
anism should rely on market forces
to exertpressure, asisthe caseinsome
foreign countries. In Thailand, its
consequence could mean that indi-
viduals and service providersbhecome
“enforcers” of the law.

However, lawyer Paiboon
Amonpinyokeat said the proposed
mechanism would be helptul as it is
designed to encourage service
providers to remove illegal content
quickly, such as “unsuitable” social-
media posts.

Thereis noconclusivelegal judge-
ment at this stage on whether

they have the authority to remove
posts from theirfeeds, butsuch arul-
ing could be challenged in a higher
court to the extent that social-media
users should notbe held responsible
for any “likes” or “shares” of these
posts, as those were the acts of other
persons.

The Ministry of Digital Economy
and Societysays illegal contentonthe
Internet and social media must be
removed within three days of'a com-
plaint being filed, but critics say the
deadlinesshould be more specificand
based on each category of “undesir-
able” or “unsuitable” content.

Arthit Suriyawongkul, coordina-
tor of Thai Netizens, said service
providers were classified into sever-
al categories, namely Internet serv-
ice providers, mobile operators,
cloud-computing and data-centre
providers, portal websites and others,

but they are all subject to the same
penalties iffound tohave violated the
computer-related crime law.
Chavarong Limpattamapanee, an
adviser to the Online News Providers
Association, said illegal online con-
tentshould be removed within15 days
and ajoint committee of public- and
private-sector representatives should
be empowered to make a judgement
on the legality of such content.
Siwat Chawareewong, chief exec-
utive officer of M Interaction, a digi-
tal advertising agency, said content
deemed to have hurt national secu-
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negatively affect e-commerce and
other small digital businesses.

Pawoot Pongvitayapanu, founder
and CEO of Tarad.com, agreed that
only the removal of content hurting
national security should be fast-
tracked.

Poomjit Sirawongprasert, a Web
hosting service provider, said strict
rules wouold likely drive cloud and
hosting service providers to locate in
foreign countries, resulting in an
increased financial burden for digi-
tal operators in Thailand.

Meanwhile, the National
Broadcasting and Telecommuni-
cations Commission will work with
the Asia Internet Coalition (AIC) to
remove webpages deemed illegal,
according to Takorn Tantasith, the
NBTC secretary-general.

He held talks with Jeff Paine, man-
aging director ofthe Singapore-based
AIC, which represents Facebook,
LinkedIn, Apple, Twitter, Google,
Yahoo, Line and Rakuten, as Thai
authorities seek cooperation for the
removal of content once there are
court orders to do so.

The NBTC said its policy was not
to shut down Facebook in Thailand
but illegal webpages had to be
removed as ordered by the court.
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