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Headline: True urged to compensate data-breach customers

TELECOMS

True urged to compensate data-breach customers

KOMSAN TORTERMVASANA
SUCHIT LEESA-NGUANSUK

The telecom regulator has ordered True
Move H to assess the impact and prepare
a compensation offer to customers affected
by the recent leak of personal data.

The move came after a meeting between
the National Broadcasting and Telecommu-
nication Commission (NBTC)'’s executive
and the company’s representatives.

This followed an alert sent to True in
March from Niall Merrigan, a Norway-
based cybersecurity researcher, that he
was able to access 32 gigabytes of 11,400
True customers’ data stored in iTruemart
on Amazon Web Services (AWS), a type
of cloud storage platform known as an
S3 bucket.

The data included their ID cards
and passports.

NBTC secretary-general Takorn Tantha-
sit said after the meeting that the NBTC has
yet to decide whether to punish True as it
needsto conduct a formal investigation into
the incident first.

Siill, the NBTC has ordered True to
consider compensation for affected cus-
tomers and will issue a letter demanding
mobile phone operators take appropriate
precautions to prevent similar breaches in
the future.

Pakpong Pattanamas, deputy director for
mobile business of True Corporation, said
True Move H is considering taking legal
action against Mr Merrigan for intentionally
hacking the data from the system.

“Mr Merrigan used three special tools
to access data which he has no right to get
into,” said Mr Pakpong.

iTruemart, currently known as WeMall,
is the online retail platform of the company.

The personal data kept by iTruemart is
notreadilyaccessible to the general public,
except experts, said Mr Pakpong.

True Move H is assessing the damage
caused by the incident as it consults with
its lawyers.

A source in cloud technology said this
case is not about IT security but careless-
ness by those in charge of True’s AWS S3
service.

The default setting for the platform is
“private’; which has raised the question
why the company had theirs set to “public”
mode instead.

“It’s like you open the door and forget
to close it, nothing about special hacking
tools,” said the source.

“The mostimportant is that True, or any
user of the service, should encrypt sensitive
data before it is uploaded to the cloud,” said
the expert.

In another development, the NBTC
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yesterday called all telecom operators to
discuss the widespread problem of unso-
licited SMS content.

Mr Takorn said that last year 772 people
complained they received messages con-
taining links to subscription services which,
when clicked, led to them being immedi-
ately charged money, with a total cost of
176,000 baht.

Mr Takorn said the NBTC has instructed
telecom operators to contact any customers
who may be unknowingly enrolled in these
subscriptions advising them they can dial
*137 to cancel. The operators have to start
sending SMS to customers alerting them
on April 24.
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NBTC mulls own centre
to store personal data

TAKORN SUMMONS TRUE CORP AND WEMALL EXECS TO RAISE CONCERNS
OVER REPORTS LAST WEEK THAT CUSTOMER INFORMATION WAS LEAKED

SIRIVISH TOOMGUM
KHANITTHA THEPAJORN
THE NATION

THE NATIONAL Broadcasting and
Telecommunications Commission (NBTC)
is considering setting up its own data cen-
tre to store personal data of mobile-phone
users following the latest data security
breach ofa privateoperator, secretary-gen-
eral Takorn Tantasith said yesterday.

He said the state agency should play a
leading role in protecting such data.

Currently, mobile-phone operators are
responsible for the collection and storage
of customer data.

The NBTCyesterday summoned repre-
sentatives of True Corp and WeMall to
explain the recent findings of foreign secu-
rity expert Niall Merrigan that the person-
al data of some TrueMove H Universal
Communication mobile-phone sub-
scribers, stored by WeMallon Amazon Web
Services S3 cloud storage bucket, could be
accessed without authorisation.

WeMall, formerly iTrueMart, is the
online retail platform of Ascend Group Co
Ltd, whichis part of the Charoen Pokphand

group. WeMall provides an online channel
for people to buy TrueMove H mobile
devices and call packages.

Meanwhile, Interior Minister Gen
AnupongPaochindayesterday warned that
people’s personal data could not be leaked
and anyone involved with wrongful disclo-
sure of personal data would be punishable
by law.

Hesaid the Interior Ministry’s Provincial
Administration Departmentran the coun-
try’s secured database on people’s ID cards
and 13-digit numbers which prevents
unauthorised access by third parties.

The current national ID card system
contains an individual’s ID number, full
names, date of birth, religion, address, issue
and expiry dates as well asissuing office, he
said, adding that the system has no other
data of individuals.

Suebsakol Sakolsatayadorn, the man-
aging director of Ascend Commerce, said
the TrueMove H data at issue could not be
accessed publicly, but Merrigan, the secu-
rity expert, had used special tools to access
the folder containing the data. The folder
contains scanned images of the ID cards of
11,400 TrueMove H postpaid subscribers.
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They are customers who bought TrueMove
H service and packages via the WeMall
online channel.

Problem fixed

WeMall fixed the problem on April 12.

Pakpong Pattanamas, deputy director
for mobile business of True Corp, said the
personal data of other TrueMove H sub-
scribers were securely stored by TrueMove
H’s internal system.

Suebsakol said that WeMall and
TrueMove H have always given top priori-
ty to data security but those who commit
cybercrimes always have newtoolstobreak
in. The two partners have already worked
withglobal eybersecurity experts to plug any
loopholes in their data system.

Pakpong said that TrueMove H would
inform all affected 11,400 customers of the
measures it has taken to solve the problem
and would notify police about the incident.
However, the notification to the police will
notspecifythe wrongdoer, pending further
investigation.

TrueMove H will also examine the data
security systems of all its partners to see if
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theyhave complied with its policy to ensure
maximum protection for customers’ data.

Takorn added that the NBTC would put
details of the Wemall case before the board
to see how it should proceed next.

Pakapong said that TrueMove H is con-
sidering how to proceed in the case of
Merrigan.

In arelated matter yesterday, the NBTC
called in telecom operators to discuss the
widespread problem of unsolicited SMS-
based content. Last year 772 people com-
plained that they had received SMS mes-
sages from contentprovidersinvitingthem
to subscribe to their services. When they
clicked open to read the SMS, the content
providersimmediately charged themwith-
outasking fortheir consent. The combined
cost amounted to Bt176,000 last year.

Of the total complaints, 264 were from
customers of Advanced Info Service, 301
from customers of Total Access
Communication and 236 from True cus-
tomers. There have been 292 complaints so
far this year. In most of the cases the tele-
com operatorsagreed to compensate affect-
ed customers. Takorn said thathehad asked
all the operators to send an SMS message
to these customers advising them that if
they want to cancel subscriptions for the
content they can dial *137. Operators have
to send this message on April 24.
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Headline: Bangkok Post: Update the computer law

PBangkok Post

THE NEwsSPAPER You CAN TRUST

Update the
computer law

fevents over the past two weeks do not convince the

government to write an actual law covering computer

fraud, maybe nothing will. The first unfortunate event

was to threaten a Chiang Mai magazine editor with

a computer crime charge over something that had
nothing to do with computers (or crime, come to that). The
second was the reluctant admission by the country’s second
mobile phone company of security misbehaviour, putting
tens of thousands of customers at risk. That is not a crime.

The easy case for almost everyone concerns Pim
Kemasingki. She oversees CityLife Chiang Mai, an informa-
tive, English language journal about her hometown. Quite
properly, the magazine has been at the journalistic centre
of the Rose City’s problem of air pollution. Late last month,
an editorial on the problem featured an imaginative cartoon
drawn by a Chiang Mai student — three kings of the Lanna
Kingdom wearing pollution masks.

Almost all readers, and now the general public, thought
the young man'’s cartoon met traditional journalistic stand-
ards: biting sarcasm with a ration of humour. Not so Pavin
Chamniprasart. The Chiang Mai governor’s sense of humour
had been tested previously. In 2016, for example, he carried
out a threat to detain and try to prosecute men who took off
their shirts and “went topless” at Songkran.

Mr Pavin judged the anti-pollution cartoon to be
“blasphemous”. That is not a known crime, but Mr Pavin

went further. He threat-
ened publicly to charge Ms
Pim with a violation of the

News ID: C-180418001047 (18 Apr 18/06:33)

The privacy
leak : Computer Crime Act (CCA).
€ax 1s massiwve Amended last year and argu-

and ap parenﬂy ably unconstitutional for its
vagueness, the CCA allows

HHPTECEdentEd- prosecutions on specious
grounds. Mr Pavin alleged
Ms Pim'’s journal’s cartoon
was “false information” — and that could be enough to
put her in prison for five years. She has written an apol-
ogy for what most people view as a non-crime, and awaits
the outcome.

Meanwhile, even before the threats to the CityLife editor,
a division of the mobile phone company True Move had put
the most personal and private details of 46,000 customers
atrisk. iTrueMart claimed that hackers got into its records.
But a UK computer whiz says that seems at variance with the
truth. Niall Merrigan, a prominent security researcher based
in Norway and well-known in the industry, said he found
tull records on the 46,000 trusting True Move customers in
anotoriously unsafe “Amazon S3 bucket” — in English, a
cloud storage area.

Stolen or mislaid by international conglomerate Charoen
Pokphand (CP) and its mobile phone subsidiaries, the pri-
vacy leak is massive and apparently unprecedented. Names,
addresses, computer identities, scanned ID cards, driver’s
licences and passports were among the 32 gigabytes of infor-
mation revealed by True.

Here are the worst parts of the story. True didn’t respond
when Mr Merrigan told the company he'd found the infor-
mation, open to any browser. Only when the computer press
found out about the leak did iTrueMart comment. Even
then, it merely claimed it had fixed everything. In addition,
like Ms Pim who committed no actual computer crime at all,
CP has apparently not breached any law.

That is unacceptable. Starting with the Thaksin Shi-
nawatra regime, every government of the 21st century
has promised to bring in a law against computer crime.
Consumers have needed such alaw since the PC era began
in 1980. Instead, they have made the CCA more and more
onerous, aiming uniquely at stifling freedom of speech — as
displayed so obviously in the CityLife Chiang Mai case.

While True Move claims it has notified atfected customers
of identity-theft danger, the company faces no legal threat.
The regulators of the National Broadcasting and Telecom-
munications Commission and police have no way to protect
consumers who are wronged like this, and they should.
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