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Headline: True Move H ordered to shore up security

True Move H ordered to shore up security

KOMSAN TORTERMVASANA

The telecom regulator yesterday ordered
True Move H to take full responsibility for
the data leak of 11,400 customers’ per-
sonal information.

The responsibility covers both civil and
criminal proceedings the company may
have to resolve, including paying proper
compensation to affected customers,
according to Section 64 of the Telecom
Business Act of the National Broadcasting
and Telecommunications Commission
(NBTC) covering customer protection.

More importantly, True Move H must
improve its data security system for cus-
tomers’ personal data to meet higherrisk,
and the system will need the participation
of experts to ensure and monitor secu-
rity measurement.

NBTC secretary-general Takorn

Tantasith said the regulator also ordered
the company to set up a free channel for
affected customers to see what damage
they may face.

True Move H must report the results to
the NBTC within seven days to affirm that
the company has complied, and it has to
provide updates on the situation to the
NBTC every 15 days.

Failure to comply with the order may
result in True Move H being fined 20,000
baht a day, according to Section 66 of the
Telecom Business Act.

Mr Takorn said True Move H can disa-
gree with the NBTC's order, but the com-
pany must file a complaint with the NBTC
Office within 15 days of receiving the
NBTC's order.

But Mr Takorn said the NBTC has yet
to consider any punishment or fine for
the company.
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The regulator has to collect all related
information and submit it the NBTC board
for consideration.

“The administrative order yesterday
made by the NBTC office is an urgent meas-
ure to handle the case, while any penalty
will be decided upon by the NBTC board,’
Mr Takorn said.

He said the regulator needs to protect
customers, despite criticism that the move
came late.

Mr Takorn insisted that the administra-
tive order came one day after the meeting
with executives of True Move H on Tuesday.

Previously, True Move H admitted that
the personal data of 11,400 users, includ-
ing scanned images of ID cards stored by
e-commerce channel iTruemart, were
leaked. The data was stored by iTruemart
on Amazon Web Services’ cloud storage
§3 bucket.

Page: 1/1

InfoQuest Limited | 888/178 Ploenchit Rd., 17 ™ FL. Mahatun Plaza Bldg., Lumpini, Patumwan, Bangkok 10330

Q 02-253-5000, 02-651-4700 help@ignewsclip.com

Clip: Black/White




Section: First Section/THAILAND
Date: Thursday 19 April 2018

Volume: 42 No: 55473
Col.Inch: 35.13 Ad Value: 42,156

The Nation

The Nation
Circulation: 68,200
Ad Rate: 1,200

Page: 3A(Left)

PRValue (x3): 126,468 Clip: Black/White

Headline: Law sought for data protection

Law sought for data protection

CONSUMER GROUP SAYS SECURITY BREACH A WAKE-UP CALL; TRUE
MOVE H GETS SEVEN DAYS TO IMPLEMENT ADDITIONAL MEASURES

THE NATION

THEFOUNDATION for Consumers
has urged the government to enact
legislation for data privacy protection
tosateguard customers’personal data
from being leaked and abused by the
private sector and cybercriminals.

Saree Aongsomwang, the founda-
tion’s secretary-general, said the lat-
est data security issue faced by
TrueMove H, one of the country’s
three majormobile-phone operators,
serves as a reminder that consumers’
personal data, such as 1D card photos
and 13-digit number, must be pro-
tected by law.

She cited the European Union’s
General Data Protection Regulations
(GDPR)asanexamplethatshouldbe
adopted by Thailand, as there are
strong preventive measures for data
security such as a heavy fine on com-

panies whose databases are leaked.

The EU’s GDPR, which will be
effective on May 25, also bars compa-
nies from taking personal data of EU
citizens overseas, while specific con-
sent must be given by owners of per-
sonal data before the data canbe used.

Thailand’s National Broadcasting
and Telecom Commission (NBTC)on
Tuesday summoned executives of
TrueMove H for questioning follow-
ing reports that the personal data of
about 14,000 customers kept by the
mobile phone operator was possibly
compromised over the past 2-3 years
while being stored on the cloud facil -
ity of Amazon Web Service.

NBTC yesterday issued an order
for TrueMove H to take several pre-
ventive and otherrelated measuresto
protect public interests and ensure
that the possible data leak would not
happen again.

The mobile-phone operator is
required to increase the security pre-
cautions on customers’ personal data
used in the registration of SIM cards.

Thesecurity arrangementalsohas
to be audited by cybersecurity spe-
cialists to ensure that it is up to date
with the fast-changing technology in
this area.
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Second, the firm has to provide
channels for consumers whose data
might have been compromised, to
check the security of their personal
data with noadditional expenses paid.

Third, the firm has to take respon-
sibility for potential damage to cus-
tomers, in accordance with criminal
and civil laws.

Fourth, the firm is required to
report its actions on these measures
to the NBTC within the next seven
days.

Unless the firm abides by this

order, the NBTC said it would impose
a heavy fine of Bt20,000 per day.

Meanwhile, the Foundation for
Consumers also criticised the NBTC's
insufficient action against mobile-
phone operators whose SMS services
are predatory.

Due to numerous complaints
about unsolicited SMS services, the
foundation said the NBTCshould not
have allowed operators to pass on the
burdenofrejecting SMS paying serv-
ices to consumers.

According to the foundation,
mobile-phone operators have flood-
ed their subseribers with paying SMS
services, which are unsolicited and
would end withoutexpense onlywhen
customers pressnoafter receiving the
messages. Otherwise, the customers
will be charged automatically.

However, many consumers, espe-
cially older persons, are not aware of
the trick and often miss the chance.

This has resulted in additional
chargeswhile these consumers do not
want the services.
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Headline: Govt mulls helping AIS, True Move
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TELECOMS

Govt mulls
helping AIS,
True Move

CHATRUDEE THEPARAT

The government is expected to settle
tomorrow a request to assist the country’s
two mobile giants Advanced Info Service
(AIS) and True Move, and the Association
of Digital TV operators.

The conclusion will be proposed later to
the National Council for Peace and Order
(NCPO).

AIS and True Move submitted a petition
to the NCPO on Sep 21 last year asking for
assistance in easing their licence payment
terms, which was followed by the Associa-
tion of Digital TV operators, which submit-
ted a proposal to the NCPO on Oct 17.

Mr Wissanu Krea-ngam, deputy prime
minister, said the latest meeting was held
on Tuesday among related agencies and
the two mobile operators. The companies
said they could not make a profit from oper-
ating the 900MHz band licences and the
internet because they put in bids which
were too high.
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“The companies acknowledged that
their businesses activities made a profit, but
alone, their mobile and internet operations
made a loss because of the high payments
for the 900 MHz concession,” he said.

The companies also reported that the
case of their mobile operations should
not compared to the returns of digital
TV operators.”

Mr Wissanu said the government would
meet related agencies tomorrow to decide
on the request.

He declined to say the government will
assist the companies but the measure will
be considered based on guidelines sug-
gested by Prime Minister Gen Prayut Chan-
o-cha, that the measures should be a win-
win based on benefits to the country, while
also ensuring fairness among operators.

Mr Wissanu said the meeting also dis-
cussed returns on licences held by digital
TV operators, and mergers. TV operators
could not accept a proposal to return the
licences because they have already invested
in equipment and network.

He said the digital TV operators wanted
to sell the licences.

National Broadcasting and Telecommu-
nications Commission (NBTC) secretary-
general Takorn Tantasith earlier said the
commission respects the decision of the
NCPO and the government given that it is
in the public interest.
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