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TECHNOLOGY

BoT tells banks to tackle cybersecurity

SOMRUEDI BANCHONGDUANG

The Bank of Thailand has instructed all
banks to make cybersecurity a priority,
develop systems to tackle unauthor-
ised access and offer compensation
in the event of financial losses from a
data breach.

The central bank recently summoned
board members of all banks to discuss the
recent cyber-attack and requested that
they draft important policies to protect
customers from cyber-risks, said governor
Veerathai Santiphabhob.

According to the central bank’s
announcement from last year, any
financial institution must have at least
one board member that specialises in
IT to allow the member to make deci-
sions immediately in the event of a

cyber-attack.

“Amid the positive growth of digi-
tal banking in terms of both users and
transactions, cybersecurity should be
a key policy and receive attention from
banks’ high-ranking executives,” Mr Veer-
athai said.

A few weeks ago, Kasikornbank and
Krungthai Bank reported to the Bank of
Thailand that cyber-attackers stole data
from 123,000 customers, but no custom-
ers have reported financial losses so far
because the stolen data was notfinancial
information.

The central bank will closely collabo-
rate with other related parties such as the
National Broadcasting and Telecommu-
nications Commission to guard against
cyber-risks and amend regulations to pre-
pare for cybercrimes, Mr Veerathai said.
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Regarding a glitch in some banks’
mobile services last week, Mr Veerathai
said the adoption of new features in line
with greater competition in the bank-
ing industry and the significant surge
in mobile banking transactions caused
the problem.

Online transactions have rocketed
after banks waived transaction fees over
digital channels in late March.

Banks and National Interbank Trans-
action Management and Exchange Ltd
(National ITMX) will also expand capac-
ity to prepare for rising digital banking
transactions, as massive transactions will
occasionally lead to onerous traffic.

In the opening speech of a seminar
called “Innovative Finance for Future
Growth’, Mr Veerathai said improving
household finance is a crucial concern

because many countries still face the
problem of high household debt and low
savings rates.

“Households, especially those at the
bottom of the pyramid, have to pay much
higherinterest rates than other segments
of the society,” he said. “As such, improv-
ing individuals’ financial security s criti-
cal and necessitates an overall improve-
ment in affordable financial services as
well as financial planning skill.”

Moreover, the rising number of new
financial solutions canimprove small and
medium-sized enterprise (SME) finance,
especially for micro-SMEs.

The transitions to an electronic pay-
ment ecosystem will allow financial insti-
tutions to better assess SMEs’ credit risks
through transactional data analytics, Mr
Veerathai said.
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SIGNALS CROSSED

The government frets over the long-term
impact of using the 900MHz spectrum for
railway projects. B4

Spectrum range for
railways under review

Agreed-upon allocation
could impede telecoms

KOMSAN TORTERMVASANA

The government is concerned about the
long-term economic impact of using the
900MHz spectrum for railway projects and
may consider other spectrum ranges for
use instead.

The auction of 900MHz licences sched-
uled for Aug 18 is likely to be aborted
because no companies are expected to
submit bid documents and place a bank
guarantee by tomorrow.

A key issue is uncertainty with regard to
the responsibilities of the winners.

The conditions state that licence win-
ners must be solely responsible for any
and all interference with upcoming rail-
way projects, both on the 850MHz and
900MHz bands.

A government source who asked not

www.ignewsclip.com

to be named said that representatives of
the Finance Ministry have talked with the
telecom regulator about the possibility of
the government’s high-speed train pro-
ject using spectrum ranges other than the
900MHz, which was already allocated, to
avoid a loss of economic opportunity in
the long term.

“If the government decides to reshuf-
fle the spectrum range, the terms of ref-
erence of the high-speed train project
will have to be amended,” the source
said. “The 400MHz spectrum range may
be an alternative for the high-speed
train project.”

In June 2017, the board of the National
Broadcasting and Telecommunications
Commission (NBTC) approved 10MHz
of bandwidth on the 900MHz range and
20MHz of bandwidth on the 400MHz
spectrum range for the high-speed
train project.

The approval came after the Transport
Ministry had asked the NBTC to allocate the
900MHz range for the train project.

Under the approval, the two spectrum

News ID: C-180807001064 (7 Aug 18/05:43)
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bands would be used by 2020.

The 900MHz spectrum is part of the
mobile concession for Total Access Com-
munication (DTAC) under CAT Telecom.
The concession expires next month.

The internal communication system
via wireless technology on the high-speed
trains will be conducted under Global
System for Mobile Communications-Rail-
way (GSM-R) technology.

GSM-R is the international standard
for wireless communications systems
between trains and railway signalling and
control centres.

The 400MHz spectrum range is used
for communication radio systems or trunk
radio systems.

The government source said China’s
train system uses the 900MHz range for
signalling and control centres while Japan’s
system uses the 400MHz range.

Earlier, Rajiv Bawa, DTAC's chief of cor-
porate affairs and business development,
insisted that it would be difficult for DTAC
to participate in the 900MHz bid if the con-
ditions remained in place.
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NBTC works to hammer out
five-tiered IoT framework

KOMSAN TORTERMVASANA

The telecom regulator is crafting a regula-
tory framework for the Internet of Things
(IoT) and the connectivity of related
devices in five critical categories, to be
introduced by the end of this year.

The move is aimed at preparing for the
regulation and promoting increased use
of machine-to-machine connectivity —
especially after 2020, when fifth-genera-
tion (5G) wireless broadband is scheduled
for commercial launch.

The five categories are: numbering
and identification; spectrum and techni-
cal standards; permission related to radio
communications and competition; secu-
rity and privacy; and data arrangement
structure and data interoperability.

Korkij Danchaivichit, deputy secretary-
general of the National Broadcasting and
Telecommunications Commission, said
the NBTC on April 4 set up a committee
to draft the regulatory framework for IoT
and connected devices.

Chaired by NBTC secretary-gen-
eral Takorn Tantasith, the commit-
tee comprises 19 members, including

representatives of the Digital Economy
and Society Ministry and telecom opera-
tors through the Telecommunications
Association of Thailand.

The NBTC last month appointed five
subcommittee members working with
related parties to create proper regulatory
conditions for loT business.

Mr Korkij was appointed as a major
adviser for each subcommittee, while the
number of members for each subcom-
mittee varies.

The subcommittees have been tasked
with handling those five categories.

The initial regulatory draft for [oT is
targeted to be completed by year-end.

Mr Korkij gave one example for the
regulatory framework, saying numbering
usage for IoT connectivity would be run
through a 15-digit system, in compliance
with current practical standards of the
International Telecommunication Union.

Mr Korkij said customer data should
be clearly defined, with general data that
can be utilised for public benefit segre-
gated from personal data that should
be protected.

The NBTC's subcommittee is working

in parallel to develop the existing data pro-
tection draft bill that will later be submit-
ted to the National Legislative Assembly
for consideration.

Mr Korkij said the NBTC wants to see
a more uniform customer data arrange-
mentstructure among telecom operators
to simplify matters.

“Each operator today has their own
arrangement system for their customer’s
data storage,” he said. “The issue will be
more complex once the number of con-
nected devices explodes in future.”

Mr Korkij said the NBTC has approved
920-925 megahertz of unlicensed spec-
trum for IoT connectivity since last year.

The move aims to initiate spectrum
standards for machine-to-machine con-
nectivity. Interested companies had pre-
viously asked for permission under the
NBTC's telecom licence type three regime
to provide IoT devices and services in the
market prior to the introduction of regula-
tions for the overall IoT ecosystem.

The 920-925MHz frequency range is
part of the ISM (industrial, scientific and
medical radio range), which is specified
to be shared among various applications.
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