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Cb.e MTIINTSWINRINLATEYBABUBN (External Network Reconnaissance) 884
Youdiatl
(@) Network scanning Tools
(o) Footprinting Tools
()  Search Engine and newsgroup data
(@ Network Utility Websites
(@  System Utilities
(o) Bulletin boards and Organisation Websites
(ev) mﬁl.ma:u Username, Password
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YoapTasnauTaLADfuive (Server) gunsalluszuuiaTete (Network Equipment)
wazgunsailuszuuinwininulasadvansauina (Security  Device) 989
d1¥nanu nany. saurunedulitosndn beo wusiavled (External
Vulnerability Assessment) Tngasaunauethatiosdsil
(@) External non-intrusive scanning of the selected hosts
(o) Execute vulnerability and port scanning assessments
()  Open ports
(@ Configuration details
(®  The presence of known vulnerabilities and/or system weaknesses
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nan%. (External Penetration Testing) Imaﬂ‘iamauamauaﬂmu ;_/7
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Port scanning

Vulnerability scanning

Exploitation frameworks (where appropriate)
Unauthenticated web application testing

Trojan horse (Remote Access Trojan)
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nany. nensiaiasanenielu (Internal Penetration test) ¢4l

C.ae NTINSNNATaTIeA8lY (Internal Network Reconnaissance) 881391ae

ol
(@)
(o)
(en)
(@)
(&)

Administrator Desktops
Active Directory Services
Routing Infrastructure
Key Internal Websites

miLmaju Username Password
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LATBIABUTILABIUIYTY (Server) @UnIailuszuuLATEYIY (Network

Equipment) uavaunsailuszuusnwanudasadeansaumnea (Security Device)
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(Internal Vulnerability Assessment) Imamaumua%ﬁ&ﬁaaﬁﬂﬁ

(@)
(o)
(en)
(&)
(&
)

External non-intrusive scanning of the selected hosts
Execute vulnerability and port scanning assessments
Exploitation frameworks (where appropriate)

Open ports

Configuration details

The presence of known vulnerabilities and/or system weaknesses
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navv. (Internal Penetration Testing) 9E19taeALl

(@)
(o)
(en)
(@)
(&)

Port scanning

Vulnerability scanning

Exploitation frameworks (where appropriate)
Unauthenticated web application testing

Trojan horse (Remote Access Trojan)

e audunisnageumaseanislunisiangdiisssuumalulagasaumauasdiinau
nanvy. (Application Penetration test) 2819U88 & Web Application Server
Tnonsrvgeuaruiunalasndevesszuuimaluladaisauma (Web Application
Security Assessment) Iﬂal‘fﬁ%’msﬁL‘f]ulﬂm’mmmsg’lu Open Web Application
Security Project (OWASP) aghatioeail

(@)

External assessment (identification of application security issues via
Internet presented applications; or through simulated-external

applications as applicable) ,/,_/;/
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(n)

(@
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Review of registered user group(s), which will vary by application
Testing from the perspective of an unregistered user — ‘Black Box’
testing

Testing from the perspective of an intemal and/or administrative
user — ‘White Box’ testing

Review ofthe ability to withstand attacks from injected or
manipulated code

Assess scenarios through which a non-load-based denial of service
condition can be introduced

Assess user access controls, user segregation and authentication
Attempt to gain unauthorised access to data, to modify data
without authority, or to otherwise compromise the security model

implemented by the system

o = 1 A [N 9 Lo
<& ANUUNITNTIFDUAIAINULNUISAUVDILATDILUYIUVBIATUNIY NENY. (Host

Configuration Assessment) f4il

C&o NTIVADUAIAUMNIZAL (Configuration Review — Network Infrastructure)

Fuulideunin wo devices aENatioERIl

(@)

(o)

(en)

Retrieve configuration files, rulesets and other data sets
required for system assessment
Assess device configuration against best practice and the
client’s design/use specifications
Assess appropriateness of rulesets and security services

enabled and configured

el anvdautaslnIsumuUasniululnIoglune (Server Hardening Assessment)
9811BY o hosts lnuATEUAGNBE19UREAIT]

(@)
(o)
(en)
(@)

Assess operating system configuration
Assess operating system patch levels
Assess appropriateness of installed components

Assess operating system level user groups and privileges

&o  anfdunisusyiiumnulasndsusissuuasadtenuuliatsveadinau nany.

(Wireless Security Assessment) 88719108 e SSID Asil

(@)
(o)
(en)
(@)
(&)
(©)
()
(<)

Wireless Network & Device Discovery
Rogue Access Point Testing
Encryption Attacks

Client-Side Wireless Testing

Modern Wireless Exploitation Attacks
DHCP Testing

m‘ﬁLmEju Username Password

Authorised Clients /
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