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b. $18M39Un3al (Hardware)

a10u 318019 31U s18avidun Serial Number
o |i3osreufinmes | b | Bve HP ju ®. CWN-NBTC- | @. PC: CZ03600ZS
Desktop ?jﬁﬂﬁ”ﬂﬁx \A38a ProDesk 400 G6 PCO1 ©. Monitor: 3CM0480QFV
Small Form . CWN-NBTC- | @. PC: CZ03600ZR
Factor PC02 . Monitor: 3CM0480QG3
b, | A3eafiun o | 8o HP fu . CWN-NBTC- | @. CNCMN734JL
Multifunction 1394 LaserJet Pro Printer01
\aLwes %38 LED MFP M477dw . CWN-NBTC- | lo. CNCMNT734JG
271791 Printer02
on. Q'dﬂmi Barcode (G} 5"171@ Honeywell . CWN-NBTC- | @. 20066B4B3C
Scanner {1D/2D) 1384 U HH660 Barcode01
. CWN-NBTC- | v. 20066B4BC8
Barcode02
& | Smart card o | e R&D ju . CWN-NBTC- | 6. 315008647
Reader @130 |38 | UTRUST 2700RB |  Smartcard01
9UURTUIZYI1TU . CWN-NBTC- | lv. 315008648
Ineuuy Smart Smartcard02
Card 18t
. eWAWISAvENS
dnu 318015 Az U
o. | sruuUftAmsdmiuiadesustne Microsoft Windows Server 2019 o
(Operating System : OS) (Standard edition) 64 bit
b, | sTUUsIUTEYAITIdNUS (Relational Microsoft SQL Server 2019 (Enterprise )
Database Management System: RDBMS) | edition) 64 bit
o | WAL AUEIWNeS IS Web Server b
& | ssuugudelyanuy Non-Relational MongoDB 4.2.5 2008R2Plus SSL (64 bit) ©
Database
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(Virtual Machine) §51eaziBuadai]
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Ay Environment %o VM Host | lefiueniasa Wi
® | Production Any-re-1 172.17.62.218 Web Server
o | Production Any-re-2 172.17.62.219 Web Server
o | Production Any-re-db 172.17.63.86 Database Server
@ | Production Any-re-db2 172.17.63.87 Database Server
& | Production Any-re-ma 172.17.62.220 Management Server
<lo MINUAnRuENTRvouAIoRoNRIAe IitheviTu Web Server uas Management
Server U83¥UVUII (Production)
anu 578N13 Twanden/AuauR
® Processor (vCore) Processor 8 vCore 3.0 GHz
o | Memory (GB) Imheaudneenaies 64 GB
m | Storage (TB) fimwglaidounda 1 T8
Network firuiilunsiudsdoyanuy 10/100/1000 Mbps
@ mynanguaNTRvenaisneuinmasusite iy web Server
YDIT8UY User Acceptance Test (UAT)
anu 8NN3 Swazldun/Ansanls
® Processor (vCore) Processor 8 vCore 3.0 GHz
o | Memory (GB) fmheaudiegnaties 32 GB
m | Storage (TB) fiauglivesnin 1 T8
& | Network firudalumisiudsdayauuu 10/100/1000 Mbps
e mykannuaiveuniseniinosuitevimiiiiu Database Server
VBITEUVNUIT (Production)
aeiu 5183 1wadue/AnEuTs
® Processor (vCore) Processor 8 vCore 3.0 GHz
® | Memory (GB) fvthemnudieeaies 64 GB
m | Storage (TB) fimuglitesnin 5 T8
Network firudilunisiudsdayauuy 10/100/1000 Mbps
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YBITEUUIY User Acceptance Test (UAT)

anu $I8N73 vavdue/AnEuTR
® Processor (vCore) Processor 8 vCore 3.0 GHz
© | Memory (GB) fvmiieaudegnetiey 64 GB
m | Storage (TB) fimwqlaidesndn 1 T8
Network firdilunisiuasdoyauuy 10710071000 Mbps
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Uszanfou

@. NM1IATIVFUVBYA Security patch

AIANUIN o

5WABYA Security patch

wansznunInlifnng Patch

o o
UIMIN1T IouuMfledu
minld@nns Patch

ANBSUNELANULAY

¢ g w e @ o | o o ¢ s
® LLUUWasNUT’UﬁﬂwsUivUUﬁqiaULWﬂwLUUﬂ?Uﬂ'TiU']SQiﬂB']'LU’UaUL‘U@‘UaQWJawmLL')?
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(Firmware) Winuu

® il “51waudun Security patch” @wnsasEuMINELaY Patch wiaTaildanadq Patch Ly
CVE-2013-1092 138 MS012-020 1Judy
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" mshauiiRausnivesssuy (System Fault Log)
giudransadiuiumgnsaiifesmssaeudiuduls weduusslomivosdningu
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wnsnisdesiu Sulle Useiilu Uiuusu uazsziufennaunleiesusazssiu e, beoe i

psdaseluil
NMIVANNIANY VOLAE
dfu | Uszinmmgnisel Aeduremanisal Aretamgnisal AnAuvsleuaini
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(Natural disaster | lléiAnanungwe uay thviou " WAy &
incident) HANSENURBAMITUAY au wanslfiegsEming
Uaoadbvamingau whei MlATIeEeUAIY
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Wy vndu dedia nsemu
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ATAUNANWMEAN
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(Infrastructure sruutmdoidsasrully
failure incident) awnsaliuinislaund

& aundemenn | msgydeaiuiuag nMsurfedndy = Huq
Msusifadviondu | Uaeaduvemindau wimanlnii " ey <
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incident) HauasEuLATANa ANENNIAYRsEUL v | Uaeadefiviieau
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Uanduvaamiwidu usmsle Compliance

asaumavIoiiingg nshifimssuuseiuves Activity)

Aluuesdninau griawsuazenALs | @ ey <

namy. lduluanw wnnsaifiagsEning

wWhnne MSIATIERADUEIU
(Investigating)

O A TT wansaifeadas h¥aniewusuy " mnawy & N15YnIn
(Malware Audawsuagdmanseny AR 1lnsiu lnsnnsldfauas
incident) foanusiunsasaiuves vanLiin (Malicious Logic)

ningAuaTaUAnI DY TAnlidszasdfvnvuuy
Timsandunuves vidomsdalsiszuuvianu
drinnu nav. Liduly 3nszezlna (Remote
e Execution Vulnerability)
wsuguws
(Ransomware)

g | msynivSens | mmsalfiAeadeatunis msdsndoyafieland | % wam) e : 13
laudssuy yninvielandisyuu uas (Network Scanning w38 |  wenemynyniie
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asaumAniovilinig STUUATAUINA (Reconnaissance)
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Exploitation)
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Brute Force Attack
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(User Level
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(Denial of Service)
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incident) ADNNIADT Compliance
msmuuw%*ﬁa;&aﬁﬁm Activity)
ngwny doudstodus | vy < :
Taudiyena s vie | mmsaifiegsswing
Aanssungladninau MIATIEdRUAIY
nan. (Investigating)
nMsweunsdoyai
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ANUAY (Confidentiality)
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(Availability)
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" weny o - imgnIaidaee uarnsENglanvemeuea (Training and Exercises)

" ey e - Maneremitfeszuuilddnia (Unsuccessful Activity Attempt)
i sa aaly v a ¢ v | v o Y
" wnany « - gmsalilaundnlddumsiiengiudaiilidlimanisaiidusuanaiu

(Explained Anomaly)
Y] < o a Y a ¢ at P w 4 \ i v o )
O vayarenmingIvaanumgn1sal v wvdataya Log w3e File Log MilddmIunis

ni1vaauleya Log

vadunanuinlunisasrvaaudan vuieis A9

&

1% ' o = v
?Jal]ua Log LWTW‘U\?U@HQQL‘Wﬂﬂqiﬂjwmﬂﬂﬂi'}ﬁ]ﬂaU
°o a ' a a | o v '
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a fal v i ' a v < a al
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K3URavay mneds giduiunisasvasuteya Log
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JUNA WAZLUINNITIATIEN

a
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Yaya Log

wmgmseft | o0, . | dedunmitminly . o .
JTUUW |, negatosiu nsANtUNIT | f3uinveau
ADINTIVFADU P N13799969V Log Y
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