o/

a Ay yor a
A19190EN 919 RUIUUs BN LA S U RdTIHaLIIAING1e (51A1819D9)

o v

o A a '
Tunssadedadeiinldaunaadng

o °
Folasan1s  S2UU SSL-VPN $77U @ 55U
PUwNUIwaelATINIG - Aninnaluladansauma @1neu nav,

g 9

P M yy o
219RUUTZITUNIRASUINHTT @,600,000.- U

3

Qs A o o= a
Fufifmunsiainas (31m1971989) Ld Tguiey beve

A

Wity e,oc@axe.ma UM IR0

& unafinnIve931AINaNe (51A197999)
Y .a Aawv oA o ¢ ¢ 0 w =
(@) D1BINluEUeIASEY BR85S WasW 39MA N ole/ob

v o a
aviuf be guneu beol
L=y a o) o a 0o @ A
(o) Frdesnluauesamusem welulad dunstansawes 911 el Qoo June/woes

v o a
a3uit wo figuieu bevl
v a o o o o w =
(o) BreDenntutauesUEEm iauas Tagdiud din el NCS_PC blsoboos

v =
ANUN e lgUBU béol

2

dl' |4 A 2V o 14 a
b, I8YBRIMUMIHNIMUATIAINGN (31A1D719BY)
UY3857UnITUNTT

N33UNTT

NITUNSLASLAVIYNTT

(wegRwan uvmlne)

18/07/2562




YaULUNUD99U (Terms Of Reference : TOR)
$nda52UU SSL-VPN 31U @ FEUU

o

®. AMUUN

14 o of LY ~ = o 4

Srpdninwmaluladarsaumadinauanznssunisnansnsearudeafanisinsie
wazRansinsanurANLrer R @ninew nave.) Tnsdninmaluladansaume ma.) dnrsnananly
nsadfuayumssuiduanuinanalulagasaundvifumbenunely Fadrunaswazdiugiinig

IﬂEJ'S‘“‘U"U SSL-VPN T unnduszesinagn ¢ U Usunaunuﬁuaﬂﬁmmaﬂuwm ne
AN o@be 953UV SSLVPN tussuuiilesiursnuazaanliwinan nanw. fiinnsianes
sanluufoRmunteusndiine nave. iansadhunldssuvnuansaumanigludinau
nans. 1o Ima’lmmiauaummﬂanauma‘svuuLﬂsawwmuluéhunmu AAVIT. INNIBUBN

muumummwﬂumawW‘Ellasuuu SSLVPN iitesmusauasmniyiwinau navv. 75

nsiafeseenluufjiRaunigusndinem nany. Wannsadianldssuvnuasaunaniely
dinau nanv. la

o, ngUsLHA
LY &’ ﬂl o 2/ o Ad =) 1 4
Fndesruu SSLVPN e weanuasainiininau nany, ffinsiadeseenly
UftRamuneuendinem nany. Waunsadwnldszuunumsaunanigludiinnu nanv. 1o

o, auaudAgdudewue
qe  UANANNTORINANNUIY
mlo Liuyrraduazaty
an.en 111@8‘5“1/1’3’1\‘11,6(1{1%0’15
n.e luLUuUﬂﬂa«uqaqsvmwgns“wmsawuaLauawimmamcywnwuwmwaﬁﬁhm:am
LummnLUuwvﬂ,uwwumm‘nmsU'5.,Luuwams‘dg‘ummummNﬂiunaumsmmvL‘U&J‘uw
5§uummminsmswmsﬂaqmwuﬂmwﬂsummwaLst"lussUULﬂiamam'ﬁaummm

nyulgydnana
v

on.& ‘LmﬂuUﬂﬂamnnsuwa%‘lumy‘uswwawmmuu,au‘l,mmnauma’lmﬂuqﬁwwwaa
[ g A
mhenuwesdgluszuueietneasaumaesnsudydnane Gismdalfyanaigiisa

L'du‘wumu Nﬁ]ﬂﬂ’]i ﬂi'illﬂ’]‘il’:r\lﬂﬂ'ﬁ Q‘U’Wﬂ‘a’ Qumuw’lumsmmumu’lunmmwmum

14

ypRAURIe

0o mmauumLmvl:uuanwm"mmmumwam"nsinmsu‘[amﬂnqsaﬂﬁzja%mw,l,aumsusms
waﬂnWﬂsﬁmwuﬂ'luswnmmumnm

e LUU‘Uﬂﬂaﬁ'i'SMG]'\WSQUMUFW]EWJN@’]‘UW‘U’]EJWH fisodondail

0. "LuLﬂup‘gmaﬂsﬂwusfmnunuwawmﬂuaiw uidnandudeiauelyiun dnfnau nane.
o udsmesemasnadidnnseiind videliudnssvhmsduiumsdavanemsudedu
athalusssy

ma  iuglduiendnivienmduiy szmmaﬂg]Lﬁﬁluaamuma"lmanutmsﬁmamwdﬂu
Fouslgiimddaasoniviuay QGG Ve VT




v

-4 L v s y LY Q/ a =) N
mao fiuteiauadoamaioulusruudadednireniaigiedidnnseiind  (Electronic

Government Procurement: e - GP) maqniuﬁ'ﬁy"ﬁnma

& AUENYMZIANIEG

[ flfo)

&.lo

Farviuanaly

<o FTUULAEUNTal SSL-VPN mmmumiaﬂwu’luLﬂﬂmumﬂmmmnau

<.0.b syuwmaamﬂmmﬂmmmtsmﬂu,a.,uawwaLﬂwuwuawamnnmmmungwmmm
drinau nave. lnereunsianidesweanuiiuveuandrinnalulad
ansaunenaunsaiung

o HUIBRBIUUULARAIGEN/I00E Laamwamnm%maua LQW'IJL'UE’!'J‘N‘UE)\‘IF]'J’UJ
RBINTT FuBnialIsuasYeiiLas) wsaummiﬂumaumaa%aamawamnmw
Yauefuswazduanudarmuavesdiinau nany. uwiazdeumsauluiaue
59

<C.0.€ mnsmmmLuumwmﬂnammsum fhiauenmuaiiigatestunsldaulag
azloen LLauﬂnUgummﬂmqu 'lvmumwmwwml,ai"wmmu‘luuaﬂmﬂ & AU
TnglsiAnenldarelng iy nieukdaeugionsldnussuus Maue lugduuu
1ena1s wag CD/DVD mummuqmwms‘e‘]naviu

c.o.d mauaiwmmmLtamwuaﬁa'lmuawmaua vmLuamsuummmmﬂmﬂumwu
mwuwmﬂquaww finawg Anandnle Tussuus 4 # 9ndvemdnsiu
Wapanuuszduseimalng viiedunusmihevesdivemdndun dmiussuu
wavgunsnl SSLVPN

AaANvMzNIiuwalln
<lo.o 8Un30l SSL-VPN $7U7U o figusatfedetios el
cb.e.e Wugunsal SSLVPN wuu Appliance feenuuuaieldidu ssLvPN

Tasiawy Tnghildgunsaliiuy UTM (Unifled Threat Management)

ool  HavAnsdmiugldaumiondu (Concurrent Usen litfaunin eco
gl warseumaiininlglitesnin v,goo glinulusunaniag
liisfeadeugunsal

Coea il VPN Throughput Litioandt e Gbps

.o i Network Interface %ilf @o/@oo/e@cco Mops %38 eoo/@ooo Mbps
duulsitiesnin o ports

Co.ed 895UN15Y1 Authentication fiu Active Directory, LDAP, RADIUS,
RSA, uag OTP 1¢ iuetnaiey

Qoos  dnnsarmunansnsldan Application munguglila

Co.e.e  @131950%1 Pass-through Proxy iieseasunisldan web Application
W1y VPN Tapayginlii3enld Web Application s Custom
Service Port v8agunailel




a.6.&

<b.e.&

&19.6.60

<v.e.06

< lv.e.eb

dv.@.em

cb.e.60c

< v.6e.60&

Ebv.e.0b

a<bv.e.e0

cv.6.60&

@9.6.6&

&b.6e.bo

< o.6.6
.6

spefunsldian Remote Access VPN Tnglaifesastusunsuiisiauu

1304 Client 18 (Agentless) In3935u Application iaz Protocol

ogharfes fail

@lo.o.c.e Web-based application A1l JavaScript 38 XML w38
Flash %38 Java applets

b.e.clo  Windows uag UNIX file share

&o.acm Telnet, SSH, wag Terminal Emulation

@b.e.ca Outlook Web Access (OWA)

s993uUN1591 Split Tunneling tiawen Traffic AFaenisldausy

Tunnel VPN ffu Traffic #laifaanisidarusinu Tunnel VPN 1¢f

annsarhnisnsaadeuLaies Client (Host Checker) founisayn

T Login n¥a Aeuldsuansmiunguues User I lasaiuisa

fvuansnTIREeueded Client I

41119097 Automatic Remediation #§4911A1305I98UIAT BN

Client 1@ 19U Antivirus Scan, Download Virus Definition File Ju

iy

ansafmusliinisausemsiiistiluserinansldeniy cache

vi¥e Temp file Madosfldaruseninamsldansiugunsal SSLVPN

%]

@11150%1 Single Sign-ON (SSO) Uy NTLM, Kerberos, Basic

Authentication, Form POST policy, Headers/Cookies policy #a s

SAML ¢t

s0e3unsienves SSL v2, SSL v3 uag TLS 1¢l

annsaudsialdfauuy 3DES, AES 16

foageesunisdnldarunuy Virtual Workspace #3@ Virtual Desktop

ietlearulallyiiinng copy Yeyaasuu Hard disk yaaLATes Client

d111505935Un1514997u99n Web browser 14U Google Chrome,

Intemet Explorer, Firefox liduatnatios

a3150l¥91131n Operating System 19U Windows, Android N30

Apple 05 Tnfuseiaios

Q’ﬂuu,asswﬁmmmm Monitor {14 Web Lﬁamsfmaau User Session

il Log On & ‘um:,"l?u 57uf9d1U150 Delete Session (Disconnect)

994 User ugiazaula

#1130 Filter log uagds log 1Uda Syslog Server a

fisEUuU3MsIANSUUY Web-based

qunsniflauedasldfuinsgunaaeads Tuv SUD vi3e IEC Wi

CE (Huaehation

o




& Szuzinanlunisaiiueny
o L7 G.; i EI L7
meluszezing «o Ty duiauwsTunasuuludyg

., FTHLIANHINDU
Q’wuzm'st,aua'ﬂﬂ'm::ﬁaqeiwauqﬂn'mi, SEUU waziandisnavua nrelusseziian

Asunludygn wazdesdaliiinisusequiieagunaniuAuniivesnisanduaiuliun
AosnTsUMSTRUuesdiney nave. IdFunsuluusasnany feil
900Ul o : Ml mo Tutfudaaniuasunludygn
- dweuenanswrunisaniiulasanisiaedisioaviduauasinunis
g1
- ey wazeenwuussuy Wesaduariusesnisvesdinaiu
neam.

A QU L7 L L aj
Qe v Mely o u Tudaaniuamnuludyan
1 A g o) 3 o ~ A
- dewevugunsnliitaueviavan, Ands, ausy wazandun1stonleel

annsoldauTutussuuiasotgvesdninau nane. In
I 1 4 o

- dweugiionisldiugunsaliiaue luguwuutenans wag CD 91U
b Y9

a Y]
o, ARunltlunsiam
Y X 4 v | o o4 g |
JUUTZUNUTNAY @,&00,000.- U (MIIAUAKAUVIVAIY) FILTUTIAINTIY

miyaruiunagaliineiailiheud Tnedneanuusanuseinedszit beow
1 Qs AQ ' 1 3 LY
edneagiusinnu wazdneads duinmaluladansaume

< annasinnsRasunaaiendalaue
dwiney nav. Isivsandadenteiduslagldinueisnm

P2 o a
«. teulun1svisesiu
) ° a 4 w v < =
Artineu nane.avdrszRudlofuislddweussuuanNnnnun @ 110N © 1ne

audadlauanuiureuan dninau nany. TinsediunaduliegnersuiiulaenistissiRuna
panidunng fail
=Y ‘J o ) Q [ = L7 A 1 L7
03U o : T152RuduTIU @0% VesTIIURURINAYYT WBRIUATATIITUNY
| o 'Y}
W 99977 o wazldSuAIuIIuYEUIINANENSTUATTNTIVIUIIUYBY
o 2 o 1% 1%
dinau nany. L untSeuIosnan
a o o a 0 ° a Y P ")
RUT o : TreRuTuTIuIN €o% YBITIUIURUANFYY WENINNIIATIVIVAU
A o U
1 120977 b lagldsuauiugay  NAMENITUNITRTITIVIIUYEY
o & o %) )
ddnau nave. Wuilssusosnan




®O0.

96).

Reouludug
©0.® mnmvmaqmqainmLLausuﬂsxﬁ’ums’meuiuwmmimm'mawuaw«nms o
Widue naenauvzdivaiuiinvauguaunletameingg FAntulusyuy TaveUTuLse
suuliannsaldanilfegsfiussdninmw Wusseznan © T
wolo  Hursanasiigeinunavdenusuuily ssuuuazgunial SSL-VPN muﬁtycmiflﬁaei
'l.uamw'lfumu‘lﬂmamaua T.ma'lwunawmaqswmmnm%msmmmL'Jm‘um‘uaa Tai
Wutieuay ab Halus viefovas ¢ waanm‘l‘wumwummmauuu (Fluehenu
Tnetiu e Talusde o i) udanddaaslassunnindy feedufiuiefes
geulifhisdnauiudumedlududnsialuas o.obe% vasrdamadag
Tudrananitlilaunsaldszuvuazguninl SSLVPN 1 Tugdauiundrdmuaiaan
Jndaetnemu
N dndewesneuainesviulusail
(@) n3difiszuyu Aadatamdeusuvaremie Whiunadadewsamie
fififdranniigaifisonheien
(o) nsdarudemesuduiilonnananaudadewssszuuuazgunsel
SSL-VPN umnenaify andildlunisennnsuiussiifunaidades
wesszuuuargUnal SSLVPN viheugaisefiedadidsing o s
LONEATTUUY
®0.6n qmawm@\m Help Desk %ammsnmmmmJsumu\ﬂuuasiawaﬂmumﬂmaa‘lw
sauZnummalnsdnt Walunansiuns suiiudund-ans 11a1 g.ao - eb.mo .

_ amsqmﬂsu

NmaﬂvmaammmLLavawauuaumuummmmuammﬂ faviufesdiszauiule
dinau nawe. Wusrefuludnandovas ol (o b %) veafagdilidwevlundasain
foumauwwmalmaquaumu’lmﬁqunmu nam., WuiliBeudesuda lusswinadtdniinau nav,
ae‘lm‘lvﬂ‘vﬁwﬁuanmnammmu WndIine NavY. mmwwalumaﬂgummmazyzywma‘lﬂ
8 ddneu nanw, m’lwawﬁuanLanazyty']nuLsansm’lwwm’imwmwmeumnmmwmvmm
'lf'fl,ua:yzm Erdniinary navy, sudunslagnisidreanyanaduiudiuou wlelanis
Fruudivinds wazdrdina nane, s sdodentadiidrsearusuludaduidensy
frusdauauuds driineu nev. Avinesuvosuiiviuvenidndyanldnde




LONATTLUU

NISATAUARINIIVD
S¥UU SSL-VPN 27U @ 58UU
31809 U  AIRIEY
o w o . ‘ .
aeud
® F¥UU SSL-VPN ® YA @.0




