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vieind Suulidvesndi 4 geq
(5)  lgeuansniwlu nanuan ¥. gunsalveuanmauazaIufy

(6) 11 Power Supply wuu Redundant w38 Hot Swap $1u3u 2 wie Teaulni

NIZUAAAY 220V ALE 50HZ /%’///

o
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Insaunnaulpevniuazifiodenu (USO System Integration)

v et

(1) dlyegunsaldmiviansdudauvuideudresnlfitefinnslug rack masgiu

WUU 19 17

9-2  asAUsznauvasgunsalilu redundant uuu High Availability Aosnmanyza1ugy

wazaINITaoNAaNUSTUUYRY a1neu nany. Iaagraduuseansaw

Application Server Application Server v
! ; NBTC Intranet ’ >

Database Server Database Server
Active Stanby

(1) gunsaiAewitauludnwas redundant WUy High Availability Taesian
Recovery Point Objective (RPO) laitfiu 10 3undl wazliF1 Recover Time Objective (RTO) laiifiu
10 u

2 Q’H’muamwm%&m@ﬂhu web browser (44U Google Chrome, Mozilla
Firefox) 1a

(3)  dfisyuuimuadn (Privilege) Witundugldmulpefmunavslunisihgusay
nilaludnuae Web Portal dwiuusagngugldon 1oun d3uudanuuinis, §lduins uas
AIUUSMS |

(@) 389U 9 Aesannsn export Wuwiludeyauuy pdf uay MS Excel iy
RENIGH!

(5)  wihesszuuT uagTenunsenuRodidydnvaivesdiney nans.

(6)  awnsasessumsteutaya uanveyaifunwilveuavdinquiusdratos

7) ﬁszuumwaﬂuﬂaaﬁ'unm%’wﬁuﬁa@ﬁmgaﬁm 9 lnedpaiinstloudauas
svaRinu uazansaiewsiaifu Active Directory %30 LDAP dwidunisnsindeuininisléay

8)  ausansrvaoud user tadunldlussuuioundsls Tnouansiud nan way
IP Address #i user WhuuazasaLfu log dmsunisnsiagaudounaala

(9)  5895U SMTP Server ifioldlunis3uds email dvsunisdeanssewinessuy

89BUIMSUaZHlYUIN1T W email gateway W

@™V v g§ /
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BoUlYAYeIu (TOR) lassmsdnlifiszuumuvauuazysuinisssvuauiduguanislduions
Insauwnanulaeinfuagiiiodinu (USO System Integration)

(10) sesfunisdetearnundausieuludigunsallnsdmriindouniniudoanis LINE
Application 16 suteensdeansludassuu LINE
(11) i license saasudruugléaulailasndt 5,000 &ns

(12) 1 license dmIuUTMIsIANITIUIUNSNERY (Configuration Item) laifaenin

75,000 &nd

¥-3  guandAnunisianisdeyadiiselddesiiamadouioaiafinisusisdsl 2560 i

Y LX)

swazidee Al
9-3.1  anuaIsalun1suSNNsUTETTUY

(1) awnsansadeuanivesiinelatesliangudeyaldmenues

(2)  Sfeanunuginsdinyivasuudmuiimuiludfidvsivesindunislums

vawirimegls Tugluuuteniny uaz Info-graphic Mvdhladie
3.2 ANAWITOIUAUUSSIE T

(1) S @ldauntsmusunanthild iwu admin Hudy

(2)  @nsouUety uaz Muuadnslumsdrfedeyald Wy awnsaudlatoys,
ausaiihgdeyaldivindy

(3)  awnsavimsdanis ufly Usudse deyadiiseldfivesuavslussuus

(@) ausavSINUADANSEN L TUYBITEUU Iv’ﬂ,ugmwuﬁ d1nsu nav.
fvua Lidesnin 3 18914

(5)  @WNT0AARIL ATIVEDU E01ULVBINITUBSULSANS uas AuAUnnly

JUMUULHLAW kae Taminy

s

©6)  #Hnsifiu log mavildnuveaurasdyd Tugduuy txt wiafini
() awnsanivleyalandeudunnduauazuuuedygn

[

8  sansadwd deeen dayaluzluvuienansdidnnsedndle
¥-33  AmannsalunsusnsElviuingg

(1) BlTnuwmmg el wu user Wusy
(2)  annsansiadeudeyanisveliuimsvesiisnsliay wuamudyan
3)  awserenunanisifunisiluiesazanudumi vie Aanssuls

(@ anwnsnddhdeyanisreauranisauiiunig vidugluuuninats wag

e (L
g %,

YDAIUTIBINUNE




1oulAvesu (TOR) lassmsdnlilissuumivauuazysanisszuuaudifuguanisiiuiang

Insruuaulaenfuazifiadanu (USO System Integration)

9-4  AuantAfuNsysunssruaiuayunisiiuaus Iseazden deil

v-4.1

2/
o

AudneazdedaanuuuRRIuT Service Integration Web Portal Fatlu web vin
(web portal) #isasdeyauay link 1i1szuunuativayuiiiendesiunisiiiugua
lassnsdnlididyaralvsdwiindouiivasuinisdumesidaaudigduniuiinne

N u val o a ) < :,‘, a
98U (Zone C+) Lmz‘[mqmsw“lwwmmsauma'il,ummwmi:}ejﬂuwuwmalna

(Zone C) lown

(1) sruumuAumingaulasuimsdanislaseeivsauuian (Network Monitoring)
(2 szuuiiupunwnnsiiuinsBumesidnandiunans (SLA)

(3)  szuuiianuuasidumsldnugunsalreuiunesiazgunsaldonisuuusay

E‘]ué (Inventory management)

@ szuurimsdensuardaiudayassasaeniiames (USO Log)

a &

5)  szuuRTIRdsuLarseudnsnsnldaudumesids (AAA)

9

2

<l < [

vl nsensesyuvaduaywlunisdeude ldeghudu dugrudeyaresszuy

k]

aduayu vise wu AP usiy

v-4.2

9-4.3

v-4.4

-4.5

U-4.6

U-4.7
v-4.8

aunsadafivieyalaseins witudoya suam dededfideraninuazdes veau
A9 9 ﬁLﬁm‘ﬁaaﬁ’mwumuaﬁfuaquﬁgﬁm%’aaﬁumsﬁwﬁ’uquahwnwﬁﬂiﬁﬁ
é’zp,gy'lmimﬁwﬁm?{auﬁuazﬁmsﬁumaﬂﬁmmmL%’;qﬂuv‘ﬁyuﬁmmau (Zone C+)
uazlassnsdnlifiuinsdumesidnausgsluiuiivislng (Zone ©
annsadumdeya swnuadifinng q BRerdestunisliuimsdumedidranng:
giluiuiimeveunuiuiifigoans
arursavswisdanitsdyigldavuasinisnsrvasunisidrldaudae
username/password wiaxmafivdayanisidildanu |
dnsaimuaaninisldonulanatesedu aunsomuauszdunsidriiaveld
dmsumsnnilvanivduasmadrdadomluiuled
firsasdlelumsinniailomuunt web TngliFosdinmudnadeulysuns
ansaitgnassnlnlalaglifios login Whszuundssmelidymnlasenimdn

¥ 1 a [ & 1 -] < 1 4 . .
annsaigiuiulasiiiuieds wie leunals (Responsive Design)

e
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VBULYATBIIY (TOR) lasimsdalifiszuuatuguuasysanisssuuauifuguanisiiuinig
Tnsanunalasifauagiiteden (USO System Integration)

5 AR UMTUEMISTANMSimingaY (Service Asset & Configuration Management)

9-5.1

v-5.2

9-5.3

Au150UIMsIanIInindausulnsauuiau n3e Configuration ltem (C) e
annsaneniuld 3 repository l#iLn internal asset ﬁl‘ﬁmﬂlu‘[ﬂid‘dw, external
asset ﬁﬁﬂﬁ;ﬂ%’mu WA warehouse asset fdueoglug (spare)
awnsaUuiindeya Cl lnguszneusedaya fasoluiiiusgetion

(1) svaningdu

(2)  Foviwday

(3)  FAwsuIEnIeTasduanSNddu

(4) & (vendor)

(5)  juvIsluma (model)

(6) sV@RUNIUNIWEAY (serial number)

7)o g8umesidn (IP address)

(8)  usnsiihedesiuningdu Tnsaunsaseyldvansuims (service catalog)
(9)  nquvemINgdu (class)

(10) Usstnymsnddunan (category)

(11) Ussnnmiwddused (sub category)

s

(12) aouidsveminddu Ineusgnousedayasing q il

(12.1) 9115 $u Haq

(12.2) Row, Rack, Shelf

(12.3) Latitude, Longitude

(12.4) USEniisndanswdau (supplier)

J
= s

LSuUsenu

LY

(12.5) Sufi

(12.6) Suiidua R

(12.7) sUaneminddu
)

(12.8) @p1umnysweay

ansaiinuazanan unned C e lnegunsniflanusvemsndduliidonagna

Yaurarelul
(1) wiauldau (Available)
2 aq’Luﬁuﬁh’fmu (Onsite)

(3)  @gsEwinansansn (Demo)

(4)  BgTEMINMIMAADU (Testing) ///

L
R A W



18ULIAY839U (TOR) lasenisdalilissuuatvguuazysminisssuunuiifuguanistiuinng
Insauunaulagvhfaasiedann (USO System Integration)

(5)  winddwinenudeny (Defect)

(6)  oglussuufimddldauaia (n production)
(7 ogluseninanisUngesne (in maintenance)
8) egluseninnisdeunay (Repair)

9)  wniwddugnenidnnisldau (Decommission)

(10) nindgdugnaaneenainszuu (Retired)

%54 dwiudeya Cl Ussiaw internal fasanunsnszy de usun g5uusns

s

5.5 dmiudaya C sz extermal dasamnsasyy fiuuims anuding

9-5.6  dmiutoua Cl Ussuny warehouse ﬁaaawmsﬂszu%a warehouse #itfule

w57 @unsaiiiy au main attribute ARasiilunn i ¢

9-58  @saifin au sub attribute AUNGN sub category Lo

9-5.9  @unsauaasnuduiussynin  luguuuy diagram wislivsunansenuidle i
nilafifymeznsznu C laths Tnvanusaairennuduiugsening C Tugunuy
Hasluid
(1) Wy parent-child
(2) WU peer-to-peer
(3)  WUU run-on

9-5.10 Tip3esiiedmiuiiasiginanseny (impact analysis) Cl #iflaauduiudiy Cl 4
feansiasuudacuile

9-5.11 awnsauuuuindeyarinluluusas ¢ 16

9-5.12 awnsaidenles < WU Incident ID Tuilendomieusaimunseduainunsasiiy
(priority) ¥843 incident TiaenadssiuszAuausanuYes Cl talpasnluia

= ) o o v v
9-5.13 awnsawoules Cl 1Uga Problem ID Miieadasls
%-5.14 @nsavuiinnsidsuudasudly Cduiu (version) uazanunsadounduluds

Uuiinjurauniilé (rollback)
¥-5.15 awnsafmunli O ignudlvegluaniugsenisnmadaunugndios (reconcile)

NngiiEAnSlunIms IR ULAZaUTR L

/;/

évm; N 36? )

2.
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Y8ULYRY991U (TOR) lassmsdaliiiissuunivquuasysanisseuvauiifuguanisivingg
Insauunaulnevnfiauasiiiedanu (USO System Integration)

1-5.16 @amsndnrirsissudeya Configuration item (CI) Tavaunsansesdoyaldain
keyword M?@ﬂiaﬁagaﬂmﬂizmw (internal, external, warehouse), service
catalog, category, sub category, §5UuIn1s, anu, user, department, section,
vendor, part number, supplier, @a1unaw, Cl ﬁwmwﬂssﬁ'u, Cl fifdeagnuan
Useiu 1

v-5.17 aunsadenlesiuszuumuguningiusasuimsdanistassielnsaumnauiens
Toyaninddulnsauurnnuidruuudalud@ Configuration Management

Database (CMDB)

9-6  AMANTRAIUNTUIHITIAN1SAUMALEY (Incident Management)

(1) Inthuansniwsines Incident Request Agfala close vianualussuu Tned

ANuEINNSaslluDEIBY

(1.1)  wames Iy incident fiknusnliivoendt 2 Uai (anunsauuele)

(12) wanasiuly incident gl close uunmIuanIunIw ASUuinag
Ussiangde i figliuinms

(1.3) uamstaya incident figialal close Tdun incident id, @07UNW incident,
incident title, priority, category, service catalog, %aé’%’uu?ms, a-muﬁ, &:d:@ ha incident uWay
Uoa SLA 189usaz incident

(1.4)  awnsauansliiiuing incident ndidanegadiuladn

(1.5) awnsandniverthly update Tayaluudas incident 16
(1.6) @msaueRd incident iy SLA

(1.7) &1u150n584 incident Tﬁt,ﬁummﬁw%@%fw%mswiasﬂa Taelaitiiu

incident YaFUUINsTIED .
(1.8) @wnsansed incident Tiliumudvsdliuins Taeliiu incident 289

2
<A o

Aliusnsaudy wieLu incident veatlausinauluunun de wiaviaustme RHEVRERITE
SEUUAIMUA ’

(2)  gSuuinisaunsadiigssuuriumant Web wsudunede uazinnug
incident e o Wisaslaudavmdely

(3) Q’i”‘uLL%’amuu‘%mﬁmmsaLﬁm'fauua LaganIuNINTes incident A9l close

///ﬁ

navusluszuuieldlunis monitor Laz@amiuanu




YauLnvee91u (TOR) Insanisdnlilssuumivquuazysannissyuvauifuguanisliuinig
Insauunaulaevihfwasifiadsau (USO System Integration)

@ gWiuimsanunsadhgszuuiiley incident s q Tiniesiuinvey ednly
update Yayaluusiag incident

(5)  mstleusieasiden incident Mmeiintuuuda Fesansadain template
fipetuinlilddemunagilunisda incdent

(6)  @unsafudeyamaidsainssuuaruaunindaunazuimsdanisiasadne
InsAuuan (Network Monitoring) szuufAuaaninnsviuinmsdumedidnaindaunans (SLA)
swuviiamuuasinunisldaugunsairenfinmesuazgunsalsonisuuusauaud (Inventory
management) tielausieaziden incident Whszuuldlaesalusti Hrutewnenisrinauniy
wmsguwuuilnegalaagamds éun Simple Object Access Protocol (SOAP), Email (POP3)

(7)  @1u19952YNquUITUUIANT (service catalog) MUIAMYMAN (category) uay
vanavgeas (sub category) we4 incident Il Tneszuusiosaunsauiin au ufly nguamuuinis
wnavgvian wazvinangdey a9 4 lilaegguassuy

(8)  @wnsainuaseERuANdIAgy (priority) 484 incident 19U high, medium,
low ¢ 9nsediumansenu (impact) wagssiuanuisasau (urgency)

9 emmmhaﬁ%’uLLa’fmuU‘%ﬂ'\sLﬁaﬂcﬁﬁu%mﬂé’maﬁﬂmmmg incident lnesg)
neudesnguesdliuinsaumiinmves incdent wayau tier Adan wienamsINTIY
eringlusnsseduinmield nsdiiliinafesamnsassyldgiiusnmesedull incident fidas
%’Uﬁﬂ%auagjﬁl incident

(10) awnsauanadsnisunlatymlaeduniain Known Error Database azain
incident fiviiou vondeafetuiinaintundeulusdin deliSuuderuimandegliuins

Inasaluldunlatgm
(11) am190ds email %58 LINE 8aluslAudeanduasuuinistnssuuldsundaundn

kY

v . o . Yo v oo a4 v oa
Wagwae Ticket Number %58 Incident ID IWﬂU&di'UU‘Sm‘SLWEJE)”NEN
(12) @n1unmwes incident daausenaumeanIunInge q liuA new (open),
assigned (dispatched), resolved, in progress, pending Wag closed \Husgatioy

L)

(13) awnsanudseiinsliuing uas log msldmeusgwinaudauasgliuinig

¥/

wisuiuan LLaxsg"'ﬁi’m,ﬁunﬁ‘LuLwias activity

(19) anansouuvwiiudayaidu error log, screen shot Wirluluusias incident e
Senglinnends

(15) ansatiufin resolution Adlumsudlatlywuiteidy Knowledge Base

(16) mmmiaumﬁaucﬁﬁﬁmﬂﬁ Tneinsdufinfunarfiinisleudey wieu

W33 email w3 LINE ludafgnlou %/

o)
NV N 39 B
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(17) awnsamwun Parent Incident & ImaLﬁ@ﬁﬂﬁﬂ@ﬁ@gﬁﬂ’]iﬁwmulu Parent
Incident w3a1AsuaniunIwuas Parent Incident wonfuIsiasll option 119zl update Tudh
Associated Incident anuagaenioli tievsldlideudsiranlunisiu update Associated
Incident 7iag Incident

(18) awnsauin av uflvswasBonduds lnsaansaivdoyau Jo uwana
Wwwun M9 email address Laslnsdmyi usemame uag password flaztdssuy

(19) annsadenles incident Ui Configuration Item (CI) fAedodld

(20) amnsailenles Incident WS Problem 1D Tiiedadls

(21) annsaui au uilvseazBeadnihiidliuins Tasauisofudeyaiy
%o UINENS FUMUS WU email address Lasinsdwi username uag password fgdssuy

(22) ansafuusdnsgldanuiiamisoatne incident uaziUdsuaniuninues
incident 1u resolve, pending w38 close 1¢

(3

(23) awnsndavinneausng q aell Ialluedatiae

(23.1) Incident Report uanss18as188AY0Ya incident, §5UUTN13, SLA,

Incident log faumi3anda incident auda incident
(23.2) Monthly Incident Summary Report Wasa91143u Incident nﬂLﬁaumﬁJ

Uiden lasainnsn group by Jeyafineanis laun 45uusnis dfnarmuinis dae uaun

Fiuinis anunw wneny Wuegetios Tasanunsonsesdoyaldwarnuane éud §Euuins

e
b.

frnauuinis die usun gLAUTnnT anunw wuaavy seAuaud1dy incident A overdue

2

Wuagatioy
(23.3) Daily Incident Summary Report k@ndad1uiu Incident qu"fummﬁau

]

dion lagauisa group by Teyansiadnis ldun g3uuinis d1dnauuing die unun
Fliusnns anunw nany Wuednies Taeanunsansesfeyaldvarnvane Tiun d5uuins

G
d1inauuinis dhe waun gliusnns anuniw vuaany seduauddn incident 7 overdue
[ 1 £
Wusyuay
(23.4) Incident Summary Report kaAd491UIU incident 19LUUASIN LAy

a1519doya Invaunin group by Yeyansesnis iun Ju ifeu vanany gSuuinms dlkuinns
resolution Lduageties lasausansesdayaldvnainvais ldun 45uusnns dre unun

Alviuins anunw wanevy Jui 1Wuesetdos

o
Grav N 30
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YBULYAVBI91U (TOR) Iﬂ‘samﬁmlﬁﬁmwmuquLLasgimwmass‘uumuﬁﬁr"fuquamﬂﬁu%nﬁ
Insauwaulagfaaziiedsnn (USO System Integration)

v (23.5) Incident Detail Report wanadaya incident Léiun created date,
incident id, title, description, priority, category, engineer, customer, resolve duration,
incident duration, sla info, sla overdue 1Juathaey lnsauisansosdoyaldnainnars loun
AFuuinng ddnaruuings dhe uwun JlEuSns aatunm waeny sefuauddty incident 7
overdue (Hupthatia

(23.6) Incident resolution Report Wan431UU incident wanm1y resolution
type vanuuns Aoy lawawnsonsesdoyaldvainvate leun §5uusns die unun
Alkusns anunw vanevy uil uesehalos

(23.7) Satisfaction Survey Report wa@n4 incident mezuuﬁé”ﬂﬁmﬂﬁ
Ussfiundan1nn1ssuusnig sanuunsaw wazm131edaya laganusa group by %almjaﬁﬁaqms
Ldun g¥uuinns drdnauuinig die unun §lusnns antuam wuaeny (Wuedelios Tag

gunsndeniuniseanisle

97 AaududAdiun1suImsdanisautym (Problem Management)

(3

9-7.1  IRIULEAININTINVBY Problem vanusluszuy Insfianuauisassiidusgaiay

(1)  @wsauans Problem ﬁu’wmluswu Imeuansy problem id, problem title,
description, service catalog, priority, status, Q’%’Uﬁﬂ%au

(2)  @UTOLARITIUIY Problem WENsN team

(3)  @wsn export Problem finsaafuuiludayauuy Excel

@) aunsaa Problem Tysils

9-7.2  @1u15aLda Problem 310 Incident Iﬂaszwmmmﬁﬁayamn Incident 117149
wiiln Problem Tgnluif@ ieanatlunisiou/dendoya

9-7.3  msia Problem il siosanunsaszydoyadaluiiladuetatios

(1) Title
(2)  Description
(3)  Service catalog

(4) Category

(5)  Sub category
(6)  Symptom

(7)  Impact

(8) Urgency

d
W
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Inspuwaulagyniaasiiedenn (USO System Integration)

y-7.4
U-7.5

U-7.6
Y-7.7

U-7.8
-7.9
9-7.10

Y-7.11
U-7.12

Y-7.13
v-7.14
9-7.15
U-7.16

(9) Requested by

(10) Investigation team
(11) Affected service
(12) Affected Cl

anunsauuuuudoyaid Problem Tumoulale

annsadaiudeya Problem Mladu template et U191 Problem Tuidl
adrefuluewen oannatlunsida

annsoUuAsuaounmues Problem I

ftunounsin Identify %aﬂszﬂauﬁw%’aé’uﬁw@u (symptom) uaza1nsUayun
(findings)

ﬁsﬁzumaumsﬁw Root Cause Analysis Lﬁa‘ssqmmmaaﬁiym

anunsaUuiin workaround uag resolution ¢ uazanusauuuuiudoys
A11190@3519 Known Error Record M‘Uzumaumiﬁ’l workaround lﬁLﬁ‘aLﬁuaﬂu
GENRHE Y

ansadani resolution Uufinaslu knowledge base vaeszuuls
ﬁ%umaumiﬁ’l Closure Lﬁaisu problem type, closure category, review %38
comments

annsoidonles Problem luds Configuration Item (Cl) FwAetadls
annsailenles Problem U8 Incident 1D Aol
AuNTananIUsETRnALEUNS Problem Aausilnaudn

a1309nvisIenua 9 lansiliduegrates

(1) Problem Report LLamﬁwa&:Laaﬂ%’a%a problem 1awn Problem ID, title,

service catalog, category, sub category, priority, problem team, symptom, root cause,

workaround, resolution

(2)  Monthly Problem Summary Report Wan4d119u Problem VgﬂLaaum’mﬂﬁ‘

don lasaunsn group by %’agaﬁﬁamﬁ Toun status, service catalog, category, sub category,

requestor, team Jusg1atae Iﬂaaﬁm‘mﬂiad‘l’f@u‘,alﬁumﬂ‘Via’l8 Teiun status, service catalog,

category, sub category, requestor, team Wuedratioy

\ )
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(3)  Daily Problem Summary Report u@nsd1u3u Problem yniumsipeuiivaan
lagausa group by ¥8YanAoInig leiun status, service catalog, category, sub category,
requestor, team (Juattey tneawsansedeyaldvainvans 1dun status, service catalog,

category, sub category, requestor, team Jueeheilae

U8 ANANTAAIUNIUTNTIANIAIUSERUAMAMNS THUSANT (Service Level Management)

(1) a@wisadmuaiuiiaitauuniivesssdns (Business Hour) waziungan
Usgdtvosadnsiiteldlunisiuiniianly incident sine q s SLA fifmun

(2)  @u0T0eUNIAILIN SLA UL 24x7 Wwazuuy Business Hour

(3)  aanseufin av whly SLA wenau priority 16un critical, high, medium, low
Tneanunsasyyanistivimsiieldlunish escalation snnsliusnislifulua SLA

(4)  @w13990vi1 SLA leiviane profile Tnauday SLA profile annsaidenidldnig
fmuslunsagdtya (contract) fuglduinisluurasussinnvesuinng

v a

(5)  @w1s50vi1 escalation Inaunsn escalate lUdagu3nsvasdliuinismn

mMsUfTROMUALINTf ety SLA
6)  awsadavhsenuss q Wdiduegraes
(6.1) SLA Evaluation Report kanss1uau incident Alusnnsléviuuaylaiviu
SLA fifwun Hauuunsw wazassdona lnganunsansestoyalivainvaie laud §5uuinig
f1e wrun Flims duinewuims i SLA Asisanisussiiu Juil \usthaties
(6.2) SLA Comparison Report LLamixazmqusgumaw{N 7 VOINTG
Tiusns dawuunsm wasasnsdoya Tnsanunsadendeyaidesnshunuieuiiiou 1dun

os

Asuuims d1dnauims dhe waun gliuinas

29 auFulAmuUNMTUTNsIansRueIRAL} (Knowledge Management)
(1) fmhaguuans Knowledge Base Tuszuu Tnefinwanmnsasistiifuodaies

(1.1) wans Knowledge Base lngauniaafniiaiinlugsiuasidonlundas

record 1@
(1.2) uana Knowledge Article iminaluasAnsladaviniendsiiuniiug

TR uaus I lnganunsandniteiilugseazBenls
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2 Tusgwinaniale incident warawITARsaLnsanansisnisuilataymilaeg
A9 Knowledge Base lussuuann incident fnilou viandrendstufitnefintuudeuly
oin ioudslviussrruansiuiiuns Weannansemunsuing
3)  Tuseninanisfum workaround itaudladgwnluuras problem record
LUUFDIANNTAUARY known error record Tuvilaufundondrendeiuiitaeiintuuiiou e
Usglemilumsiasgrimuumalunisudlatym
(@) @1m150AuNI Knowledge Base #1130 incident alafin1sudlatynn

1
= 3/

Seudesuds lavannsnfumainAisneants vy Tuiden

]
<t

(5)  @msaiMuAENENa1saaine Knowledge Article la lnanunsatudin

124

aya wuuuintaya Invaneny la
(6)  awnsafimuedvsyiamNIneylR Knowledge Article 1d

i g

(7 gii1dle Knowledge Base @131509 Wagiouan Knowledge Base 1 lae

annsaiudeya wazuuuuiindayalaain Knowledge Base wuiifimsasnell

9-10 ausudAdunsinTsideyauuinsuarninddululasairelnsauunay

(1) 4 Dashboard &aunsnidenyuuedsin 4 nduwmede (Incident), nSwddu

(Ch), gy (Problem)
(2) i Dashboard uanideyanmsiueuuinig lneuanidniumedy (ncident),

Frurutym (Problem) luguuuvunsada lngatunsansasteyaniu service catalog, class,
category, sub category, customer, department, section, priority

(3) i Dashboard uansdayamuwmsde (Incident) fsaludl

(3.1) 47474 Incident wunNM1Y service catalog, class, category, sub
category, Cl, vendor, model, customer, department, section, priority, status, SLA

overdue/not overdue Tuguuuuns et
(3.2) U Incident WEARMINTIWIA BLND HIUE 'lugﬂuummuﬁimammm

drill down/drill up wazuanuluandniu % ¥8991u7u Incident lnvaruisansesdoyaniy
service catalog, class, category, sub category, vendor, model, customer, priority, status, SLA

overdue/not overdue

(@) ¥ Dashboard uandayaiuninddu (C) dasialudl
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Insauwanlneiafwasiiiodiny (USO System Integration)

(4.1 dwu a lugduuunsadfuenaiu service catalog, class, category,
sub category, status, vendor, model, location, customer, department, section Iu;smmunsqw
anm

(4.2) i A wenemudwmdn 6108 fiua Iugﬂuummuﬁiﬂammsa drill
down/drill up wasuanaiuandny % 2aed1uu Cl lngannsansesfayamiu service catalog,
class, category, sub category, status, vendor, model, location, customer

(4.3) CI Relationship Diagram WUy parent-child, peer-to-peer, Wag run-

on

(5) 4 Dashboard uansfayasiuiigm (Problem) Tnsuanisiuiy Problem uen
M4 service catalog, class, category, sub category, Cl, vendor, model, priority, status,

resolution type luguuuunswada
(6) mmmﬁmumsasnmﬁ%’lﬁuamwa%gdu Dashboard 1y Last hour, 24

hour, 7 days, 30 days 1Jufu
(7) yuuewing q Tu Dashboard awsnususwiauanna uazéeldaganna 9

Y9138 Dashboard wazamnsatufinidu template iouansnendsls

a
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mewwan A, gunsalyan 2 szuudaiiviiasizdingnisaluaznsiaduisdaung

(373U 1 vqe)

A-1  AuautRvesgUnsal

(1) Jugunsaiuiinedosusinne wie Appliance

(2)  Hwhedaufudoya (Hard Drive) wiin Solid State Drive wafini wazilnay
litlosndn 1.92T8 druavbitesndn 6 mie

(3)  feadouseszuuiaiotne (Network Interface) WUy 10/100/1000 Base-T
wseAnI1 Tuulddsenii 4 gag

@) ldvauananmlu newuon v. gunsalaeudaninauazrIum

(5) i1 Power Supply WUy Redundant w38 Hot Swap 31uau 2 wuae iUl
NTBUAAAY 220V PG 50Hz Wevauny Power Supply

‘
@ = I

(6) ﬁﬁgmqﬂnmﬁﬁw%’u%mﬁwwmwuLaauﬁwaaniﬁgﬁaamﬁﬂué’ rack 41AS§IU
WUy 19 9

(7) QUﬂiiﬁL‘fJu web-based technology ﬁla %’ﬂﬂua’lmmﬁaﬂ@}mu web browser
(19U Google Chrome, Mozilla Firefox) &

(8) ﬁLﬂ%‘aaﬁdﬁ@%waﬂmmﬂ%’uLm'ammammawaﬁm&aﬁuaﬂﬂ‘mmagﬂufuu
wousglonillunistinsesiluudumeing

(9 s03¥u SMTP Server titeldlun1sde email d1mduntsudaioudloin
winmsaling 9 muSeuluiitmualy

(10) soe¥unisdsdonnuuduiouludegunsallnsdmyiindoufiiiuramis LINE
Application 1¢ turesnadioansludassuy LINE

(11) gunsafeenuuuniadudeyainnnise (event) kasmsraduiainung
(Anomaly Detection) 91ngunsalia3etng iadadusitne uonniiady HIUYBINNNIATFILBE
Youdeil SNMP-Traps, Syslog, Windows Event Log, Log files

(12) gunsalanunsadu event 91 agent ARnns o LAdouaitedumld

(13) @u1505u event Minduaingunsalntslulasenisiitenisuananauas
Aneilauuuiui (real-time)

(14) annsodnnseaams event AResnsuuanald

(15) awnsnagude event MAndiusnFumasIfundonszysnaundilifnls

(16) @u1sadaIEANuFuRUSUDY event S1uUDE19Re 2 event TulUiite

Usslowdlumsinsgimanvauazranssny %/

4
gl o 8@ -
\ 2/,
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(17) annsafwuangunast (rule) Tums trigger script Wivaligunsalsiuiiumssng 1

L v‘hmsu:iaLﬁautﬁamiwwuﬁmm event INNIUNA

(18) arusadaiivdoyaingnisaldeduni (Events per Seconds) 141

Waen11 30,000 eps

apswan 1. gunsalutindl 3 spuuRTRTuLArAATIEY traffic Wuudl 1 1wy 1 wie

-1 ausudanaly

(1) Jugunsalviiaweieausitne vie Appliance

(2)  fwbhedaiudeya (Hard Drive) wila Solid State Drive w3ofinin uaziinany
liitdoendt 1.92T8 Swaulsdiiosndn 8 wihe

(3)  Hvoudendeszuuiaiorns (Network Interface) WUy 10/100/1000 Base-T
v3ednd1 Sunulidesndn 4 4eq

@ fdeudeusaszuuiniadis (Network Interface) WUy 10G SFP/SFP+ u%o
An71 Swaludesndt 2 ges

(5)  ldasuansnmlu nenuan v. gunsalaeudanauaz AU

(6) 31 Power Supply WUy Redundant #3e Hot Swap 313U 2 e iUl

NTLUARGY 220V AINLE 50HzZ

2 '
v o af I

(1) Syngunsaldwiviansduiauwuuideudreenlfifiefnntlug rack unsgu

LUy 19 i

(8) qUﬂifﬁLﬂu web-based technology ﬁ;ﬂ‘ﬁ'ﬂmmmmﬁaﬂ@mu web browser
(19U Google Chrome, Mozilla Firefox) 19/

€) ﬁm‘%iaaﬁaiﬁcﬁ%'mummmu%’uLm'amsLLamwamaqsﬁagalﬁwamwmagﬂuw
wieuselmflunistiasesiluudumsing

(10) 935U SMTP Server titel4lun13ds email dmSunisudaiouiiolin
wansaling 9 sudouluiidimunly

(11) sesfunisdsdemnuudafiouludgunsalinsdwiiadoudiinudoms LINE
Application 1¢ tihugewnsdearsludiszuu LINE

(12) Qﬂﬂsaiaamwuu%ﬁa%’u%ga traffic smewalulad deep-packet-inspection
(DPI) wags43y traffic 970 flow protocol sthafeudsolun Netflow, sFlow, IPFIX

(13) @m1303U traffic fanundl span waangunsalluiaiesiaifiontiints

JAs1En

(14) aansoiuteya packet wiouiaseyt 18lieundn 9,000,000 pps /%
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YOULINVBIIU (TOR) Iﬂi\‘iﬂﬁﬂuﬂlﬁﬁi&tvl}ﬂ’mﬂuLLaZ‘UV'SEmﬂ’]ii:ﬁUU\‘l’luﬁ’lﬁU@)LLam‘ﬂﬁU%ﬂ’l’i
Insauunaulaemfauasiedenn (USO System Integration)

2 uantidumsiensiuasuanmadeyaain

(1) awmnsedsivhiisuenuey traffic domain MAsTosuazluiferdo ey
usmsidinndsszuuuazyimsuananaluguuuy graphic pie chart
(2)  awnsaieseissymanes traffic idhundissuuiiensuuinuainu

vutulunsldnusyuy
(3)  &@w1I0ATIBRTEYUAIEN IR0 traffic fideoanainszuuiilonsiuusuna

nunuulunsldnuszuy
(@) aansadesigianiuand (delay) ved traffic Mdnunldusnisssuuuy end-

to-end

(5) A115073LATIERIEEEIATNNTVNIUYDINTZUIUNTS TCP 3-way handshake

Wakenuezauad mnaTuInialuturaulafirnisles
(6)  @unsadinngidasianudvesnsidifaiiayuesssuudng 9 autienan

1% 4 o < 1Y) vt a a
WIBUYRANNDYDY http error code iaUselevlluntsusuuessuulkivszaniamluean

3 AuENTARIUNTIATIZRLAZIHANA

[ 1 | P Loy & <
(1) @anInuanIvIuIY packet AaunusEnIg IP Waldlumsiesizsimuiunu

maildanussuy
(2)  ansauanwmaliun flow vesgaunuiiedinsziauduiuslunisidiis

JEUUTEWINY
(2.1) WU flow 299 IP AuUNIS
(2.2) 91U flow 184 IP uagnasnaunie

(2.3) w7 flow 84 IP WasnAuUNIe Lag 1P Yanenng

(2.4) U flow V89 IP wasnaung IP uagnasvvaienis

(3)  uanawaazuves flow gaununves IP Auniauay 1P Yareniefivsinglunis

dhanldauszuulnsuanwaasuussnaume

(3.1) U3u byte waz % 970 IP #una
(3.2)  U3ueu byte uaz % 910 IP Yatemng
(3.3)  USunwu packet uag % 210 1P AU
(3.4) U3y packet uas % 10 IP Yaemis

(3.5) U flow 4ag % 910 IP FuNa

(3.6) 97U flow Wag % 910 1P Yanenie %

d
?ww o) 26 2/5
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32 auantRiumsiiessiuasuanmadaulsuisuwuuladiiu (Top N)

(1) uwanmalSeuWisudnuau packet 909 IP funisidunldusnisszuusiuiy

10 édvannunnlumides
(2)  wanwmaTguigudnuay packet 909 port 970 1P Funmemdnunlduinag

FEUUTILIU 10 Srduanuniunitiae
(3)  uanmalUSEULBUI WY packet U89 MAC address dunwitigrunldusnns

FEUUTIWIU 10 drnuanuniuvisy
(@) uanwalUTyuisudnuIy packet vaegaunuilng MAC address fuvnauay

MAC address Yangn9anuiuy 10 arduainuiniumilsy

Meawuan 9. gunsaluiind 4 syuunsiaduuarinsest traffic wuudl 2 (S1wau 37 wuhe)

11 AuadiEly

(1) Jugunselaiiniiasaoniinnes vie Appliance

(2)  dmhearudman (RAM) 9iia ECC DDRE #3afini vwnldtoenda 8 GB

(3)  aduayun1svinaiu RAID Teendn RAID 0

(@ dwhedaivdeya (Hard Drive) 4iln Solid State Drive w3afini1 uaziimiu
qliitiosndt 50068 nulidesnin 1 mie

(5) fieudouraszuuiadetis (Network Interface) WUU 10/100/1000 Base-T
wsaRnd Iwulddesndi 1 ¥eq

(6) Tdoudouraszuuiniotng (Network Interface) LU Wireless niadind
Jnnulitpenii 1 ¥ee

(7 sesdunsldnuiulwihnszuaady 220V Al 50Hz

(8) Q‘Uﬂifﬁlﬂ‘u web-based technology ﬁ&ﬁ%’mummmﬁaﬂ@ﬂim web browser
(19U Google Chrome, Mozilla Firefox) 161

9 ﬁLﬂ%‘laqﬁalﬁéﬂ%’muamwsaﬂi“mm'amsLLamma‘uaﬁaadalﬁwamumygmmu
ieUsglevllumslinesfluudmsing 4

(10) 509%U SMTP Server titeldlunisde email dmunisudaiouiioiin
wansaling q aidouluiidiualy

(11) sesfunsdefeninuuduiouldigunralinsdnsiiadoutisiiudeana LNE
Application ¢ Huvasmsdeansludissuy LINE

(12) qﬂﬂsrﬁaamwwuﬁa%’wﬁaga traffic lulluu deep-packet-inspection (DPI)

UAEIEI3Y traffic 910 flow protocol gsdpesralUll Netflow, sFlow, IPFIX ///q/
o

!

8 f
LA !
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Y

(13) awn3asu traffic visvuadt span 113 ngunsel switch insaglugud USO e

WINNITUATIZA
(14) ansefudeya packet Waundasgnt Ielsddaenda 300,000 pps

312 puandRnumsiinseilasuanwmadoyaati

(1) a1 iesIgRiianenuey traffic domain Miendesuasliifeddoeiu
Usmsiidandssyuuiaginmsuanasaluguuuy graphic pie chart

(2)  @WNIDUATIENTEYUNEININIYDY traffic Mdundaszuuiiensuuiinaaing

wuwdulunsidausezuy
a Ps = a a
(3) @MW1 IATIERIEYUAIENIIUBN traffic NdepeanatnssuuiiensulSuny

vuwiulunsldausyuy
(@)  awnsedasisiauatn (delay) ved traffic Mvihunldusn1sseuuluy end-

to-end
(5)  @UNINIATIERTEELIAINTSYNINYBINSLUIUNTS TCP 3-way handshake

WiskenuezaMuaiiiinduiiinluduneulafianisle
(6)  @NTNUATIENINTIANLTVEINISNEMTIUVBITEUUANE q ANLYINIE

wiauvianuiives http error code iieUsslemilumsuSuussssuuliussavsamlusuan

3-1.3  auaudRmumsinseiuazuan e

(1) awnsauansdnuiu packet gaumnsswing IP tiveldlunisiiaszsimuiunm

nsinldaussuy
(2)  awnsouansnauinm flow vesgaunuiediasziauduiusiunindris

FBUUTEUING
(2.1) 93U flow Y99 IP AuNI9
(2.2) T flow U84 IP UagwaINAIUNIG

(2.3) 917U flow 284 IP wasnaune ua IP Yaienig

(2.4) 97U flow 109 IP WaTVALUNTY IP Lagwesynuatenig

(3)  uwanwmaaglves flow Aaunuives IP Auneuas P Yarensiivsinglunig

dhinldauszuulaeuanmaasUussneume

(3.1) USunad byte uaz % 310 IP Auna
(3.2) U3ua byte uaz % 970 P Yargyng

(3.3)  U3uau packet Wag % 270 1P AUN

S

(i_’i'm\aam) QQ

“T\S
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(3.4) U3uw packet uay % 970 1P Uaneme
(3.5) 91U flow wag % 31N IP fung

(3.6) 41w flow Uag % 90 IP Yarens
314 auandBdnumsieseiwasuanwadauiouiisuwuuladiu (Top N)

(1) uamaSoufigusnay URL fiussvrsusenldusnmsssuusiuiuy 10 iy
nnluney

(2)  wanwalSeuiitudiuiu packet 294 IP Uaenisiivssaausonldusnng
FEUUTIY 10 drruannunniuvies

(3) uwanswalUSeulfisusiuiu packet ¥4 port 910 IP Uanensiivssviau
Senlduinsszuudau 10 ddunnuiniumidee

(@) wanmwalUSeuiisudiuau packet 394 MAC address funiavasussamuiild
UIn1slassrneduau 10 dwwuanuinlumides

(5)  uanwwalUTouLieudnuay packet veagaunuilag MAC address fum1aves

Usgraunas MAC address Yaten19anuiu 10 areuannuinlunitey

aMenuan 2. gUnsal Layer 3 Switch (d1uau 4 wjze)

a-1.1  gunsal Layer 3 Switch

(1)  Hdnwauzmsvihnuludesnin Layer 3 489 0S| Model

2)  awrsaruniduniaasodielaeldlusinmea (Routing Protocol) RIPV2,
OSPF lsiJuseneilon

(3) fveudeusdossuuiaietne (Network Interface) WUy 10/100/1000 Base-T
wsamAn11 nuliddesnin 24 veq

@) fdesamiusesiunisidenseszuuiaiotne (Network Interface) wuy 10
‘Gbps (SFP/SFP+) drunulaitioanin 4 afad

(5) e reiliuansanuzasimahaursadeusessuuiniatisyntes

(6)  5895U Mac Address IélaiTfaend 16,000 Mac Address

(7)  awnsauTmsdansgunsaiiumnelysunsy Web Browser 1ot

(8) anunsndstoya Log File Tuguuuu Syslog didustades

(9)  anansaldausuunggiu 1Pvé 1o

(10) il Power Supply 4uu Redundant %38 Hot Swap 31w 2 wiae Tdulndh

ATEUAREY 220V AIMNE 50HzZ

y s

o
e/ a6 /
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s

2
o w

(11) fyadwmiudnadudngunsallug rack mmsgruuuy 19 I3

AMANWIN 9. gUNsalvRuARINauAzAIUAN (S1WIU 2 iae)

9-1.1  gUnInivsuanINALaTAIUAY

(1) Q98 MmuuU LED v3efni auwlitesndn 18 59

(2) i keyboard wuvinasgundangunsad track ball w3e touch pad

(3)  Hymgunsaldvmsy

[
a W o af

4 & O v Y
teRnalug rack wmsgiuLuy 19

ARFNI VAU

nsaluaninakagauAuLUUdoudeanld

(@) fgunsaladudyyiu KVM Tneaninsasessuinsessivisnouiiamesialutdes

N1 8 LA58Y

3/
s [ 4 a

b

SuPpdouNAnRRUNsAYEnT 4 STULURTITULAETLIASIEY Traffic WUud 2

ANANUIN . )
(@713u 37 ui)
o o9 d =4 [ R o o oF as
a1y Talsaouy nyjtu dua 8UN? Jwin
Urujeran i 6 Yaman Y dosmgauyd | mgaug3
2| vty wij 6 &nin vjanssun ity MEYIUY3
3 | innapng wy 5 ARDINg ARDING WwIRYINg uny3
R v u v U K]
4 | dwhanu wy 2 vinAu agiiey ey aUTUNT
5 | thupseseieasos wi 10 Aaaseneaiey | viawszen auudeiun OETEARIPY
6 | Uhumasany Wy 2 LULNA WAV Uanes YAYS
7 | tweaesduudn i 4 v1Inun N vueslng Yay3
8 | Uhunzunify vill 5 ngunife n¥UnLAY iuww Fyum
9 | thulwsungs (Jude il 5 lnsungs Twsungs e Fum
Usgnassn)
10 | Suledinen wy 1 mathe Fulw RENER Jeese
11 | drnuuriufuves vy 12 ukufiunes FuLe i Beasne
12| 30l visl 8 673 Uja W Jyese
13 | dwheagdmsa | wy 9 edzdu Yalds BENoR TN
ATEIUVBUAUBYATO]
14 | aulaiven wy 3 aull GISIN walum Foalwd
15 | Uhuesumady wi 6 tupBuvaiy aaumile uiloau REMITY
16 | tulemans vyl 1 1Weman Weaman Agauna Bealwl
3 /
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